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1
Decision/action requested

This contribution provides text for the EEC to ECS/EES security.
2
References

[1]
3GPP TS 33.558
[2]
3GPP TR 33.839

3
Rationale

For EEC to ECS/EES security it is proposed to use PSK TLS with GBA and AKMA with the GBA as mandatory to support for both UE and network (i.e. ECS and EES). The reason GBA is chosen to be mandatory to support is that Edge services are not restricted to 5G network. 
In addition, it is noted that non-3GPP method could be used to secure these interfaces and when done the GPSI of the UE could be discovered using the IP address to GPSI translation function.

Due to the discussion on shared keys between EEC clients, if SA3 agree that currently specified TLS with GBA/AKMA it is not acceptable, then it is proposed that solution #31 from the TR [2] is taken as the way to perform PSK TLS with GBA/AKMA.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TS [1].
**** START OF CHANGES ****
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**** NEXT CHANGE ****
6.2
Authentication and Authorization between EEC and ECS


PSK TLS with GBA as specified in TS 33.222 [aa] are mandatory to support in both the UE and ECS. PSK TLS with AKMA as specified in TS 33.535 [bb] is optional to support in the UE and ECS. Either PSK TLS with GBA or PSK TLS with AKMA should be used to protect the EEC to ECS interfaces.
NOTE: Other non-3GPP specified method can be used to protect the EEC to ECS interface (e.g. certificate or tokens with TLS), but these are out of scope of the current specification and left as deployment options. When a non-3GPP method is used it is possible for the ECS to find out the GPSI of the UE by using the IP address to GPSI translation service.
6.3
Authentication and Authorization between EEC and EES

Editor’s Notes: Authentication and Authorization between EEC and EES is to be added.
PSK TLS with GBA as specified in TS 33.222 [aa] are mandatory to support in both the UE and EES. PSK TLS with AKMA as specified in TS 33.535 [bb] is optional to support in the UE and ECS. Either PSK TLS with GBA or PSK TLS with AKMA should be used to protect the EEC to EES interfaces.

NOTE: Other non-3GPP specified method can be used to protect the EEC to EES interface (e.g. certificate or tokens with TLS), but these are out of scope of the current specification and left as deployment options. When a non-3GPP method is used it is possible for the EES to find out the GPSI of the UE by using the IP address to GPSI translation service.
**** END OF CHANGES ****

