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1
Decision/action requested

It is requested to endorse this discussion paper.
2
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3
Rationale

This contribution discusses the need for service specific authorization for MSGin5G Client to resolve the following Editor’s in TS 33.501 Annex X.2:
Editor's Note: Further clarification on usage of GPSI or SUPI for authorization in MSGin5G services is FFS.
Below are excerpts from TS 23.554 for observation:

----------------[snip-TS-23.554]---------------
6.1.2
UE Service Identity (UE Service ID) 

UE Service ID is the identifier of a UE (i.e. MSGin5G UEs, Legacy 3GPP UEs and Non-3GPP UEs).

For an MSGin5G UE, the assigned UE Service ID is used by the MSGin5G Client to register with the MSGin5G Server and to send and receive MSGin5G messages. It is used by the MSGin5G Server to authenticate and authorize the associated UE to the MSGin5G Service at the application layer.
For a Legacy 3GPP UE or a Non-3GPP UE, the assigned UE Service ID is used by the Message Gateway to register with the MSGin5G Server, to map into the Service ID in their defined message delivery mechanisms for interworking, and to send/receive MSGin5G messages to/from MSGin5G Server on behalf of Legacy 3GPP UE or Non-3GPP UE.
6.4
MSGin5G UE Identity (MSGin5G UE ID)

The MSGin5G UE ID is a unique identifier that represents the MSGin5G UE (i.e. the device identifier of the MSGin5G UE). The MSGin5G UE ID may be pre-configured to the MSGin5G UE by its vendor.
Observation 1: From the given definitions in TS 23.554 (in clause 6.1.2), it is understood that UE service ID is used to authenticate and authorize the associated UE to the MSGin5G Service at the application layer.
----------------[snip-TS-23.554]---------------
8.1
Configuration

8.1.1
General

The configuration procedure is used to get the MSGin5G Service configuration information (e.g. UE Service ID). The configuration procedure is used by the MSGin5G UE or used by Message Gateway on behalf of the Non-MSGin5G UE. The MSGin5G Service configuration information is used in the future messaging communication.

The VAL UE configuration data specified in TS 23.434 [5] is used in this configuration procedure. After the configuration procedure, the MSGin5G UE, or the Message Gateway on behalf of the Non-MSGin5G UE can register to MSGin5G Server.
----------------[snip-TS-23.554]---------------
8.1.2
MSGin5G UE Configuration

The usage of the above information flows is clarified as below:

-
The MSGin5G UE ID works as VAL UE ID which is mandatory in the Get VAL UE configuration request;

-
The UE Service ID works as VAL user ID; 
-
The service identifier of MSGin5G Service works as VAL service ID;

----------------[snip-TS-23.554]---------------

Table 8.1.2-2: Information in the Get VAL UE configuration response
	Information element
	Status
	Description

	UE Service ID
	M
	UE Service ID assigned to the requesting MSGin5G UE.

	MSGin5G Server address
	M
	The MSGin5G Server which serves this MSGin5G UE.

	MSGin5G Service specific information
	O
	The specific information of the MSGin5G Service specified by the MSGin5G Service provider. (see NOTE)

	NOTE:
E.g. the segment size of MSGin5G message in this service provider. The detailed definition is out of scope of this document.


Observation 2: From clause 8.1.1 and clause 8.1.2 of TS 23.554, it is understood that UE service ID is assigned by MSGin5G server via VAL UE configuration data.
----------------snip-TS-23.554---------------
Table 8.2.1-1: MSGin5G UE registration request

	Information element
	Status
	Description

	UE Service ID
	M
	UE service identifier assigned to the requesting MSGin5G UE.

	UE credential information
	M
	The information needed to authenticate the UE. The authentication and authorization between MSGin5G client and MSGin5G Server are specified in Annex Y.2 of 3GPP TS 33.501 [16].

	MSGin5G Client Profile
	O
	Set of parameters describing the MSGin5G Client

	>MSGin5G Client Triggering Information
	O
	UE Identifier (i.e., MSISDN, external ID), port number(s) and associated protocol (e.g., SMS, NIDD, etc.) for device triggering. The MSGin5G Server uses the information in step 5 of clause 8.8.3. See Table 8.2.1-2.

	>MSGin5G Client Communication Availability
	O
	Communication availability information for the MSGin5G Client to receive MSGin5G messages. This IE informs the MSGin5G Server if the client has a specific application-level schedule/periodicity to its MSGin5G communications, which may be used in conjunction with UE reachability monitoring to determine whether and when MSGin5G communications are attempted. See Table 8.2.1-3.


Table 8.2.1-2: MSGin5G Client Triggering Information

	Information element
	Status
	Description

	MSGin5G UE ID
	M
	Identity of the UE hosting the MSGin5G Client (e.g., the External Identifier defined in TS 23.682 [19], or an MSISDN)

	MSGin5G Client Ports
	M
	List of port numbers that the MSGin5G Client listens on for device triggers from the MSGin5G Server. Also included with each port number is an associated protocol (e.g., SMS, NIDD, etc.).  


Observation 3: From clause 6.4, it is understood that MSGin5G UE ID is equivalent to device identifier. As per the table 8.2.1-1 and Table 8.2.1-2 in TS 23.554 (captured below), UE identifier (i.e. MSGin5G UE ID) could be MSISDN, external identifier. 
Observation 4: MSGin5G UE sends UE service ID mandatory in the registration request, MSGin5G UE ID is part of MSGin5G Client Profile which is optional.
Observation 5: As per the normative text for MSGin5G client authentication and authorization, TLS with AKMA is proposed for client authentication. The AKMA procedure defines authorization of UE, however it is not service specific.
Proposal: The 5G system shall support service specific authorization for authorizing an MSGin5G client.
4
Detailed proposal

It is proposed to endorse this discussion paper and agree with the below mentioned proposal.
Proposal: The 5G system shall support service specific authorization for authorizing an MSGin5G client. It is proposed to approve S3-220290 for authorization of MSGin5G Client.
