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	Reason for change:
	Due to optionality to support CP procedure and UP procedure, it is required for the network to know the capability of the UE to determine whether the network also supports the security procedure. Further, if some UEs does not support MBS security procedure, then the network may need to provide the MBS session without protection as to provide service to all subscribed UE. Exploiting this situation by the malicious UE will lead to bidding down attack.

	
	

	Summary of change:
	- UE includes its MBS security capability in the N2 message.
- Network prepares for individual MBS traffic delivery method of the UEs that does not support the procedure selected/supported by the network, instead of shared MBS traffic delivery.

	
	

	Consequences if not approved:
	Possibility of providing MBS service without security protection, if malicious UEs indicate it does not support MBS security capability. 
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*****Start of Change*****

W.4.1.1	General
[bookmark: _GoBack]For security protection of MBS traffic, control-plane procedure and user-plane procedure are optionally supported in service layer. The UE includes the MBS security capability in the PDU Session Modification Request message. The MBS security capability indicates whether UE supports service layer protection or not and if supported then, indicates whether UE supports control-plane procedure and/or user-plane procedure. If the MBS security capability of the UE does not support the network selected MBS security procedure, then the SMF shall prepare for 5GC individual MBS traffic delivery for the UE without service layer protection instead of deactivating the security protection for the MBS session delivery via 5GC shared MBS traffic delivery method. 
For 5GC Individual MBS traffic delivery method, the SMF shall determine and provide UP security policy for the associated PDU session to the gNB as specified in TS 23.502 [8]. 
For 5GC shared MBS traffic delivery method, the UP security enforcement information shall be set to "Not needed" for MBS data traffic transferred from gNB to the UE over MRB, The multicast security policy between UE and RAN shall be not needed to avoid redundant protection at the PDCP layer.
*****End of Change*****


