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1
Decision/action requested

SA3 is kindly asked to approve the proposed correction in TS 33.503 for network domain security.
2
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3
Rationale

In TS 33.503 [1] clause 5.2.3.4, it is stated that the security procedure for PC3a using GBA reuses the procedures defined for PC3 in TS 33.303 [2], with the modification that confidentiality protection shall be enabled for PC3a. Such statement implies that confidentiality protection is not required for PC3.

Actually, the confidentiality protection requirement is already defined in TS 33.303 [2] clause 5.3.2 for PC3, which means the added modification in TS 33.503 [1] clause 5.2.3.4 makes a wrong assumption on the existing requirement for PC3 in TS 33.303 [2]. Therefore, this pCR proposes to remove the corresponding modification for PC3a, as well as some minor corrections in TS 33.503 [1] clause 5.2 for network domain security.
4
Detailed proposal

*************** Start of the 1st Change ****************

5.2.3.4
Security procedures for PC3a using GBA

For the security procedures for protecting data transfer between the UE and the 5G DDNMF on the PC3a interface the use of either TLS v1.2 or TLS v. 1.3, as described in clause 5.3.3.2 in TS 33.303 [4] applies with the following modifications:

-
The ProSe function is replaced by the 5G DDNMF.

*************** Start of the 2nd Change ****************

5.2.4.2
Security procedures
Npc4, Npc6, Npc7 and Npc8 specified in clause 4.2.5 of TS 23.304 [2] are realised by corresponding NF service-based interfaces, therefore security procedures specified in clause 13 of TS 33.501 [3] apply to these interfaces.
*************** Start of the 3rd Change ****************

5.2.5.2
Security requirements
The 5G PKMF for commercial services and for public safety services, provides the security keys and security material impacting the ProSe-related network operations to the ProSe-enabled UE for discovery of a UE-to-network relay and PC5 communication with a UE-to-network relay. 

The ProSe-enabled UE and the 5G PKMF shall mutually authenticate each other.

The 5G system shall support that the transmission of the security keys and security material between the 5G PKMF and the ProSe-enabled UE shall be integrity protected. 
The 5G system shall support that the transmission of the security keys and security material between the 5G PKMF and the ProSe-enabled UE shall be confidentiality protected. 

The 5G system shall support that the transmission of the security keys and security material between the 5G PKMF and the ProSe-enabled UE shall be protected from replays. 

The 5G system shall support that the transmission of the UE identity on the PC8 interface shall be confidentiality protected. 
*************** End of the Changes ****************
