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***	BEGINNING OF CHANGES ***
[bookmark: _Toc19634892][bookmark: _Toc26875960][bookmark: _Toc35528727][bookmark: _Toc35533488][bookmark: _Toc45028857][bookmark: _Toc45274522][bookmark: _Toc45275109][bookmark: _Toc51168367][bookmark: _Toc92816470]14.1	Services provided by AUSF
[bookmark: _Toc19634893][bookmark: _Toc26875961][bookmark: _Toc35528728][bookmark: _Toc35533489][bookmark: _Toc45028858][bookmark: _Toc45274523][bookmark: _Toc45275110][bookmark: _Toc51168368][bookmark: _Toc92816471]14.1.1	General
The AUSF provides UE authentication service to the requester NF by Nausf_UEAuthentication. For AKA based authentication, this operation can be also used to recover from synchronization failure situations. Clause 14.1.2 describes the Nausf_UEAuthentication_Authenticate service operation. The services listed here are used in procedures that are described in clause 6 of the present document. 
Since AUSF is completely security-related, all service operations are described in the present document. TS 23.501 [2], clause 7.2.7, only lists the services and TS 23.502 [8], clause 5.2.10, provides the reference to the present document. 
[bookmark: _Toc19634894][bookmark: _Toc26875962][bookmark: _Toc35528729][bookmark: _Toc35533490][bookmark: _Toc45028859][bookmark: _Toc45274524][bookmark: _Toc45275111][bookmark: _Toc51168369][bookmark: _Toc92816472]14.1.2	Nausf_UEAuthentication service
Service operation name: Nausf_UEAuthentication_authenticate.
Description: Authenticate the UE and provides related keying material.
Input, Required: One of the options below. 
1.	In the initial authentication request: SUPI or SUCI, serving network name.
2.	In the subsequent authentication requests depending on the authentication method: 
a.	5G AKA: Authentication confirmation message with RES* as described in clause 6.1.3.2 or Synchronization Failure indication and related information (i.e. RAND/AUTS).  
b.	EAP-AKA’: 	EAP packet as described in RFC 4187 [21] and RFC 5448 [12], and Annex F. 
Input, Optional: None. 
Output, Required: One of the options below. 
1.	Depending on the authentication method: 
a.	5G AKA: authentication vector, as described in clause 6.1.3.2 or Authentication confirmation acknowledge message. 
b.	EAP-AKA’:	EAP packet as described in RFC 4187 [21] and RFC 5448 [12], and Annex F.  
2.	Authentication result and if success the master key which are used by AMF to derive NAS security keys and other security key(s).
Output, Optional: SUPI if the authentication was initiated with SUCI.
[bookmark: _Toc19634895][bookmark: _Toc26875963][bookmark: _Toc35528730][bookmark: _Toc35533491][bookmark: _Toc45028860][bookmark: _Toc45274525][bookmark: _Toc45275112][bookmark: _Toc51168370][bookmark: _Toc92816473]14.1.3	Nausf_SoRProtection service
The following table illustrates the security related services for SoR that AUSF provides.
Table 14.1.3-1: NF services for SoR provided by AUSF
	Service Name
	Service Operations
	Operation Semantics
	Example Consumer(s)

	Nausf_SoRProtection
	Protect
	Request/Response
	UDM



Service operation name: Nausf_SoRProtection.
Description: The AUSF calculates the SoR-MAC-IAUSF as specified in the Annex A.17 of this document using UE specific home key (KAUSF), the Steering Information List and ACK Indication  received from the requester NF and delivers the SoR-MAC-IAUSF and CounterSoR to the requester NF. If the ACK Indication input is set to indicate that the acknowledgement is requested, then the AUSF shall compute the SoR-XMAC-IUE and return it in the response.
NOTE:	At reception of Nausf_SoRProtection_Protect request from the UDM, the AUSF constructs the SOR header, as described in clause 9.11.3.51 of TS 24.501 [35], based on the information received from the requester NF, i.e. ACK Indication and list of preferred PLMN/access technology combinations or a secured packet (if provided).
Input, Required: Requester ID, SUPI, service name, ACK Indication.
Input, Optional: list of preferred PLMN/access technology combinations or secured packet.
Output, Required: SoR-MAC-IAUSF, CounterSoR or error (counter_wrap).
Output, Optional: SoR-XMAC-IUE (if the ACK Indication input is set to indicate that the acknowledgement is requested, then the SoR-XMAC-IUE shall be computed and returned).
[bookmark: _Toc19634896][bookmark: _Toc26875964][bookmark: _Toc35528731][bookmark: _Toc35533492][bookmark: _Toc45028861][bookmark: _Toc45274526][bookmark: _Toc45275113][bookmark: _Toc51168371][bookmark: _Toc92816474]14.1.4	Nausf_UPUProtection service
The following table illustrates the security related services for UE Parameters Update that AUSF provides.
Table 14.1.4-1: NF services for UE Parameters Update provided by AUSF
	Service Name
	Service Operations
	Operation Semantics
	Example Consumer(s)

	Nausf_UPUProtection
	Protect
	Request/Response
	UDM



Service operation name: Nausf_UPUProtection.
Description: The AUSF calculates the UPU-MAC-IAUSF as specified in the Annex A.19 of this document using UE specific home key (KAUSF) along with the UE Parameters Update Data received from the requester NF (see clause A.19) and delivers the UPU-MAC-IAUSF and CounterUPU to the requester NF. If the ACK Indication input is present, then the AUSF shall compute the UPU-XMAC-IUE and return the computed UPU-XMAC-IUE in the response. The details of the UE Parameters Update Data is specified in TS 24.501 [35].
Input, Required: Requester ID, SUPI, service name, UE Parameters Update Data.
Input, Optional: ACK Indication.
Output, Required: UPU-MAC-IAUSF, CounterUPU or error (counter_wrap).
Output, Optional: UPU-XMAC-IUE (if the ACK Indication input is present, then the UPU-XMAC-IUE shall be computed and returned).
[bookmark: _Toc92816475]14.1.5	Nausf_UEAuthentication_deregister service operation
Service operation name: Nausf_UEAuthentication_deregister
Description: Deletion of stale security parameters (KAUSF, SOR counter and UE parameter update counter) in AUSF. UDM uses this service operation to request the AUSF to clear the stale security parameters, after the UE has been successfully (re)authenticated in different AUSF Instance.
Input, Required: SUPI
Input, Optional: None 
Output, Required: None
Output, Optional: None
14.1.x	Nausf_UEAuthentication_NswoAuthenticate service operation
Service operation name: Nausf_UEAuthentication_NswoAuthenticate
Description: Authenticate the UE and provides NSWO related keying material.
Input, Required: One of the options below. 
1.	In the initial authentication request: SUPI or SUCI, serving network name.
2.	In the subsequent authentication requests: EAP message. 
Input, Optional: None. 
Output, Required: EAP message, Authentication result and if success MSK. 
Output, Optional: SUPI if the authentication was initiated with SUCI.
[bookmark: _Toc19634897][bookmark: _Toc26875965][bookmark: _Toc35528732][bookmark: _Toc35533493][bookmark: _Toc45028862][bookmark: _Toc45274527][bookmark: _Toc45275114][bookmark: _Toc51168372][bookmark: _Toc92816476]14.2	Services provided by UDM
[bookmark: _Toc19634898][bookmark: _Toc26875966][bookmark: _Toc35528733][bookmark: _Toc35533494][bookmark: _Toc45028863][bookmark: _Toc45274528][bookmark: _Toc45275115][bookmark: _Toc51168373][bookmark: _Toc92816477]14.2.1	General
UDM provides within Nudm_UEAuthentication service all authentication-related service operations, which are Nudm_UEAuthentication_Get (clause 14.2.2) and Nudm_UEAuthentication_ResultConfirmation (clause 14.2.3). 
The complete list of UDM services is defined in TS 23.501 [2], clause 7.2.5, and further refined in TS 23.502 [8], clause 5.2.3.1.
[bookmark: _Toc19634899][bookmark: _Toc26875967][bookmark: _Toc35528734][bookmark: _Toc35533495][bookmark: _Toc45028864][bookmark: _Toc45274529][bookmark: _Toc45275116][bookmark: _Toc51168374][bookmark: _Toc92816478]14.2.2	Nudm_UEAuthentication_Get service operation
Service operation name: Nudm_UEAuthentication_Get
Description: Requester NF gets the authentication data from UDM. For AKA based authentication, this operation can be also used to recover from synchronization failure situations. If SUCI is included, this service operation returns the SUPI. 
Inputs, Required: SUPI or SUCI, serving network name.
Inputs, Optional: Synchronization Failure indication and related information (i.e. RAND/AUTS).
Outputs, Required: Authentication method
Editor's note: How the UDM indicates to the AUSF to run primary authentication with an external Credentials holder is FFS.
Outputs, Optional: SUPI if SUCI was used as input. Depending on the authentication method, authentication data (e.g. AKA authentication vector) for the SUPI. AKMA Indication and Routing indicator, if the subscriber has an AKMA subscription (see TS 33.535 [91]).
[bookmark: _Toc19634900][bookmark: _Toc26875968][bookmark: _Toc35528735][bookmark: _Toc35533496][bookmark: _Toc45028865][bookmark: _Toc45274530][bookmark: _Toc45275117][bookmark: _Toc51168375][bookmark: _Toc92816479]14.2.3	Nudm_UEAuthentication_ResultConfirmation service operation
Service operation name: UEAuthentication_ResultConfirmation
Description: Requester NF informs UDM about the result of an authentication procedure with a UE. 
Inputs, Required: SUPI, timestamp of the authentication, the authentication type (e.g. EAP method or 5G-AKA), and the serving network name.
Inputs, Optional: None. 
Outputs, Required: None. 
Outputs, Optional: None.
14.2.y	Nudm_UEAuthentication_GetNswoAv service operation
Service operation name: Nudm_UEAuthentication_GetNswoAv
Description: Requester NF gets the authentication data for NSWO from UDM. If SUCI is included, this service operation returns the SUPI. 
Inputs, Required: SUPI or SUCI, serving network name.
Inputs, Optional: Synchronization Failure indication and related information (i.e. RAND/AUTS).
Outputs, Required: Authentication Vector for NSWO.
Outputs, Optional: SUPI if SUCI was used as input. 
***	NEXT CHANGE ***
[bookmark: _Toc92816679]Annex S (normative): 
Support for Non-seamless WLAN offload (NSWO) in 5GS
[bookmark: _Toc92816680]S.1		Introduction
Non-seamless WLAN offload (NSWO) is an optional capability of a UE supporting WLAN radio access. A UE supporting non-seamless WLAN offload may, while connected to WLAN access, route specific IP flows via the WLAN access without traversing the 3GPP core network.
The present annex specifies the support for authentication for NSWO in 5GS (5G NSWO).
[bookmark: _Toc92816681]S.2		General
5G NSWO shall use EAP-AKA’, as specified in RFC 5448 [12], for authentication. The EAP-AKA’ implementations shall comply with the EAP-AKA’ profile specified in Annex F of the present document. 
A new network function, called NSWO NF, is introduced to support authentication for NSWO in 5GS. The NSWO NF interfaces to the WLAN access network using SWa interface and interfaces to the AUSF using Service Based Interface (SBI).
Editor’s Note: The above text may need to be updated to align with NSWO architecture in TS 23.501.
[bookmark: _Toc92816682]S.3	Authentication procedure
An HPLMN that supports 5G NWSO and wants the UE to use 5G NSWO shall configure the UE to use 5G NSWO. This configuration shall be either on the USIM or ME, with configuration on the USIM taking precedence over the ME.
A UE that supports 5G NSWO and is configured to use 5G NSWO shall always use 5G NSWO (i.e., it shall not use EPS NSWO defined in TS 23.402[97]). 
NOTE: Such a configuration ensures that the UE supporting 5G NSWO cannot be downgraded to use EPS NSWO. 



Figure: S.3-1: Authentication procedure for NSWO in 5GS 

1.When the UE decides to perform NSWO, the UE establishes a WLAN connection between the UE and the WLAN Access Network (AN), using procedures specified in IEEE 802.11[80]. 
2.The WLAN AN sends an EAP Identity/Request to the UE.
3.The UE sends an EAP Response/Identity message.  The UE shall use the SUCI in NAI format (i.e., username@realm format) as its identity irrespective of whether SUPI Type configured on the USIM is IMSI or NAI. If the SUPI Type configured on the USIM is IMSI, the UE shall construct the SUCI in NAI format with username containing the encrypted MSIN and the realm part containing the MCC/MNC.
Editor’s Note: username@realm format needs to be specified for SUCI in NAI format in clause 28.7.3 of TS 23.003. 
4.The EAP Response/Identity message shall be routed over the SWa interface towards the NSWO NF based on the realm part of the SUCI.
NOTE 1: NSWO NF acts as SBI/AAA proxy between the AUSF and the WLAN Access Network.
5.The NSWO NF shall send the message Nausf_UEAuthentication_NswoAuthenticate Request with SUCI, Serving Network name and NSWO indicator towards the AUSF. NSWO_indicator is used to indicate to the AUSF that the authentication request is for Non-seamless WLAN offload purposes. The NSWO NF shall set the Serving Network name to "5G:NSWO".
6.The AUSF (acting as the EAP authentication server) shall send a Nudm_UEAuthentication_GetNswoAv Request to the UDM including SUCI and the NSWO indicator.
Editor’s Note: 	Either existing service operations used for primary authentication (Nausf_UEAuthentication_Authenticate and Nudm_UEAuthentication_Get) can be reused for NSWO or new service operations for NSWO execution independent from primary authentication service (e.g., Nausf_UEAuthentication_NSWOAuthenticate and Nudm_UEAuthentication_GetNSWO) could be defined. The reuse of existing service operations is assumed here but this is FFS and needs to be updated once this issue is resolved.

7.Upon reception of the Nudm_UEAuthentication_GetNswoAv Request, the UDM shall invoke SIDF. SIDF shall de-conceal SUCI to gain SUPI before UDM can process the request. Based on the NSWO indicator, tThe UDM/ARPF shall select the EAP-AKA´ authentication method. UDM shall generate and include the EAP-AKA’ authentication vector (RAND, AUTN, XRES, CK´ and IK´) and may include SUPI to AUSF in a Nudm_UEAuthentication_GetNswoAv Response message.
8.The AUSF shall store XRES for future verification. The AUSF shall send the EAP-Request/AKA'-Challenge message to the NSWO NF in a Nausf_UEAuthentication_NswoAuthenticate Response message.
9.The NSWO NF shall send the EAP-Request/AKA'-Challenge message to the WLAN AN over the SWa interface.
10.The WLAN AN forwards the EAP-Request/AKA'-Challenge message to the UE.
11.At receipt of the RAND and AUTN in the EAP-Request/AKA'-Challenge message, the ME shall construct the SN name by setting it to “5G:NSWO”, and the USIM in the UE shall verify the freshness of the AV' by checking whether AUTN can be accepted as described in TS 33.102 [40]. If so, the USIM computes a response RES. The USIM shall return RES, CK, IK to the ME. The ME shall derive CK' and IK' according to Annex A.3. If the verification of the AUTN fails on the USIM, then the USIM and ME shall proceed as described in sub-clause 6.1.3.3. The UE may derive MSK from CK’ and IK’ as per Annex F and as described in RFC 5448[12]. When the UE is performing NSWO authentication, the KAUSF shall not be generated by the UE. 
12.The UE shall send the EAP-Response/AKA'-Challenge message to the WLAN AN.
13.The WLAN AN forwards the EAP-Response/AKA'-Challenge message over the SWa interface to the NSWO NF.
14.The NSWO NF shall send the Nausf_UEAuthentication_NswoAuthenticate Request with EAP-Response/AKA'-Challenge message to AUSF.
15.The AUSF shall verify if the received response RES matches the stored and expected response XRES. If the AUSF has successfully verified, it continues as follows to step 16, otherwise it returns an error to the NSWO NF. The AUSF shall derive the required MSK key from CK’ and IK’ as per Annex F and as described in RFC 5448[12], based on the NSWO indicator received in step 5. The AUSF shall not generate the KAUSF.
[bookmark: _Hlk87980390]16. The AUSF shall send Nausf_UEAuthentication_NswoAuthenticate Response message with EAP-Success and MSK key to NSWO NF. The AUSF may optionally provide the SUPI to NSWO NF. The AUSF/UDM shall not perform the linking increased home control to subsequent procedures (as stated in present document clause 6.1.4).
17.The NSWO NF shall send the EAP-success and MSK to WLAN AN over the SWa interface. The EAP-Success message is forwarded from WLAN AN to the UE.
18.Upon receiving the EAP-Success message, the UE derives the MSK as specified in step 11, if it has not derived the MSK earlier. The UE uses MSK to perform 4-way handshake to establish a secure connection with the WLAN AN. 
Editor´s Note: Roaming scenario and support of co-existence with EPS NSWO are FFS.
***	END OF CHANGES ***
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