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	Reason for change:
	SA2 23.502 allows the update of the Routing Indicator in the ME side of the UE (rather than in the USIM) over UPU. 
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This is available since Release 16 onwards. 

Thus, when the UE operates in SNPN access operation mode and credential for primary authentication and key agreement are stored in the ME (i.e. the UE does not have a USIM), SA2 requires in Rel-16 (and Rel-17) that the UE stores routing indicator in the ME and that the network is able to update the routing indicator stored in the ME of the UE using UPU.

The Routing Indicator is part of the SUCI and it foremost required when a protection scheme other than null-scheme is used. Therefore, it is expected that in this scenario (no USIM in the UE), the rest of parameters related to SUPI privacy can also be stored at the ME. 

TS 33.501 is however only mandating the storage of the SUPI privacy related parameters in the USIM and it is unclear if these could be stored at the ME. 

	
	

	Summary of change:
	This CR clarifies that the storage of parameters input to the SUPI privacy functionality when the UE does not have a USIM is possible.


	
	

	Consequences if not approved:
	Not possible to use SUPI privacy with UEs without USIM. 
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The UE shall support 5G-GUTI.
The SUPI should not be transferred in clear text over NG-RAN except routing information, e.g. Mobile Country Code (MCC) and Mobile Network Code (MNC).
The Home Network Public Key shall be stored in the USIM. 
The protection scheme identifier shall be stored in the USIM.
The Home Network Public Key Identifier shall be stored in the USIM.
The SUCI calculation indication, either USIM or ME calculating the SUCI, shall be stored in USIM.
The ME shall support the null-scheme.If the home network has not provisioned the Home Network Public Key in USIM, the SUPI protection in initial registration procedure is not provided. In this case, the null-scheme shall be used by the ME.
Based on home operator's decision, indicated by the USIM, the calculation of the SUCI shall be performed either by the USIM or by the ME.
NOTE 1: 	If the SUCI calculation indication is not present, the calculation is in the ME.
In case of an unauthenticated emergency call, privacy protection for SUPI is not required.
Provisioning, and updating the Home Network Public Key, Home Network Public Key Identifier, protection scheme identifier, Routing Indicator, and SUCI calculation indication in the USIM shall be in the control of the home network operator. 
NOTE 2:	The provisioning and updating of the Home Network Public Key, Home Network Public Key Identifier, protection scheme identifier, and SUCI calculation indication is out of the scope of the present document. It can be implemented using, e.g. the Over the Air (OTA) mechanism. Routing Indicator can be updated, e.g., by OTA or as defined in clause 6.15. 
Subscriber privacy enablement shall be under the control of the home network of the subscriber. 
The UE shall only send the PEI in the NAS protocol after NAS security context is established, unless during emergency registration when no NAS security context can be established.
The Routing Indicator shall be stored in the USIM. If the Routing Indicator is not present in the USIM, the ME shall set it to a default value as defined in TS 23.003 [19].
NOTE X: 	This clause covers the storage of the input parameters related to SUPI privacy (i.e. Home Network Public Key Identifier, Home Network Public Key, protection scheme identifier and Routing Indicator) in the presence of a USIM in the UE. For storage of the input parameters related to SUPI privacy in the absence of a USIM in the UE (e.g. for SNPN), see Annex I.5.
******* SECOND CHANGE ************
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The UE shall support SUPI privacy as defined in clause 6.12 with the following exception. When using an authentication method other than 5G AKA or EAP-AKA', the SUCI is calculated in the ME and the location of the functionality storage of the input parameters related to SUPI privacy (i.e. Routing Indicator, Home Network Public Key Identifier, Home Network Public Key and protection scheme identifier) in the UE is out of scope. 
NOTE: 	When the SNPN UE does not contain a USIM, the input parameters related to SUPI privacy defined in clause 5.2.5 and 6.12 can be stored at the ME but this specification does not define any security requirements for their protection within the ME. 


If the input parameters related to SUPI privacy are not available in the ME, then the ME calculates the SUCI using null-scheme. Furthermore, the privacy considerations for EAP TLS (given in Annex B.2.1.2) should be taken into account when using an authentication method other than 5G AKA or EAP-AKA'.  
******* END OF CHANGES ************
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