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1	Decision/action requested
This contribution proposes to discuss Secondary Authentication and NSSAA for Remote UE over ProSe U2N Relay
2	References
[1] TS 23.304: "Proximity based Services (ProSe) in the 5G System (5GS)"
[2] TS 33.503: "Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)"
[3] TS 33.501: "Security architecture and procedures for 5G system"
[4] TR 33.847: "Study on security aspects of enhancement for proximity based services in the 5G System (5GS)"
[5] TS 24.501: " Non-Access-Stratum (NAS) protocol for 5G System "
3	Rationale
A DN cannot differentiate whether a UE is connected via a U2N Relay or directly to the 5GC. When a UE connected via L3 U2N Relay without N3IWF attempts to connect to a DN that requires a Secondary Authentication without performing Secondary Authentication, the following security risks and associated attack scenarios are possible:
· Remote UE can subvert access control mechanisms and obtain access to the DN without proper credentials/authorization. 
· Remote UE may be denied access to the DN as the DN may consider the Remote UE as an abnormal UE. 
This discussion paper presents both, security and deployment rationale, and seeks endorsement for the proposal to support Secondary Authentication and NSSAA for Remote UE over L3 U2N relay without using N3IWF.
4	Discussion
4.1. Current Status for 5G ProSe U2N Relay
In TS 23.304 [1], 
· In clause 6.5.1, the procedure for 5G ProSe Communication via 5G ProSe Layer-3 UE-to-Network Relay is specified 
· In clause 6.5.1.1, the procedure for 5G ProSe Communication via 5G ProSe Layer-3 UE-to-Network Relay without N3IWF support is specified. 
· In clause 6.5.1.2, the procedure for 5G ProSe Communication via 5G ProSe Layer-3 UE-to-Network Relay with N3IWF support is specified.
· Existing security procedures defined in TS 33.501[3] can be reused 
· In clause 6.5.2, the procedure for 5G ProSe Communication via 5G ProSe Layer-2 UE-to-Network Relay is specified
In TS 33.503 [2],
· In clause 6.3.3, the security procedure for 5G ProSe Communication via 5G ProSe Layer-3 UE-to-Network Relay is specified 
· In clause 6.3.3.2, the security procedures for 5G ProSe Communication via 5G ProSe Layer-3 UE-to-Network Relay over User Plane are specified.
· In clause 6.3.3.3, the security procedures for 5G ProSe Communication via 5G ProSe Layer-3 UE-to-Network Relay over Control Plane are specified.
· In clause 6.3.4, the security procedure for 5G ProSe Communication via 5G ProSe Layer-2 UE-to-Network Relay is specified 
· Existing security procedures defined in TS 33.501[3] can be reused 
Observation 1: The existing security procedures as defined in TS 33.501[3] can be reused for L3 U2N Relay with N3IWF and L2 U2N Relay.
Observation 2: According to clause 6.5.1.1 in TS 23.304 [1], it must be possible to deploy the L3 U2N Relay without N3IWF. However, in that case, the existing security procedures for Secondary Authentication and NSSAA are not supported. Therefore, support for such security procedures shall be considered for the case where N3IWF is not available. The new procedures for the primary authentication of Remote UE (i.e., CP based) are already defined in TS 33.503 [2].
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· The need for Secondary Authentication of Remote UE over 5G ProSe L3 U2N Relay:
· A DN cannot differentiate whether a UE is connected via a U2N Relay or directly to the 5GC. So if a UE over U2N Relay attempts to connect to a DN that requires the Secondary Authentication without performing Secondary Authentication, the DN may not provide the service to the Remote UE as the DN may consider the Remote UE as an abnormal UE or may run the risk that a Remote UE gets access to the DN without proper credentials/authorization when connecting via an L3 U2N relay. Therefore, Secondary Authentication shall be supported for a UE when connecting to a DN via an L3 U2N Relay.
· There is the case where a UE already had a connection with a DN that requires the Secondary Authentication and the UE now intends to resume the same DN connection via an L3 U2N relay. In this case, the UE becomes a Remote UE so the DN must perform the Secondary Authentication again for the Remote UE. Therefore, Secondary Authentication shall be supported. Otherwise, the Remote UE may experience service continuity/availability disruption when connecting via the L3 U2N relay. Such service disruption leads to an effective denial of service and poor user experience.
· The need for NSSAA of Remote UE over 5G ProSe U2N Relay:
· In the basic L3 U2N Relay procedure, a Remote UE is granted access to the S-NSSAI associated with the RSC, even though the Remote UE is not registering. Slice access authorization, in general, is dependent on subscription data and NSSAA always follows successful primary authentication.
· In the current NSSAA procedure (TS 33.501[3]) a UE is granted access to an S-NSSAI subject to NSSAA only after the successful completion of authentication and authorization by an AAA-S. In the case of the L3 U2N relay, without the AAA-S performing authentication and authorization of the Remote UE, there is the risk that a Remote UE gets access to an S-NSSAI subject to NSSAA without proper credentials/authorization. Therefore, NSSAA shall be supported for a Remote UE when connecting via an L3 U2N Relay.
Observation 3: Due to the DN’s inability to differentiate whether the UE is connected via a L3 U2N Relay or directly to the 5GC, two possible security risks and associated attack scenarios exist. 
a. Remote UE can subvert access control mechanisms and obtain access to the DN without proper credentials/authorization. 
b. 	Remote UE may be denied access to  the DN as the DN may consider the Remote UE as an abnormal UE.
Therefore, Secondary Authentication and NSSAA shall be supported for Remote UE over L3 U2N Relay.

4.3. Solutions on the table for Secondary Authentication and NSSAA of the Remote UE over 5G ProSe U2N Relay 
· The existing procedures for Secondary Authentication and NSSAA as defined in TS 23.304 [1] can be reused when N3IWF is available for L3 U2N Relay or L2 U2N is used. 
· When N3IWF is not supported, new procedures for Secondary Authentication and NSSAA need to be specified. And the candidate solutions captured in TR 33.847 [4] are:
· Solution#13, Solution#25: Secondary Authentication
· Secondary Authentication for the Remote UE is triggered by Relay UE's SMF when the Remote UE report message or PDU session modification request message is received. 
· Apart from the initiation procedure, where Secondary Authentication for the Remote UE is not initiated during the PDU session establishment procedure, the rest are essentially reusing the existing secondary authentication logic as defined in TS 33.501[3]. Please also notice that performing the PDU session authentication and authorization procedure after the UE-requested PDU session procedure establishing a non-emergency PDU session is already supported as described in clause 6.3.1.1 in TS 24.501 [5].
· Solution#24: NSSAA
· NSSAA for the Remote UE is triggered by Relay UE's AMF as part of connection setup with Relay UE and following Remote UE primary authentication as described in TS 33.503 [2] clause 6.3.3.3.  
· Compared to existing NSSAA logic in TS 33.501[3], the Relay UE's AMF plays the role of the authenticator and the transport of EAP authentication messages is done over the Relay. With that, the procedure reuses most of the existing NSSAA logic (e.g., with NSSAAF, AAA-S).
Observation 4: New procedures for Secondary Authentication and NSSAA need to be specified for L3 U2N Relay without using N3IWF. Without these new procedures, Secondary Authentication and NSSAA cannot be supported when N3IWF is not available.
Observation 5: With Sol#13/25 and Sol#24 in TR 33.847 [4] system impact is strictly limited to enable the security procedures for a Remote UE when compared to a regular UE as these solutions reuse the existing procedural logic as much as possible.
Observation 6: When a UP security procedure is used with L3 U2N relay and DN access requires Secondary Authentication or S-NSSAI is subject to NSSAA then the Relay and Remote UE need to be provisioned to support N3IWF for the RSC associated with the DN/S-NSSAI, as described in TS 23.304 [1], clause 6.5.1.2.
4.4. Proposals
Observation 1: The existing security procedures as defined in TS 33.501[3] can be reused for L3 U2N Relay with N3IWF and L2 U2N Relay.
Observation 2: According to clause 6.5.1.1 in TS 23.304 [1], it must be possible to deploy the L3 U2N Relay without N3IWF. However, in that case, the existing security procedures for Secondary Authentication and NSSAA are not supported. Therefore, support for such security procedures shall be considered for the case where N3IWF is not available. And the new procedures for the primary authentication of Remote UE (i.e., CP based) are already defined in TS 33.503 [2].
Observation 3: Due to the DN’s inability to differentiate whether the UE is connected via a L3 U2N Relay or directly to the 5GC, two possible security risks and associated attack scenarios exist. 
a. Remote UE can subvert access control mechanisms and obtain access to the DN without proper credentials/authorization. 
b. 	Remote UE may be denied access to  the DN as the DN may consider the Remote UE as an abnormal UE.
Therefore, Secondary Authentication and NSSAA shall be supported for Remote UE over L3 U2N Relay.
Observation 4: New procedures for Secondary Authentication and NSSAA need to be specified for L3 U2N Relay without using N3IWF. Without these new procedures, Secondary Authentication and NSSAA cannot be supported when N3IWF is not available.
Observation 5: With Sol#13/25 and Sol#24 in TR 33.847 [4] system impact is strictly limited to enable the security procedures for a Remote UE when compared to a regular UE as these solutions reuse the existing procedural logic as much as possible.
Observation 6: When a UP security procedure is used and DN access requires secondary authentication or S-NSSAI is subject to NSSAA, the Relay and Remote UE need to be provisioned to support N3IWF the RSC associated with the DN/S-NSSAI, as described in TS 23.304 [1], clause 6.5.1.2.

Proposal 1: It is proposed to endorse to specify new procedures for Secondary Authentication and NSSAA of Remote UE over L3 U2N Relay without using N3IWF.
Proposal 2: It is proposed to select solution#13 and solution#25 as a basis for the normative work on Secondary Authentication for Remote UE
Proposal 3: It is proposed to select solution#24 as a basis for the normative work on NSSAA for Remote UE

