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[bookmark: _MON_1621022399][bookmark: _Ref7693676]************** START OF CHANGES
[bookmark: _Toc19783285][bookmark: _Toc26887069][bookmark: _Toc91075112]Annex XX: 
Aspects specific to the network product class MnF
[bookmark: _Toc19783286][bookmark: _Toc26887070][bookmark: _Toc91075113]XX.1	Network product class description for the MnF
[bookmark: _Toc19783287][bookmark: _Toc26887071][bookmark: _Toc91075114]XX.1.1	Introduction
The present document captures the network product class descriptions, threats and critical assets that have been identified in the course of the work on 3GPP security assurance specifications. The main body of the present document contains generic aspects that are believed to apply to more than one network product class, while this clause covers the aspects specific to the MnF network product class.
As shown in the Figure 4.3-1 (GNP model), a MnF NP includes (management) functions defined by 3GPP, other functions, OAM functions, operating system and hardware. However, the functionalities and interfaces supported by NP for cross domain MnF and NP for domain MnF are different. Figure XX.1.1-1 shows MnF NPs as blackbox and typical interfaces supported by the both types of NPs.
[image: ]

The generic interfaces supported by both MnF NP classes are interfaces for remote management, local console, towards digital portal, to central AAA, to MnF in other domain. The cross domain MnF specific interfaces are interfaces towards external consumer, towards BSS, to TN management system. The domain MnF specific interfaces are interfaces for cloud and virtualized infrastructure management, to NF in the domain. 
[bookmark: _Toc19783288][bookmark: _Toc26887072][bookmark: _Toc91075115]XX.1.2	Minimum set of functions defining the MnF network product class
According to TR 33.916 [2], a network product class is a class of products that all implement a common set of 3GPP-defined functionalities. Therefore, in order to define the MnF network product class, it is necessary to define the common set of 3GPP-defined functionalities that is constitutive for a MnF. As part of the MnF network product, it is expected that the MnF contains MnF application, a set of running processes (typically more than one) executing the software package for the MnF functions and OAM functions that are specific to the MnF network product model. Functionalities specific to the MnF network product introduce additional critical assets  and/or threats as described below. Related security requirements and test cases have been captured in TS 33.526 [x]. 
Note: For the purposes of the present document, this common set is defined to be the list of functions contained in TS 23.533 [y], TS 28.530 [z].
[bookmark: _Toc19783289][bookmark: _Toc26887073][bookmark: _Toc91075116]XX.2	Assets and threats specific to the generic MnF product
[bookmark: _Toc19783290][bookmark: _Toc26887074][bookmark: _Toc91075117]XX.2.1	Critical assets
Editor's Notes: this clause will list common critical assets for all types of MnF products.
[bookmark: _Toc19783291][bookmark: _Toc26887075][bookmark: _Toc91075118]XX.2.2	Threats related to generic MnF product
Editor's Notes: this clause will analyze potential threats on assets of generic MnF products.
XX.3	Assets and threats specific to the cross domain MnF product
XX.3.1	Critical assets
Editor's Notes: this clause will list common critical assets for cross domain MnF products.
XX.3.2	Threats related to cross domain MnF product
Editor's Notes: this clause will analyze potential threats on assets of cross domain  MnF products.
XX.3	Assets and threats specific to the domain MnF product
XX.3.1	Critical assets
Editor's Notes: this clause will list common critical assets for RAN/CN domain MnF products.
XX.3.2	Threats related to domain MnF product
Editor's Notes: this clause will analyze potential threats on assets of RAN/CN domain  MnF products.

************** END OF CHANGES
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