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1	Decision/action requested
This pCR proposes to solve the companion Discussion on selection between options on Edge
2	References
[1] 	3GPP TS 33.535 "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)". 
[2] 	3GPP TS 33.222 “Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)”
[3]	3GPP TS 33.558 "Security aspects of enhancement of support for enabling edge applications". 
[4]	3GPP TS 23.558 "Architecture for enabling Edge Applications ". 

3	Rationale
In SA3#105-e meeting it was concluded to optionally use TLS with AKMA as specified in TS 33.535 [1] and TLS with GBA as specified in TS 33.222 [2] for authentication between EEC and EES, EEC and ECS, however, how to selection the authentication algorithm between the EEC and EES, EEC and ECS is not addressed. 
[bookmark: _Hlk75345887]
4	Detailed proposal
SA3 is kindly requested to agree to the below pCR to TS 33.558[3].

*********** First Change***********
[bookmark: _Toc62576230][bookmark: _Toc62576546][bookmark: _Toc62595910][bookmark: _Toc62596352][bookmark: _Toc62637731][bookmark: _Toc62683928]6.2.X	Authentication algorithm selection procedure between EEC and ECS
6.2.X.1	Initial authentication algorithm selection between EEC and ECS
[bookmark: _Hlk94111021][bookmark: _Hlk94111004]To support authentication between the EEC and ECS, the EEC shall optionally use/implement AKMA as specified in TS 33.535[1] or GBA as specified in TS 33.222[2] to generate the key materials. The EEC shall then initiate an authentication algorithm selection procedure to negotiate the authentication algorithm with the ECS. The EEC shall set the EEC authentication algorithm capability according to the local configuration.
[bookmark: _Hlk94274458]Each ECS shall be configured via network management with lists of algorithms which are allowed for usage as below. 

Table 6.2.X.1-1: Authentication algorithm type distinguishers in edge
	EEC-ECS authentication algorithm type distinguisher
	Value

	Null
	0000

	Edge-tls-akma-alg
	0001

	Edge-tls-GBA-alg
	0010

	reserved
	0011-1111



6.2.X.2	Authentication algorithm selection procedure between EEC and ECS
It is assumed that the EEC has been pre-configured with or has discovered the address (e.g. URI) of the ECS.



Figure 6.2.X.2-1: Procedure for authentication algorithm selection between EEC and ECS

Step 1. The EEC sends an authentication algorithm selection message to the ECS, including EEC authentication algorithm capability (Edge-tls-akma-alg or Edge-tls-GBA-alg) and may include the UE identifier such as GPSI, connectivity information, UE location and AC profile(s) information.

Step 2. Upon receiving the EEC authentication algorithm capability, the ECS check its local algorithm configuration, if it supports the authentication algorithm of EEC. 

Step3. If the ECS supports the authentication algorithm of EEC, the ECS shall send EEC the authentication algorithm selection complete message. Otherwise the ECS shall reply with the authentication algorithm selection failure message.

***********End of First Change***********
*********** Second Change***********
6.3.X	Authentication algorithm selection procedure between EEC and EES
6.3.X.1	Initial authentication algorithm selection between EEC and EES
To support authentication between the EEC and EES, the EEC shall optionally use/implement AKMA as specified in TS 33.535[1] or GBA as specified in TS 33.222[2] to generate the key materials. The EEC shall then initiate an authentication algorithm selection procedure to negotiate the authentication algorithm with the EES. And the ECS can help the EEC with the authentication algorithm selection procedure with the EES. The EEC shall set the EEC authentication algorithm capability according to the local configuration.

Each EES shall be configured via network management with lists of algorithms which are allowed for usage. During the EES registration procedure in clause 8.4.4.2.2 in TS 23.558[4], the EES shall provide the supported authentication algorithm with the EEC to the ECS. 
The ECS provides the EEC with the configuration includes the authentication selection information of the registered EES(s), and the necessary address information of the EES for the EEC to establish connection and mutual authentication with the EES.
6.3.X.2	Authentication algorithm selection procedure between EEC and EES
It is assumed that the EEC has been pre-configured with or has discovered the address (e.g. URI) of the ECS.



Figure 6.3.X.2-1: Procedure for authentication algorithm selection between EEC and EES
[bookmark: _GoBack]Step 1. The EEC sends an authentication algorithm selection message to the ECS, including EEC authentication algorithm capability (Edge-tls-akma-alg or Edge-tls-GBA-alg) and may include the UE identifier such as GPSI, connectivity information, UE location and AC profile(s) information.

[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Step 2. The ECS may utilize the capabilities (e.g. UE location) of the 3GPP core network or the profile(s) provided by the EEC, to identifies the EES(s). And the ECS can help the EEC with the authentication selection with the identified EES. 

If the ECS has stored the authentication algorithm supported by the EES (i.e. during the EES registration with the ECS), then the ECS can check the authentication algorithm supported by the EES with the EEC authentication algorithm capability, if they are match, then the step 3 to 6 may be omitted. 

Step3. If the ECS has not stored the authentication algorithm supported by the EES, then the ECS shall send EEC authentication algorithm capability to the identified EES. 

Step4. According to the local algorithm configuration and the received EEC authentication algorithm capability, the EES checks if it supports the authentication algorithm chosen by the EEC.

Step5. The EES shall send the authentication algorithm selection complete message. Otherwise the EES shall reply with the authentication algorithm selection failure message.

Step6. If the ECS receives the authentication algorithm selection failure message from the EES, the ECS may choose other EES for the EEC. 

Step7. If the ECS receives the authentication algorithm selection complete message from EES, the ECS shall forward this message to the EEC. Otherwise the ECS shall forward the authentication algorithm selection failure message from the EES to the EEC.

***********End of Second Change***********
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