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1
Decision/action requested

SA3 is kindly requested to endorse the proposals in this contribution for solving the stated issues.
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3
Rationale

3.1 General

In SA3#105-e meeting it was concluded to optionally use TLS with AKMA as specified in TS 33.535 [1] and TLS with GBA as specified in TS 33.222 [2] for authentication between EEC and EES, EEC and ECS, however, how to selection the which authentication algorithm to use between the EEC and EES, EEC and ECS is not addressed.
3.2 Need for authentication algorithm selection 
This clause captures the details from various clauses from TS 33.839[3] to indicate the need of authentication algorithm selection between the EEC and EES, EEC and ECS. 
	7
Conclusions

7.1
Conclusions for Key Issue #1
It is proposed to optionally use TLS with AKMA as specified in TS 33.535 [6] and TLS with GBA as specified in TS 33.222 [9] for authentication between EEC and EES.

NOTE :
For authentication between EEC and ECS, additional TLS authentication methods can be used. Details of other TLS authentication methods that uses other than 3GPP subscription credential(s) (e.g., client certificate based TLS authentication) is out of scope of 3GPP. 
For the Authorization issue between EEC and EES, it is suggested to use the access token generated by the ECS for the EES service authorization described in the step 2L-2M of solution #3, or the static authorization by the EES for the normative work.

For the GPSI Verification issue, it is proposed to use IP translation to verify the GPSI as described in solution #17.

Client authentication and key diversity will be addressed in the normative work.

Note:  how to select between options, and which network/UE side elements need to support which options is not addressed in the present document.


Not knowing which authentication to use (e.g., TLS with AKMA or TLS with GBA) between EEC and EES would lead to mis-synchronization between the EEC and EES.  The KI#1 cannot be adequately addressed. 
Observation 1: From above conclusion and the note, in order for the EEC and ECS to authenticate each other, they need to use the same authentication algorithm (use of either TLS with AKMA or TLS with GBA).
	 7.2
Conclusions for Key Issue #2
It is proposed to optionally use TLS with AKMA as specified in TS 33.535 [6] and TLS with GBA as specified in TS 33.222 [9] for authentication between EEC and ECS.

NOTE 1:
For authentication between EEC and ECS, additional TLS authentication methods can be used. Details of other TLS authentication methods that uses other than 3GPP subscription credential(s) (e.g., client certificate based TLS authentication) is out of scope of 3GPP. 

For the Authorization issue between EEC and ECS, it is suggested to use the static authorization by the ECS for the normative work.

For the GPSI Verification issue, it is suggested to use IP translation to verify the GPSI as described in solution #17.

Client authentication and key diversity will be addressed in the normative work.

Note 2:  how to select between options, and which network/UE side elements need to support which options is not addressed in the present document.


Similarly, not knowing which authentication to use (e.g., TLS with AKMA or TLS with GBA) between EEC and ECS would lead to mis-synchronization between the EEC and ECS.  The KI#2 cannot be adequately addressed. 
Observation 2: From above conclusion and the note, in order for the EEC and ECS to authenticate each, they need to use the same authentication algorithm (use of either TLS with AKMA or TLS with GBA).

4
Detailed proposal

Proposal: Based on Observation 1 and Observation 2, solution in the companion pCR 220148 should be accepted as the basis for ensuring authentication between EEC and EES, and authentication between EEC and ECS shall use the same authentication algorithm.
