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1	Decision/action requested
This pCR proposes to solve the three Editor’s Notes in clause 6.3.3.3.2 TS 33.503
2	References
[1] 	3GPP TS 33.503 "Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)".  
3	Rationale
[bookmark: _Hlk94256926][bookmark: _Hlk75345887]This pCR addresses the three Editor’s Notes in clause 6.3.3.3.2 TS 33.503 v0.2.0[1]. 
4	Detailed proposal
SA3 is kindly requested to agree to the below pCR to TS 33.503 v0.2.0[1].

*********** First Change***********
[bookmark: _Toc88556952][bookmark: _Toc88560040][bookmark: _Toc88815001]6.3.3.3.2	Connection with UE-to-Network Relay connection with setup of network Prose security context during PC5 link establishment
This subclause describes a procedure for a Remote UE to establish a PC5 link between a Remote UE and a UE-to-Network relay. The procedure includes how the Remote UE is authenticated by AUSF via Relay UE and Relay UE's AMF during 5G ProSe PC5 establishment. The mechanism can be used by a Remote UE while out of coverage.





Figure 6.3.3.3.2-1: UE-to-Network Relay security procedure with setup of network Prose security context during PC5 link establishment

0.	The Remote UE and relay UE shall be registered with the network.  The UE-to-Network relay shall be authenticated and authorized by the network to support as a relay UE. Remote UE shall be authenticated and authorized by the network to act as a Remote UE.
1.	The remote UE shall initiate discovery procedure using any of Model A or Model B method as specified in clause 6.3.1.2 or 6.3.1.3 of TS 23.304 [2] respectively.
2-5.	After the discovery of the UE-to-Network relay, the Remote UE shall send a Direct Communication Request to the relay UE for establishing secure PC5 unicast link. The Remote UE shall include its security capabilities and security policy in the DCR message as specified in TS 33.536 [6]. The message shall also include SUCI, Relay Service Code, Nonce_1. Upon receiving the DCR message, the Relay UE shall send the relay key request to the relay AMF, including the parameters received in the DCR message. The Relay AMF shall verify whether the relay UE is authorized to act as U2N relay. The relay AMF shall select AUSF based on SUCI and forward the key request to the AUSF in Nausf_UEAuthentication_Authenticate Request message.
6-7.	The AUSF shall retrieve the SUPIAuthentication Vectors  from the UDM and trigger primary authentication of the remote UE using existing procedure as specified in TS 33.501 [3]. This authentication is performed between the AUSF and the remote UE via the relay AMF and relay UE. AUSF shall not make the newly derived KAUSF as the latest KAUSF. At the remote UE, the newly derived KAUSF shall not be taken as latest KAUSF as NAS SMC procedure is not performed between remote UE and relay AMF. verify whether the Remote UE is authorized to act as Remote UE through the subscription information.
Editor's note:	Further details on authentication message handling in UE, Relay UE's AMF and AUSF are FFS.
Editor's note:	There are essentially two different KAUSF keys. Different key names should be used to avoid confusion and misleading. This is FFS.
Editor's note:	A new service operations should be used for Prose authentication to distinguish it from primary authentication defined in 33.501, to separate the different function and service logic. This is FFS.
8-9.	The AUSF shall generate the MACausf as defined in Annex A.X, XMACremote as defined in Annex A.Y and HXMACremote as defined in Annex A.Z, then send the Nonce_2, MACausf, and HXMACremote to the relay AMF. The AUSF shall store the XMACremote temporarily with the receive SUCI or SUPI. 
[bookmark: _Hlk94261312][bookmark: _Hlk94261442][bookmark: _Hlk94186205]10-11. The relay AMF shall store the HXMACremote and then send the Nonce_2 and MACausf to the Remote UE.
[bookmark: _Hlk94261573]12. At receipt of the Nonce_2 and MACausf, the Remote UE shall compute the MACausf according to Annex A.X, and then compare the calculated MACausf with the received MACausf. If they coincide, the remote UE shall consider the authentication successful from the UE point of view. And the Remote UE shall generate MACremote according to Annex A.Y, 5GPRUK according to Annex A.2 and 5GPRUK ID according to Annex A.3.  If not, the UE shall consider authentication as failed. 
13.The Remote UE shall send MACremote to the relay AMF.
14-15. The relay AMF shall then compute HXMACremote from the MACremote received from remote UE, and compare the calculated HXMACremote with the HXMACremote stored in step 10. If they coincide, the relay AMF shall consider the authentication successful from the serving network point of view, and then send the MACremote received from remote UE to the AUSF. Otherwise, the authentication fails and the relay AMF shall reject the Remote UE.
[bookmark: _Hlk94186124]168.	On successful primary authentication, The AUSF shall compare the received MACremote with the stored MACremote. If they are equal, the AUSF shall consider the authentication as successful from the home network point of view. the The AUSF and Remote UE shall generate 5GPRUK (as specified in Annex A.2) and 5GPRUK ID as specified in Annex A.3 using the newly derived KAUSF..
179.	The AUSF shall generate the KNR_ProSe key as defined in Annex A.4.
180-191.	The AUSF shall send the 5GPRUK ID, KNR_ProSe, Nonce_2 in Nausf_UEAuthentication_Authenticate Response message to the UE-to-Network relay via relay AMF. When receiving a KNR_ProSe from AUSF, the AMF shall not attempt to trigger NAS SMC procedure with Remote UE. Relay UE derives PC5 session key Krelay-sess and confidentiality and integrity keys from KNR_ProSe, using the KDF defined in clause 6.3.3.3.4 of this document. KNR_ProSe ID and Krelay-sess ID are established in the same way as KNRP ID and KNRP-sess ID in TS 33.536 [6].
2012.	The UE-to-Network relay shall send the received 5GPRUK ID, Nonce_2 to the Remote UE in Direct Security mode command message.
2113-2214.	The remote UE shall use the 5GPRUK ID to locate the KAUSF/5GPRUK to be used for the PC5 link security. Remote UE shall generate the KNR_ProSe key to be used for Remote access via the Relay UE in the same way as defined in step 917. The Remote UE shall derive PC5 session key Krelay-sess and confidentiality and integrity keys from KNR_ProSe the same way as defined in step 1119. Remote UE shall send the Direct Security mode complete message to the UE-to-Network relay.
Further communication between Remote UE and Network takes place securely via the UE-to-Network relay.
Editor's note:	Further details on the needs and usage of 5GPRUK ID are FFS.

*********** End of First Change***********

*********** Second Change***********
[bookmark: _Toc88556959][bookmark: _Toc88560047][bookmark: _Toc88570110][bookmark: _Hlk94261920]A.X	MACausf derivation function
When deriving a MACausf from KAUSF, the following parameters shall be used to form the input S to the KDF:
-	FC = 0xXX;
-	P0 = SUPI;
-	L0 = length of SUPI.
-	P1 = relay service code;
-	L1 = length of relay service code.
-	P2 = Nonce_1;
-	L2 = length of Nonce_1.
-	P3 = Nonce_2;
-	L3 = length of Nonce_2.
The input key KEY is KAUSF. 
SUPI shall behave the same value as parameter P0 in Annex A.7.0 of TS 33.501 [3].

A.Y	XMACremote and MACremote derivation function
When deriving a MACremote from KAUSF, the following parameters shall be used to form the input S to the KDF:
-	FC = 0xXX;
-	P0 = Nonce_2;
-	L0 = length of Nonce_2.
The input key KEY is KAUSF. 

[bookmark: _Toc19634916][bookmark: _Toc26875984][bookmark: _Toc35528751][bookmark: _Toc35533512]A.Z	HXMACremote derivation function 
When deriving HXMACremote from XMACremote in the AUSF, the following parameters shall be used to form the input S to the SHA-256 hashing algorithm:
-	P0 = Nonce_2,
-	P1 = XMACremote,
The input S shall be equal to the concatenation P0||P1 of the P0 and P1.
The HXMACremote is identified with the 128 least significant bits of the output of the SHA-256 function.
*********** End of Second Change***********
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