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1
Decision/action requested

This document proposes to add key issue: privacy protection of SUCI to FS_Id_Prvc. SA3 is kindly requested to approve this doc.
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3
Rationale

This contribution proposes a new key issue on the privacy protection of Subscription Concealed Identifier (SUCI). As discussed in GSMA 5G Security Task Force meeting #51, 5G SUCI provides a very poor anonymity (1-anonymity at worst). 
4
Detailed proposal

**** START OF CHANGE ****

X.X
Key Issue #X: Privacy protection of SUCI
X.X.1
Key issue details

The permanent International Mobile Subscriber Identity (IMSI) catchers have been a long-term and serious privacy problem in pre-5G mobile networks (2G,3G, and 4G). Since the permanent IMSI was sometimes sent in cleartext over the radio interface. To solve this, 5G introduced the Subscription Concealed Identifier (SUCI) mechanism used to encrypt Subscription Permanent Identifier (SUPI) by using Elliptic Curve Integrated Encryption Scheme (ECIES) as well as other countermeasures [1].
SUCI achieves the notion of “indistinguishability” or “semantic security", meaning even a very capable attacker cannot distinguish the encrypted ciphertext from a random string. However, it has been disclosed that SUCI may provide very poor anonymity and leak personally identifiable information which can be practically useful for an attacker. As SUCI encryption use AES in counter mode, the ciphertext is of same length as the input plaintext. This means that SUCIs, even though fresh each time, could be linked to each other or with SUPIs based on their lengths. Experiments show that, when applied to real-world name length data, SUCI only provides 1-anonymity, meaning that individual subscribers can easily be identified and tracked [2].
To protect the privacy of SUCI over radio access, the feasibility of privacy attacks and available countermeasures should be analyzed.
X.X.2
Security threats

Unprotected SUCI privacy could result in the following impacts:

Leakage of personally identifiable information
TBD 

X.X.3
Potential security requirements

The 5G system should provide the mechanism to mitigate the privacy leakage of SUCI.
**** END OF CHANGE ****
