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1
Decision/action requested

This contribution proposes to a new clause about PC5 key hierarchy for user plane.
2
References

[1]
3GPP TS 33.503 "Security aspects of enhancement for proximity based services in the 5G System".

3
Rationale

This contribution proposes to add a new clause about PC5 key hierarchy for user plane.
4
Detailed proposal

**** 1st CHANGE ****
6.3.3.2.X
PC5 Key Hierarchy over user plane
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Figure 6.3.3.2.x-1: PC5 Key Hierarchy for UE-to-Network Relay security over user plane

The different layers of keys (see Figure 6.3.3.2.x-1) are the following:

-
PRUK: The root credential of security of the PC5 unicast link. 

-
KNRR: The key is equivalent to KNRP as specified in TS 33.536 [6].  

-
KNRP-SESS: The key is equivalent to KNRP-sess as specified in TS 33.536 [6] 

-
NRPEK, NRPIK: . These keys are equivalent to NRPIK and NRPEK as specified in TS 33.536 [6]. .
**** END OF CHANGES ****
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