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This contribution proposes Informative Annex Y for TR 33.870, Study of privacy of identifiers over radio access. 

1
Decision/action requested

It is requested to approve this proposed content for Informative Annex Y for TR 33.870, Study of privacy of identifiers over radio access 
2
References

[1]
SP-211364
New WID for Study of privacy of identifiers over radio access

3
Rationale

SP-211364 [1] in section 3, Justification, necessitates providing, “…examples of identifiers that require a comprehensive privacy evaluation” and lists SUPI, SUCI, S-NSSAI, 5G-GUTI as examples. To systematically study the potential privacy impacts/risks of 3GPP identifiers it is proposed to list them.

This contribution proposes Informative Annex Y for TR 33.870, Study of privacy of identifiers over radio access.

4
Detailed proposal

START OF CHANGE 1

Annex <Y> (informative):
List of 3GPP identifiers with potential privacy sensitivity.
The following table lists 3GPP identifiers and parameters transmitted over the air presenting a potential risk for privacy attacks.
	No
	Name of 3GPP Identifier 
	Description
	Specified in 3GPP document
	Summary
	Possible privacy attack description

	1
	SUPI (in NAI format)
	SUbscription Permanent Identifier may exist in IMSI or in NAI formats
	TS 23.003 [7], TS 23.501 [2]
	
	[5] defines privacy leakage in the SUCI derived from SUPI in NAI format (variable-length identifiers encrypted with AES CTR have corresponding lengths of cyphertext and can leak the unique lengths of the “username” SUPI component).

	2
	SUCI (concealing SUPI in NAI format)
	SUbscription Concealed Identifier
	TS 23.003 [7], TS 23.501 [2]
	
	[5] describes possible privacy attacks on SUPI/SUCI in NAI format and unique and/or seldom-used length of the “username.”

	3
	MCC/MNC
	Mobile Country Code (MCC) Mobile Network Code (MNC). Two separate parts of SUPI in IMSI format.
	TS 23.003 [7]
	
	Only the MSIN part of the SUPI gets concealed by the protection scheme while the home network identifier, i.e., MCC/MNC gets transmitted over the air in plain-text and might reveal subscriber’s group membership.

	4
	S-NSSAI
	Single Network Slice Selection Assistance Information
	TS 23.003 [7], TS 23.501 [2]
	
	S-NSSAI while transmitted over the air without privacy protection (i.e., unprotected during Access Stratum connection establishment) may leak privacy information allowing, e.g., group MIA.

	5
	5G-GUTI
	5G Globally Unique Temporary Identifier
	TS 23.003 [7]
	5G-GUTI provides an unambiguous identification of the UE that does not reveal the UE or the user's permanent identity.
5G-GUTI has two main components:

-
one that identifies the AMF(s) which allocated the 5G-GUTI; and

-
one that uniquely identifies the UE within the AMF(s).
	When GUAMI transmitted over the air is not privacy protected, it may reveal the identity of the serving AMF that in some cases uniquely points to the slice and may leak privacy information allowing, e.g., group MIA.

	6
	CAG Identifier
	A Closed Access Group (CAG) within a PLMN is uniquely identified by a CAG-Identifier
	TS 23.003 [7], TS 23.501 [2]
	
	The CAG Identifier that is not privacy protected (i.e., broadcast by a CAG cell) and is transmitted over the air may leak privacy information allowing, e.g., group MIA. 

	7
	C-RNTI
	Cell Radio Network Temporary Identifier
	TS 38.300 [8], TS 38.321 [9]
	C-RNTI is a unique identifier dedicated to a particular UE and used for identifying RRC Connection and scheduling. C-RNTI can be reallocated when a UE accesses a new cell with the cell update procedure.
	C-RNTI in cleartext is included in

the header of every single packet.

This may lead to linking of the radio traffic (both UP and CP) by a passive adversary. Through tracking of the C-RNTI

Identifier value, an attacker can easily determine how long a given user stays at a given location.
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