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	Abstract:
	This Recommendation specifies the definition of communication network health and index, method and process of communication network health evaluation. This document provides the baseline of draft Recommendation “Framework of communication network health evaluation” upon the contribution C-0352 and meeting discussion.


[bookmark: _Toc88065468]Summary
This is the baseline of draft Recommendation “Framework of communication network health evaluation”, based upon the contribution C-0352 and discussion in SG2 Q5 and Q6 meeting during 8-19 November 2021.and the discussion of  SG2 Q5 and Q6 meeting during 8-19 November 2021. 

-This Recommendation is applicable to operator’s public network and industry-specific private network. It is helpful to evaluate communication network cost and risk.

Draft Recommendation M.fcnhe
Framework of Communication Network Health Evaluation
1. [bookmark: _Toc58942328][bookmark: _Toc495321322][bookmark: _Toc520335502][bookmark: _Toc88065469][bookmark: _Toc8384100][bookmark: _Toc56788841][bookmark: _Toc520335467]Scope
This Recommendation specifies the communication network health and index definition, indicator framework and common indicators, evaluation method, evaluation process. This Recommendation is applicable to operator’s public network and industry-specific private network. It is helpful to evaluate communication network cost and risk.

2. [bookmark: _Toc58942329][bookmark: _Toc8384101][bookmark: _Toc56788842][bookmark: _Toc88065470]References
The following ITU-T Recommendations and other references contain provisions which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published.
The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.
[ITU- T M.3010]      Recommendation ITU-T M.3010 (2000), Principles for a telecommunications management network.
[ITU- T M.3400]      Recommendation ITU-T M.3400(2000), TMN management functions.
[ITU- T E.800]	Recommendation ITU-T E.800 (2008), Definitions of terms related to quality of service.
[ITU- T Y.3052]	Recommendation ITU-T Y.3052 (2017), Overview of trust provisioning in information and communication technology infrastructures and services.
[ITU-T Y. 3524]	Recommendation ITU-T Y.3524 (2019), Cloud computing maturity requirements and framework.
[ITU-T X.1044]	Recommendation ITU-T X.1044 (2021), Security requirements of network virtualization.
[3GPP TS 28.554 version 17.3.0]	Technical Specification 3GPP TS. 28.554(2021), Management and orchestration; 5G end to end Key Performance Indicators (KPI).
[3GPP TS 33.117 version 17.0.0]	Technical Specification 3GPP TS. 33.117(2021), Catalogue of general security assurance requirements.
[ETSI NFV-REL 003 version 1.1.2]	Group Specification ETSI NFV-REL 003(2016), Network Functions Virtualization (NFV) Reliability Report on Models and Features for End-to-End Reliability.
[ETSI NFV- TST 008 version 3.2.1]	Group Specification NFV- TST 008(2019), NFVI Compute and Network Metrics Specification.

3. [bookmark: _Toc8384102][bookmark: _Toc58942330][bookmark: _Toc88065471][bookmark: _Toc29827329][bookmark: _Toc56788843]Definitions
3.1. [bookmark: _Toc56788844][bookmark: _Toc58942331][bookmark: _Toc88065472][bookmark: _Toc29827330][bookmark: _Toc8384103]Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:
3.1.1	Entity [ITU-T G.911]: Any part, device, subsystem, functional unit, equipment or system that can be individually considered.
3.1.2	Indicator [ITU-T E.800]: Value calculated from observed attribute/s of a measure.

3.2. [bookmark: _Toc88065473][bookmark: _Toc56788845][bookmark: _Toc58942332][bookmark: _Toc29827331][bookmark: _Toc8384104]Terms defined in this Recommendation
This Recommendation defines the following terms:
3.2.1	Communication network health: Communication network and devices operating status to satisfy service requirements, ensure network stability and defend against security risks.
[bookmark: _Toc79510254][bookmark: _Toc79759727][bookmark: _Toc79558545][bookmark: _Toc79684585][bookmark: _Toc79761408][bookmark: _Toc79693456]3.2.2	Communication network health index: Degree of communication network and devices operating status to satisfy service requirements, ensure network stability and defend against security risks.
[bookmark: _Toc79761409][bookmark: _Toc79693457][bookmark: _Toc79759728][bookmark: _Toc79684586][bookmark: _Toc79510255][bookmark: _Toc79558546][bookmark: _Toc29827332][bookmark: _Toc56788846][bookmark: _Toc8384105][bookmark: _Toc58942333]3.2.3	Communication network health index level: Level of communication network health, including 3 levels: healthy, sub-healthy, and unhealthy.
4. [bookmark: _Toc88065474]Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

	CPU
	Central Processing Unit

	DCGW
	Device Gateway Communication

	DR
	Disaster Recovery

	EMS
	Element Management System

	EOR
	End of Row Switches

	ETL
	Extract-Transform-Load

	IP
	Internet Protocol (Internet Protocol)

	OMU
	Operation and Management Unit

	OS
	Operating System

	TOR
	Top of Rack Switches

	VNFM
	Virtual Network Function Manager



5. [bookmark: _Toc29827333][bookmark: _Toc8384106][bookmark: _Toc58942334][bookmark: _Toc56788847][bookmark: _Toc88065475]Conventions
In this Recommendation:
The keywords "is required to" indicate a requirement which must be strictly followed and from which no deviation is permitted, if conformance to this Recommendation is to be claimed.
The keywords "is recommended" indicate a requirement which is recommended but which is not absolutely required. Thus, this requirement need not be present to claim conformance.
The keywords "can optionally" indicate an optional requirement which is permissible, without implying any sense of being recommended. This term is not intended to imply that the vendor's implementation must provide the option, and the feature can be optionally enabled by the network operator/service provider. Rather, it means the vendor may optionally provide the feature and still claim conformance with this Recommendation.

6. [bookmark: _Toc88065476]Communication network health evaluation indicator framework
[Editor's Note] This clause specifies the framework of the network health evaluation, including the key dimension of indicator and common indicators to evaluate network health.
6.1. [bookmark: _Toc88065477]Overview
The following principles shall be complied to make indicator framework to be general applicable:
Completeness: a complete indicator framework should comprehensively reflect the communication network health
Typicality: evaluation indicators should be representative, mainly selecting common indicators, equipment lifecycle relevant indicators and indicators applicable to all stages of network lifecycle. Excessive indicators should be avoided to prevent interference caused by indicator repetition. Too few indicators should be avoided as well to prevent lack of representativeness.
Measurability: indicators should be quantifiable with standardized calculation method. Indicators relevant data should be easily collected from reliable source with standardized statistical method.
6.2. [bookmark: _Toc88065478]Key dimension of indicator framework
The key dimension of the indicator framework includes reliability, availability, maintainability and safety &security.
a) Reliability indicates the probability of a communications network to perform (or maintain) a required function under stated conditions for a given time interval.. Mainly including:
· The reliability of the network equipment and its components to perform (or maintain) required function under stated conditions for a given time interval.
· The reliability of end to end communication network to perform (or maintain) required function under stated conditions for a given time interval.
· The equipment supply-chain reliability of network critical bottleneck parts etc.
b) Availability indicates network to be in a state to perform a required function under given conditions at a given instant of time or at any instant of time within a given time interval, assuming that the external resources, if required, are provided. Usually calculated by uptime divided by the total sum of uptime and downtime. Mainly including:
· The degree of network resource readiness and usage effectiveness, including the usage of physical resources (such as CPU, memory, and port) and logical resources (such as IP addresses and bandwidth etc.).
· The metric of network performance, including the service access success rate, access delay etc.
c) Maintainability indicates the ability of network under stated conditions of use, to be retained in, or restored to, a state in which it can perform a required function, when maintenance is performed under given conditions and using stated procedures and resources. Mainly including:
· The predictive prevention capability to analyse network operating status, provide fault prediction and take actions to prevent the fault.
· The capability of fault handling etc.
d) Security indicates the network's ability to minimize the vulnerabilities of assets and resources. An asset is anything of value. A vulnerability is any weakness that could be exploited to violate a system or the information it contains. Mainly including:
· Capability related to protect against IT system vulnerabilities, intrusions, and attacks.


6.3. [bookmark: _Toc88065479]Communication network health evaluation common indicators
Each dimension (Reliability, availability, maintainability and safety &security) of network health index includes a unique set of indicators. An overview of dimensions and indicators used to evaluate communication network health index is shown in Table 1. 
Table 1  Communication Network Health Evaluation Common Indicators
	Level 1 Dimension
	Level 2 Dimension
	Indicator
	Description

	 Reliability
	Maturity
	Fault report rate
	Fault report rate is defined as the number of faults occurring per an entity in a given time period. It indicates the degree that an entity can overcome occurring faults and maintain the normal service level.

	
	toughness
	Network or network element  toughness 

	Network toughness is defined as the sum of the weighed ratio of the number of failure high availability nework elements and the total number of high availability nework elements in nework under the condition of network key performance indictors fluctuation within the range of acceptance.
Network element toughness is defined as the sum of the weighed ratio of the number of failure high availability function entities of network element architecture and the total number of high availability function entities of network element architecture under the condition of network element key performance indictors fluctuation within the range of acceptance..


	
	
	Disruption tolerance
	Disruption tolerance is defined as the ratio of entities with power energy or link protection to total number of entities in a given time period. It indicates the degree of an entity to tolerate disruptions in connectivity among its components. 

	
	
	Remote DR protection rate
	Remote DR protection rate is defined as the ratio of entities with geographic redundant protection to total number of entities in a given time period. It indicates the degree of an entity to tolerate disasters.

	
	Deployment Compliance
	Reliability-related configuration compliance rate
	Reliability-related configuration compliance rate is defined as the ratio of entities with reliability-related compliant configuration to total number of entities in a given time period. It indicates the degree of an entity to avoid fault risk.

	Availability
	Resource Capacity
	Resource utilization fulfillment rate
	Resource utilization fulfillment rate is defined as the ratio of entities that meet the resource utilization baseline to total number of entities in a given time period. It indicates the degree of resources usage efficiency

	
	Network Quality
	Network availability
	Network availability is defined as the ratio of time that an entity perform a required function to the total time in a given time period. It indicates the probability that an entity is not failed or undergoing a repair action when it is requested for use.

	
	
	Network performance fulfillment rate
	Network performance fulfillment rate is defined as the ratio of entities which meet the network performance baseline to total number of entities in a given time period. It indicates the degree that the quality of network performance meets service requirements.

	
	Service Performance
	Service accessibility performance fulfillment rate
	Service accessibility performance fulfillment rate is defined as the ratio of entities which meet the service accessibility performance baseline to total number of entities in a given time period. It indicates the degree of a service to be obtained, when requested by the user.

	
	
	Service retainability performance fulfillment rate
	Service retainability performance fulfillment rate is defined as the ratio of entities which meet the service retainability performance baseline to total number of entities in a given time period. It indicates the degree of a service, once obtained, to continue to be provided under given conditions for a requested duration.

	
	
	Service integrity performance fulfillment rate
	Service integrity performance fulfillment rate is defined as the ratio of entities which meet the service integrity performance baseline to total number of entities in a given time period. It indicates the degree to which service is provided without excessive impairments, once obtained.

	Maintainability
	Predictive Prevention
	Forecast prevention coverage
	Forecast prevention coverage is defined as the ratio of entities with the capability of forecast and prevention to total number of entities in a given time period. It indicates the degree of an entity to predict and prevent faults occurring.

	
	Fault Management
	Mean time to repair
	Mean time to repair is defined as the average time from fault occurrence to service restoration. It indicates the degree of fault response and handling efficiency.

	
	Operation Compliance
	Operation-related configuration compliance rate
	Operation-related configuration compliance rate is defined as the ratio of entities with operation-related compliant configuration to total number of entities in a given time period. It indicates the degree of an entity to be monitored and maintained.

	
	
	Software Version normalization rate
	Software version normalization rate is defined as the ratio of entities with main software version to total number of entities in a given time period. It indicates the degree of an entity to be maintained easily and efficiently. 

	Security
	Security
	Infrastructure security checklist pass rate
	Infrastructure security checklist pass rate is defined as the ratio of entities which pass the infrastructure security checklists to total number of entities in a given time period. It indicates the degree that an entity resists unacceptable systemic risks and deliberate attacks.

	
	
	Network security checklist pass rate
	Network security checklist pass rate is defined as the ratio of entities which pass the network security checklists to total number of entities in a given time period. It indicates the degree that an entity resists unacceptable systemic risks and deliberate attacks.

	
	
	Application security checklist pass rate
	Application security checklist pass rate is defined as the ratio of entities which pass the application security checklists to total number of entities in a given time period. It indicates the degree that an entity resists unacceptable systemic risks and deliberate attacks.

	
	
	Service security checklist pass rate
	Service security checklist pass rate is defined as the ratio of entities which pass the service security checklists to total number of entities in a given time period. It indicates the degree that an entity resists unacceptable systemic risks and deliberate attacks.

	
	security
	Number of major security incident
	Number of major security incident is defined as the number of security incidents that cause threats (e.g. environmental threats, etc.) in a given time period.  It indicates the degree of an entity’s safety


Note: the health evaluation common indicators presented above will be changed with the evolution of services and communication network technologies.


7. [bookmark: _Toc88065480]Communication network health evaluation method
[Editor's Note] This clause specifies the method to evaluate the network health, including the method of indicator scoring, dimension and health rating.
7.1. [bookmark: _Toc88065481]Communication network health evaluation framework
The three-step evaluation method is applied in the communication network health evaluation. Firstly the score is calculated for each indicator, then weighted average indicator score is aggregated by dimension (Reliability, Availability, Maintainability, Security), finally the overall communication network health score is calculated by aggregating over 4 weighted average dimension scores. The health evaluation framework is shown in Fig.1. By quantifying communication network health, network potential risks are intuitively displayed. It is presented the correspondence between health score and health level in Appendix I.
[image: ]
Figure 1 Communication Network Health Evaluation Framework


7.2. [bookmark: _Toc88065482]Indicator scoring method
Linear scaling, log scaling, z-score could be used to calculate indicator score. Taking linear scaling as an example, for every indicator, indicator value that is below or equal to the lower limit value is transformed into a 0, indicator value that is above or equal the upper limit value is transformed into a 1, and every other value is transformed into a decimal between 0 and 1. A positive correlation linear scaling example is presented in Figure 2. 
[image: ]
Figure 2 Communication Network Health Indicator Scoring Method
For linear scaling method, indicators are divided into positive correlation indicator and negative correlation indicator. positive correlation indicator scoring method  is provided in Formula (1) and negative correlation indicator scoring method is provided in Formula (2).


               …………（1）

              …………（2）
Where：
      ——Positive correlation indicator health score,
      ——Negative correlation indicator health score,
      ——Positive correlation indicator value，
      ——Negative correlation indicator value，
   ——Minimum indicator value
   ——Maxmize indicator value


7.3. [bookmark: _Toc88065483]Dimension scoring method
Dimension score is the summation of the weighted average indicator score under the same dimension. The dimension scoring method is described in Formula (3).

                                         …………（3）

Where:
   ——Health score of dimension ,, represent reliability, availability, maintainability and Security separately.
   ——Weight of indicator in dimension 
   ——Health score of indicator，
      ——Summation of the weighted average indicator scores. 

Analytic hierarchy process (AHP) could be used to determine indicator weight under the same dimension. The details about how to use AHP to determine indicator weight is provided in Appendix II. 


7.4. [bookmark: _Toc88065484]Communication network health index rating method
Health index rating is the summation of the weighted average dimension score. The health rating method is described in Formula (4).

                             …………（4）

Where：
         ——Communication network health index score
    ——Dimension score 
   ——Dimension weight

Analytic hierarchy process (AHP) could be used to determine dimension weight. The details about how to use AHP to determine dimension weight is provided in Appendix II. 


8. [bookmark: _Toc88065485]Communication network health evaluation process
[Editor's Note] This clause specifies the process to evaluate the network health, including the evaluation preparation, data collection and evaluation report.
8.1. [bookmark: _Toc88065486]Overview
Health evaluation process has 4 steps: evaluation preparation, data collection, health evaluation and evaluation report issuance, as shown in Figure 3.

[image: ]
Figure 3 Communication Network Health Index Evaluation Process


8.2. [bookmark: _Toc88065487]Evaluation preparation
During preparation phase, it is essential to define evaluation object and scope, prepare evaluation plan and determine evaluation indicator with corresponding indicator weight. 
Evaluation object could include one or multiple of the following communication networks:
· Wireless network;
· Core network;
· Wired access network;
· Transmission network;
· Data communication network.
Each evaluation object corresponds to a fixed set of indicators. If the appraised party proposes customized requirements, the evaluation indicator set must be determined based on the following factors at a minimum:
· Evaluation object;
· Applicable scenarios;
· Appraised party’s requirements.

The appraised party should provide necessary data to  evaluate the network health index for appraiser.


8.3. [bookmark: _Toc88065488]Data collection
Data collection involves collecting data from relevant communication network operation and management system. Data collected includes but not limited to network performance data, service quality data, usage measurements data, maintenance data and data from related reports. The data type, collection method, collection scope, and collection period may be different for different evaluation objects.

8.4. [bookmark: _Toc88065489]Communication network health evaluation
Health evaluation includes calculation of communication network health score  described in chapter 7, and determination of corresponding communication network health index level.

8.5. [bookmark: _Toc88065490]Evaluation report issuance
Evaluation report issuance involves issuing communication network health index evaluation report. The report should include the following contents at a minimum:
· Evaluation object;
· Appraiser information;
· Evaluation time and place;
· Evaluation methods;
· Communication network health index evaluation score;
· Communication network health index level;
· Potential risks identified;
· Improvement actions.


[bookmark: _Toc58493391][bookmark: _Toc58942344][bookmark: _Toc88065491]Appendix I
[bookmark: _Toc88065492]Communication Network Health Index Level
90% and 80% of the full mark (e.g.100 points) are used as reference values for communication network health index level classification. The network health index has three levels: healthy, sub-healthy, and unhealthy.
Table I‑1   Correspondence between Health Score and Health Level
	#
	Communication Network Health Index Level
	Communication network health index evaluation score
(Reference value:80% and 90%)

	I
	Healthy
	90%≤

	II
	Sub-healthy
	80%≤ <90%

	III
	Unhealthy
	<80%



Where:
- Communication network health index score

Table I‑2 provides qualitative description for each level.
Table I‑2 Qualitative Description of Communication Network Health Index Level
	#
	Communication Network Health Index Level
	Qualitative Description

	I
	Healthy
	All indicators are positive. The communication network is stable and reliable. Network performance meets service requirements. Network outage risk is low.

	II
	Sub-healthy
	Some indicators are slightly negative. Correcting actions are required to reduce network operation risks.

	III
	Unhealthy
	Indicators appear negative. The communication network is out of service.  actions must be taken immediately to restore the communication network availability.





[bookmark: _Toc88065493]Appendix II
[bookmark: _Toc88065494]Weight is Determined: Analytic Hierarchy Process
Analytic hierarchy process (AHP) is used for communication network health index to assign weight for  Indicators and dimension. Taking indicator weight as an example, over three experts in the field of communication network were questioned to compare the relative importance of the indicator. The relative importance is measured by scale of 1-9. Then the pairwise comparison matrix is constructed, based on the answers of expert as in the following:
                                             ………………（II.1）
Where：
    ——Comparison matrix provided by expert.
   ——The  row  column of matrix D ，. 
 —— by  matrix.
Square root method is recommended to calculate the column vectors of the indicator’s relative weights provided by each expertλ=.Weighted average method is recommended to calculate the column vectors of the indicator weight based on multiple expert’s opinions as in the following. The results should be passed the AHP consistency test.
）   ………………（II.2）
Where：
      ——Weight of indicator ；
    ——Summation of the weighted average weight.
       ——Weight of expert ； 
     ——The  row  column of matrix D，  
       ——Number of parameters
    ——Product over a set of relative importance scale provided by expert.
Appendix III
[bookmark: _Toc88065495]Proactive Defence for Cloud-Based Network
[bookmark: _Toc63150462][bookmark: _Toc76043155][bookmark: _Toc64826631][bookmark: _Toc65700648][bookmark: _Toc72935093][bookmark: _Toc65568283][bookmark: _Toc63150411][bookmark: _Toc70273394][bookmark: _Toc59629379][bookmark: _Toc59628874]Overview
In the new era of cloud-network synergy, chaos engineering could be used in communication network practices such as fault injection and fault drill to explore it’s weak spots and hidden dangers.And transform the fault handling from reactive response to proactive prevention. Manually or automatically inject fault to proactively test communication network’s resilience,  potential risks is exposed and shorten the latency of fault incubation period, the minimum blast radius  is set before fault injection. By observing and analyzing the expected or unexpected performance of the communication network, organization could verify the effectiveness of fault tolerance mechanisms, such as fault detection, fault location, fault recovery, and disaster recovery. It is very useful for communication network fault detection and protection.
[bookmark: _Toc65568284][bookmark: _Toc63150463][bookmark: _Toc64826632][bookmark: _Toc70273395][bookmark: _Toc63150412][bookmark: _Toc72935094][bookmark: _Toc65700649][bookmark: _Toc76043156][bookmark: _Toc59628875][bookmark: _Toc59629380]Injection Fault Type
[bookmark: _Hlk59638128]Injection fault types are classified as the following:
· Management plane faults, including VNFM/EMS faults and OMU faults.
· VNF layer faults, including service process faults and VNF faults.
· Cloud OS layer faults, including core components, security attacks, VM faults, switch exceptions, common components and cloud database fault.
· Computing and storage faults, including CPU, memory, or NIC faults, shared storage faults, multipoint server faults, and storage faults
· data center network faults, including TOR faults, EOR faults, and core DCGW faults.
Based on the the blast radius, faults can be classified into the following types: network-wide faults affectting a large number of services, partial service NE faults, and management plane faults affect management functions but services are not affected.
[bookmark: _Toc59629381][bookmark: _Toc64826633][bookmark: _Toc72935095][bookmark: _Toc59628876][bookmark: _Toc70273396][bookmark: _Toc76043157][bookmark: _Toc65700650][bookmark: _Toc63150413][bookmark: _Toc63150464][bookmark: _Toc65568285]Proactive prevention process
· [bookmark: _Toc76043158]Solution Preparation: solution preparation should follow four steps as following:1)set project objects; 2)classify project role and responsibility; 3) break the object down into executive tasks;4)define owner for each task.
· [bookmark: _Toc76043159]Solution implementation: Inject faults in the specified environment according to the specified solution, record the operation procedure in detail, monitor the impact of faults, and perform network defence to minimize the impact on services.
· Retrospective: retrospective issues, and take actions to reinforce weak spots exposed in the fault drill.
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