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1	Decision/action requested
Endorse the detailed proposal on SBA services for NSWO authentication
2	References
[1]	3GPP TR 33.501 “Security architecture and procedures for 5G system”
[2]	S3-212668 “Discussion on the services to obtain 5G GBA Authentication Vector”

3	Rationale
TS 33.501 [1] specifies NSWO support in 5GS. It leaves an Editor’s Note that states: 
“Editor’s Note: 	Either existing service operations used for primary authentication (Nausf_UEAuthentication_Authenticate and Nudm_UEAuthentication_Get) can be reused for NSWO or new service operations for NSWO execution independent from primary authentication service (e.g., Nausf_UEAuthentication_NSWOAuthenticate and Nudm_UEAuthentication_GetNSWO) could be defined. The reuse of existing service operations is assumed here but this is FFS and needs to be updated once this issue is resolved.”
This paper aims at providing discussion for these two options of SBA services to be used for 5G NSWO authentication taking into account security as well as service logic impact, service operation re-use, decision consistency and complexity aspects. 
In this contribution the two options are called 
-	Option1 i.e., reusing existing service operations and 
-	Option2 i.e., defining new service operations in this document for brevity.
4	Discussion
4.1	Introduction
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Figure 1: AUSF and UDM authentication service operations and their consumers.

Figure 1 shows the relevant authentication services and service operations and their consumers in AUSF and UDM. 
In the context of 5G NSWO, as shown in figure 1, Option1 proposes that the service operations defined for UE primary authentication in AUSF and UDM (i.e., Nausf_UEAuthentication_Authenticate and Nudm_UEAuthentication_Get) are extended with modifications for 5G NSWO, e.g., introducing a new parameter NWSO indicator to indicate the service operation is specific for NSWO authentication, also updating the meaning of existing parameter "SNN" with a fixed value for NSWO to be used for key derivation. It means that NSWO NF becomes NF service consumer of Nausf_UEAuthentication_Authenticate, similar to AMF. This has some security and other implications as will be discussed in the following. 
4.2	Security aspects
AUSF impacts
Current SBA authorization mechanism is built on top of OAuth2.0, as specified in clause 13.4 of TS 33.501. The basic authorization scope provided by the authorization token is at service level with the "scope" claim. A finer granularity for the authorization token is also supported by "additional scope" that provides authorization on the service operations and/or resources level. 
NOTE: The “additional scope”, as defined in TS 33.501 and TS 29.501 clause 5.3.16, is supported for Nudm_UEAuthentication Service API for GBA and HSS (see C4-220298) but the “additional scope” is not yet supported for Nausf_UEAuthentication Service API. CT4 will need to implement the “additional scope” for Nausf_UEAuthentication Service API (for supporting NSWO) if SA3 decides to go for Option2. If SA3 decides to go for Option1, CT4 needs to also do corresponding updates to their specifications.   
As per the proposal of Option1 as the NSWO NF is using the same service operation as the AMF, the AUSF is not able to provide different OAuth2.0 authorizations for the service requests from NSWO NF compared with the service requests from AMF for UE primary authentication. I.e., based on the existing SBA Authorization framework there is no way to prevent that an (compromised) NSWO NF requests primary authentication (i.e., by leaving out the NSWO indicator) instead of 5G NSWO authentication from the AUSF and thus could be able to masquerade as a legitimate 5G network towards UEs. 
This is seen as a major security issue with this option. 
It could be argued that it could be possible to mitigate this threat in Option1 by adding additional application level authorization checks to the AUSF so that only genuine AMFs would be able to initiate primary authentication. However, why would those extra checks be worth implementing if a mechanism based on OAuth2.0 already exists? That mechanism, as proposed in Option2, is to define a new service operation for 5G NSWO authentication and let the NRF distinguish requests coming from AMF and NSWO NF and make authorization decisions based on service operations and OAuth2.0 framework.   
UDM impacts
NSWO does not introduce a new service consumer for UDM services. Therefore, the security threats described above do not apply to UDM.
4.3	Decision consistency aspects
It should be noted that a similar discussion of reusing service operations for authentication vector retrieval for different service types/purposes has been raised and discussed earlier in the context of 5G GBA (see S3-212668) regarding the re-use of Nudm_UEAuthentication_GetHssAv for 5G GBA. The following is an excerpt from S3-212668 [2]: 
“Option …  proposes that the service Nudm_UEAuthentication_GetHssAv defined in is to be re-used with modifications for 5G GBA. It means that BSF is able to obtain all kinds of authentication vectors as well, e.g. EAP-AKA’ authentication vector and keys such as keys for 5G, keys for IMS are exposed to BSF. This is because current SBA authoirzation mechism does not check the type of authentication vector that BSF is authorized to request from UDM, but only checks whether BSF is authorized to access Nudm_UEAuthentication. 
There is one major security issue with this option. It is a violation of the security principle “Need-to-know”. Consdier if BSF is compromised by an attacker, the attacker can obtain all kinds of authentiatin vectors and 5G keys and IMS keys. With them, the attacker can trigger UEs to register to a fake network network and perform a lot of attacks, e.g. obtaining privacy informations about the UE, including locations, S-NSSAIs, credentials, etc.”
In the case of 5G GBA it was decided by SA3 that new service operations shall be defined due to security reasons as well as since the input parameters to the service operation were not the same for the two purposes. 
Even though the discussion in 5G GBA (and more recently in 5G BEST) was about different UDM service operations, the related threats are actually the same as in the case of AUSF service operations in 5G NSWO. SA3 should make consistent decisions and should follow the same criteria in the 5G NSWO case for AUSF and go for a separate AUSF service operation for 5G NSWO. 
4.4	Service logic impact and re-use aspects
Option1 proposes updates on the existing service operations which would have further impacts on implementation logic and dependency of existing features in AUSF and UDM. For example:
AUSF impacts
AUSF would be required to have specific logic not to generate nor store the Kausf and not to generate Kseaf, but to generate MSK, 
AUSF would be required to have specific logic not to send Kseaf to AMF, but to send MSK to the NSWO NF
AUSF would be required to have specific logic not to send SUPI to AMF, 
AUSF would be required to have different SNN handling since the SNN will have a constant value in case of NSWO.  
The AUSF would be required to have specific logic not to perform the linking increased home control to subsequent procedures.
UDM impacts 
UDM would be required to have specific logic to choose authentication method specific for NSWO authentication, i.e.., EAP AKA', but not other authentication methods defined in the UE's subscription;
UDM would be required to have specific logic not to trigger features that depend on Kausf, e.g., UPU/SOR, AKMA generation.
UDM would be required not to send AKMA indicator to the AUSF.
UDM may also be required to have specific logic to support SQN/IND separation for AKA, different to the one for 5G primary authentication. 
The UDM would be required to have specific logic not to perform the linking increased home control to subsequent procedures.
Why is this relevant? Although adding an NSWO indicator to the service operation in Option1 seems a simple thing to do, it actually has significant impacts on the behaviour of AUSF and UDM. This is a situation where new service operations are justified and were designed for. 
TS 23.502 Annex A.6.2 gives guidance on the re-use of service operations: 
The following design guidelines are used for specifying NF services to be reusable.
-	NF service operations are specified such that other NF can potentially invoke them in future, if required.
-	The service operations may be usable in multiple system procedures specified in clause 4 of this specification.
-	Using clause 4 of the current document, the system procedures in which the NF service operations can be used are considered, and based on that the parameters for the NF service operations are clearly listed.
NOTE:	It is possible that, when mapping an end to end call flow to service based architecture, one step in the call flow may map to multiple NF service operation invocations. This specification clearly identifies each NF service operation invocation in the call flow. Protocol optimization of multiple NF service operation invocations are left for TS 29.500 [17] consideration.
The underlying assumption in the re-use of service operations is that the service operation and corresponding service logic in question could be re-used. However, if the service operation and corresponding service logic in the NF needs to be modified e.g., so that the service operation serves a different purpose (as is the case in Option1), it is not anymore re-usable. 
As can be seen above, in addition to the service logic impacts, the input as well as output parameters of AUSF in case of NSWO are completely different from primary authentication. Also, in the case of UDM, the service logic as well as input and output parameters are significantly different from primary authentication. 
The identified impacts justify new service operation to be defined. 
4.5	Complexity aspects and impacts on primary authentication
The primary authentication is in the core of 5G security. It would be essential from security, implementation and service decoupling (modularity) point of view to isolate it from other authentication related procedures. 
Allowing other authentication related procedures (such as 5G NSWO, but also 5G ProSe (see Ericsson contributions)) to partly re-use the primary authentication service operations and at the same time allowing them to add modifications to it adds to the complexity of the service operation (and in general to the complexity of system and specifications). This in turn increases the risk of implementation mistakes and will be more difficult to test. New releases may bring new authentication needs and if SA3 keeps on modifying the primary authentication service operations, the end result will be a hugely complex service operation with several functional branches in it. In our view this is not the intention with service-based thinking.  
It would be more secure and cleaner future-proof design that SBA service operations for 5G NSWO security (as well as for other features such as ProSe) would be specified independent from primary authentication with newly defined service operations. This would enable modular extensibility of the authentication services also in the future. SA3 has the opportunity to make this distinction now when the service operation for primary authentication is still isolated. 
4.6	Conclusion 
Based on the above observations, Option1 will need extra functionality to mitigate the security threat for AUSF authentication service operations misuse since Option1 does not use the available OAuth2.0 framework to authorize service requests on service operation level. The impacts of Option1 on service operations (input and output parameters) as well as on service logic of primary authentication in AUSF and UDM are so significant that re-use of service operations is not justified.  Re-using the primary authentication service operations also adds complexity to the system. Also, other yet unknown impacts could be discovered in the future. 
Option2 would allow to re-use the available OAuth2.0 framework to authorize service requests on service operation level to mitigate the threat on AUSF service operations misuse. It would also be cleaner design to define separate service operations for NSWO authentication for AUSF and UDM which would be independent from primary authentication.  This would enable modular extensibility of the authentication services also in the future.  Finally, SA3 should make consistent decisions and should follow the same criteria in the 5G NSWO case for AUSF (as was done for 5G GBA) and go for a separate AUSF service operation for 5G NSWO.  
5 	Detailed proposal
It is proposed that 
· Proposal 1: new service operation is to be defined in AUSF to support NSWO Authentication. 
· Proposal 2: new service operation is to be defined in UDM to support NSWO Authentication.
The proposed new service operations are implemented in S3-220266. 
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