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1
Decision/action requested

This contribution proposes to resolve the EN on the usage of 5GPRUK ID.
2
References

[1]


3GPP TS33.503 Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS).
3
Rationale

This document proposes to resolve the following Editor’s Note:

Editor's note:
Further details on the needs and usage of 5GPRUK ID are FFS.
In the control plane solution procedure, 5GPRUK ID is introduced for locating the 5GPRUK which is derived during the primary authentication. The primary authentication procedure is performed between the remote UE and network via a UE-to-Network relay which is trigged by the DCR message, the remote UE is awareness of that the primary authentication is used for establishing the PC5 security context, therefore, there is no need to introduced a new ID to let the remote UE to know which 5GPRUK is used.
4
Detailed proposal

*************** Start of 1st Change ****************
6.3.3.3.2
Connection with UE-to-Network Relay connection with setup of network Prose security context during PC5 link establishment
This subclause describes a procedure for a Remote UE to establish a PC5 link between a Remote UE and a UE-to-Network relay. The procedure includes how the Remote UE is authenticated by AUSF via Relay UE and Relay UE's AMF during 5G ProSe PC5 establishment. The mechanism can be used by a Remote UE while out of coverage.
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Figure 6.3.3.3.2-1: UE-to-Network Relay security procedure with setup of network Prose security context during PC5 link establishment
0.
The Remote UE and relay UE shall be registered with the network.  The UE-to-Network relay shall be authenticated and authorized by the network to support as a relay UE. Remote UE shall be authenticated and authorized by the network to act as a Remote UE.
1.
The remote UE shall initiate discovery procedure using any of Model A or Model B method as specified in clause 6.3.1.2 or 6.3.1.3 of TS 23.304 [2] respectively.
2-5.
After the discovery of the UE-to-Network relay, the Remote UE shall send a Direct Communication Request to the relay UE for establishing secure PC5 unicast link. The Remote UE shall include its security capabilities and security policy in the DCR message as specified in TS 33.536 [6]. The message shall also include SUCI, Relay Service Code, Nonce_1. Upon receiving the DCR message, the Relay UE shall send the relay key request to the relay AMF, including the parameters received in the DCR message. The Relay AMF shall verify whether the relay UE is authorized to act as U2N relay. The relay AMF shall select AUSF based on SUCI and forward the key request to the AUSF in Nausf_UEAuthentication_Authenticate Request message.
6-7.
The AUSF shall retrieve the Authentication Vectors from the UDM and trigger primary authentication of the remote UE using existing procedure as specified in TS 33.501 [3]. This authentication is performed between the AUSF and the remote UE via the relay AMF and relay UE. AUSF shall not make the newly derived KAUSF as the latest KAUSF. At the remote UE, the newly derived KAUSF shall not be taken as latest KAUSF as NAS SMC procedure is not performed between remote UE and relay AMF.
Editor's note:
Further details on authentication message handling in UE, Relay UE's AMF and AUSF are FFS.
Editor's note:
There are essentially two different KAUSF keys. Different key names should be used to avoid confusion and misleading. This is FFS.
Editor's note:
A new service operations should be used for Prose authentication to distinguish it from primary authentication defined in 33.501, to separate the different function and service logic. This is FFS.
8.
On successful primary authentication, the AUSF and Remote UE shall generate 5GPRUK (as specified in Annex A.2) using the newly derived KAUSF.
9.
The AUSF shall generate the KNR_ProSe key as defined in Annex A.4.
10-11.
The AUSF shall send KNR_ProSe, Nonce_2 in Nausf_UEAuthentication_Authenticate Response message to the UE-to-Network relay via relay AMF. When receiving a KNR_ProSe from AUSF, the AMF shall not attempt to trigger NAS SMC procedure with Remote UE. Relay UE derives PC5 session key Krelay-sess and confidentiality and integrity keys from KNR_ProSe, using the KDF defined in clause 6.3.3.3.4 of this document. KNR_ProSe ID and Krelay-sess ID are established in the same way as KNRP ID and KNRP-sess ID in TS 33.536 [6].
12.
The UE-to-Network relay shall send the received  Nonce_2 to the Remote UE in Direct Security mode command message.
13-14.
The remote UE shall generate the KNR_ProSe key to be used for Remote access via the Relay UE in the same way as defined in step 9. The Remote UE shall derive PC5 session key Krelay-sess and confidentiality and integrity keys from KNR_ProSe the same way as defined in step 11. Remote UE shall send the Direct Security mode complete message to the UE-to-Network relay.
Further communication between Remote UE and Network takes place securely via the UE-to-Network relay.


*************** Start of 2nd Change ****************
A.3
Void









*************** End of the Changes ****************
Relay UE
AMF (Remote)
AUSF
(Remote)
AMF
(Relay)
Remote UE
UDM
(Remote)
1. Discovery
3. Relay Key Request
(Relay UE ID,  Remote UE's SUCI, Relay Service Code, Nonce_1)
2. Direct Communication 
(SUCI, Relay Service Code, Nonce_1)
4. Authorize Relay UE
5. Nausf_UEAuthentication_Authenticate Request
(Remote UE's SUCI, Relay Service Code, Nonce_1)
6. Nudm_UEAuthentication_Get (AV required)
7. Primary authentication of Remote UE


9. Generate KNR_ProSe
13. Generate  KNR_ProSe
8a. Generate 5GPRUK and 5GPRUK ID

14. Direct Security Complete
0b.Relay UE is registered, authenticated and authorized by the network.
8b. Generate 5GPRUK and 5GPRUK ID
11. Relay Key Response (KNR_ProSe, Nonce_2, 5GPRUK ID)
10. Nausf_UEAuthentication_Authenticate Response (KNR_ProSe, Nonce_2, 5GPRUK ID)
12. Direct Security mode command (Nonce_2, 5GPRUK ID)
0a.Remote UE is registered, authenticated and authorized by the network.



