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3GPP™ Work Item Description
Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 
5G Security Enhancement against False Base Station
Acronym: 5G_FBS 
Unique identifier: TBA 
Potential target Release: Rel-18 
Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
1
Impacts 
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	X
	
	

	No
	
	
	
	
	

	Don't know
	X
	
	
	X
	


2
Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	810032
	Study on 5G security enhancement against false base stations


	SA3 study on the security threats and corresponding potential solutions against false base stations in 5GS.


3
Justification

This WID is going to focus on the key issue#1, security protection on the RRCResumeRequest message. Assuming the conclusion on solution#17 is agreed, a WID is needed to proceed the normative work.
4
Objective

The objective of this work item is to specify the security enhancement for protecting RRCResumeRequest messages in TR 33.809 security enhancements against false base station, following the conclusion on the solution#17 in TR 33.809. The objective includes the following: 
· Specify the enhancement on the source and target gNB/ng-eNB

· Specify the enhancement on the UE to support the new RRCResumeRequest MAC-I
· Specify the enhancement on the Xn interfaces between gNBs/ng-eNBs. 

Editor’s Note: Any other conclusions agreed to in TR 33.809 in future meetings. 
The expected output will be captured in TS 33.501
Any potential modification on RAN specs will be handled by RAN groups. 
5
Expected Output and Time scale

	New specifications

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur


	Impacted existing TS/TR

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	33.501
	Addition of security features to protect against false base station
	TSG#96
6/2022
	

	RAN specs TBA
	
	
	


6
Work item Rapporteur(s)
Ivy Guo, Apple, <ivy_guo@apple.com>

7
Work item leadership

SA3

8
Aspects that involve other WGs
Architecture aspects are considered by SA2.

RAN aspects are considered by RAN WGs.

NAS aspects are considered by CT1. 
9
Supporting Individual Members
	Supporting IM name

	Apple

	US National Security Agency

	AT&T

	Deutsche Telekom

	Ericsson

	Huawei

	Hisilicon

	CableLabs

	Intel

	InterDigital

	Johns Hopkins University APL

	NIST

	Xiaomi

	OPPO

	

	

	

	

	

	


