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1
Decision/action requested

New clause 7.4.1 to conclude on Key Issue #4.1. 
2
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Rationale

This contribution proposes to recommend solution #4.1 to address Key Issue #4.1 on "Protection of SQN during AKA re-synchronisations" for the following reasons:
Need to address Key Issue #4.1
Key Issue #4.1 relates to the re-use of keystream in AKA protocol enabling an attacker to estimate the least significant bits of SQN, which leads to privacy leakage of the subscribers. 

We consider that this Key Issue should be addressed in normative phase since this attack impacts the trust in AKA protocol, as already identified in the assessment of attack risk in clause 7.0.1 of TR 33.846 [1]. In particular, it is not good that AKA has keystream re-use and providing an optional for an operator to deploy way to address the keystream re-use for AKA is worthwhile.
Benefits of the solution #4.1

· The solution does not impact the AMF/SEAF.
· The solution impacts only the USIM and the UDM of the home network.

· The solution does not introduce any new security issue.
· The solution also applies to 3G/4G.
Optional to implement

This solution is optional to support. The decision to implement or not the solution is under the control of the home network. The home network can decide at any time to deploy this solution in the UDM and issue new UICC/USIM. 
In companion CR to TS 33.102, confer S3-214316, there is the following NOTE clarifying that this feature is not mandatory to support. 
NOTE: Including MAC-S as an input to f5* ensures that AK is unique for each SQNMS. It is home network decision to include or not MAC-S as input to f5*.
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.846 [1].

*** START of CHANGE ***

7.4.1
Conclusion on key issue #4.1: Protection of SQN during AKA re-synchronizations 
It is concluded that solution #4.1 will form the basis of normative phase for Key Issue #4.1. 

*** END of CHANGE ***

