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1	Decision/action requested
Endorse the detailed proposal on SBA services for NSWO authentication
2	References
[1]	3GPP TR 33.881 “Study on non-seamless WLAN Offload in 5GS using 3GPP credentials”
[2]	S3-212668 “Discussion on the services to obtain 5G GBA Authentication Vector”

3	Rationale
SA3 has agreed to take solution #1 of the TR [1] for normative work of NSWO support in 5GS. It leaves a Note that states: 
“NOTE 3	Whether existing service operations used for primary authentication (Nausf_UEAuthentication_Authenticate and Nudm_UEAuthentication_Get) can be resused for NSWO or new service operations for NSWO execution independent from primary authentication service operations (e.g., Nausf_UEAuthentication_NSWOAuthenticate and Nudm_UEAuthentication_GetNSWO) are to be defined, will be decided in the normative phase.”
This paper aims at providing discussion for these two options of SBA services to be used for 5G NSWO authentication in the normative work.
The two options are called Option1 i.e., reusing existing service operations and Option2 i.e., defining new service operations in this document for brevity.
4	Discussion
Option1 proposes that the services defined for UE primary authentication in AUSF/UDM (i.e., Nausf_UEAuthentication_Authenticate and Nudm_UEAuthentication_Get) are extended with modifications for 5G NSWO, e.g., introducing a new parameter NWSO indicator to indicate the service operation is specific for NSWO authentication, also updating the meaning of existing parameter "SNN" with a fixed value for NSWO to be used for key derivation. It means that NSWO NF becomes NF service consumer of Nausf_UEAuthentication_Authenticate, similar to AMF.
Current SBA authorization mechanism is built on top of OAuth2.0, as specified in clause 13.4 of TS 33.501. The basic authorization scope provided by the authorization token is at service level with the "scope" claim. A finer granularity for the authorization token is also supported by "additional scope" that authorizes the services operations and/or resources level.
As per the proposal of Option1, AUSF is not able to provide different OAuth2.0 authorizations for the service requests from NSWO NF, compare with the service requests from AMF for UE primary authentication. I.e., there is no way to prevent that an NSWO NF requests primary authentication vectors (i.e., without the NSWO indicator) from the AUSF, on top of the existing SBA Authorization framework. 
This is seen as a major security issue with this option. Considering if NSWO NF is compromised by an attacker, the attacker could then obtain UE's primary authentication vectors. 
Mind that a similar discussion of reusing services for authentication vectors retrieval for different service types/purposes has been raised and discussed in SA3, cf. S3-212668 [2]. In that case it was agreed by SA3 that a new service shall be defined in such case. SA3 should follow the same criteria in the NSWO case.
Observation 1: Option1 introduces a security threat since it does not allow AUSF to provide different OAuth2.0 authorizations for NSWO authentication requests and UE primary authentication requests.

It is also noticed that though Option1 proposes only few updates on the existing services, it would have further impacts on implementation logic and dependency of existing features in AUSF and UDM. For example:
· UDM would be required to have specific logic to choose authentication methods specific for NSWO authentication, e.g., EAP AKA', but not other authentication methods defined in the UE's subscription;
· AUSF would be required to have specific logic not to generate Kausf but to generate MSK. It is assumed UE would not generate Kausf for NSWO use case.
· UDM would be required to have specific logic not to trigger features that depend on Kausf, e.g., UPU/SOR, AKMA generation.
· UDM may also be required to have specific logic to support SQN/IND separation for AKA, different to the one for 5G primary authentication. 
Observation 2: Option1 imposes additional impact in AUSF and UDM compared to primary authentication for authentication method handling, security key handling and dependency to other features based on Kausf. 
Conclusion:
Based on the above observations, Option1 introduces a security threat for AUSF authentication service operations and does not bring claimed additional simplicity by extending the existing services of UE primary authentication to NSWO authentication. Instead, it impacts service operations as well as service logic of primary authentication. Also, other yet unknown impacts could be discovered in the future.
 It would be more secure and cleaner design that SBA services for NSWO authentication would be specified independent from primary authentication with newly defined service operations for both AUSF and UDM. It should be noted that new SBA services are not needed, but new SBA service operations. 
5 	Detailed proposal
It is proposed that 
· new service operations are to be defined in AUSF to support NSWO Authentication. 
· new service operations are to be defined in UDM to support NSWO Authentication.
The proposed new service operations are implemented in S3-214262. 
Note: For the sake of simplicity, the CR in S3-214262 focuses on defining new service operations for NSWO authentication. The CR does not include a signalling procedure since we assume a CR on signalling procedure will be provided by other companies and the service operations question is the main open issue. 
