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1
Decision/action requested

It is proposed to endorse the proposals in this discussion paper.
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Rationale

SA3 is currently discussing conclusion for key issue#1 and #2 i.e., authentication and authorization between EEC and ECS/EES. In SA3#104-e Ad-Hoc meeting it was concluded to use certificate-based TLS server authentication for EES and ECS, leaving authorization, other options for authentication and client-side authentication for FFS.
The other options available based on the discussion till now in SA3 is as follows:

1. Authentication and authorization between EEC and ECS
a. Authentication

· Authentication based on TLS-PSK from AKMA application keys (mutual authentication required as per S3-214221).
· GBA based mechanism

· Token-based mechanism, where token is provided by an EDGE Computing Service Provider

b. Authorization
· Static authorization

· Token-based mechanism

2. Authentication and authorization between EEC and EES

a. Authentication

· Server-side certificate authentication (as concluded in SA3#104-e Ad-Hoc) along with token-based mechanism for mutual authentication

· Authentication based on TLS-PSK from AKMA application keys (mutual authentication required as per S3-214221).

· GBA based mechanism

b. Authorization

· Token-based mechanism for authorization where token is obtained from ECS.
3.1
Way forward for authentication and authorization
Observation 1: Currently, only certificate-based TLS server authentication between EEC and ECS is concluded. As per the discussion in S3-214221, it is clear that client-side authentication is also necessary. Therefore, SA3 needs to look into other available options to perform mutual authentication between EEC and ECS. 
Proposal 1a: In order to support mutual authentication, we propose the following way forward to use one of the following TLS method:

· Option 1: When Edge service is provided over 5GS, AKMA is used for generating the shared key between EEC and ECS and TLS-PSK protocol is used for mutual authentication
· Option 2: When Edge service is provided over EPS, GBA as specified in TS 33.222 is used for generating the shared key between EEC and ECS and TLS-PSK protocol is used for mutual authentication. 
· Option 3: To use client-server certificate-based TLS authentication for mutual authentication. 

· Option 4: To use certificate-based TLS server authentication + Client (EEC) side authentication using application layer-based mechanism (such as token) generated by the ECSP or a third party.
NOTE: Option 1 or Option 2 or Option 3 is required for Option 4 to obtain the initial token.

Proposal 1b: For the authorization between EEC and ECS, it is suggested to use the static authorization by the ECS for the normative work. If token-based mechanism is concluded, same token could serve the purpose of authorization as well.
Observation 2: As per the available options for authentication and authorization between EEC and EES, EEC needs to authenticate the EES before sending the security credential such as token or any UE identifiers to avail any service. 
Proposal 2: For the authentication between EEC and EES, it is suggested to use to use certificate-based TLS server authentication + Client (EEC) side authentication using application layer-based mechanism (such as token) generated by the ECS or ECSP or a third party.
4
Detailed proposal

It is requested to endorse this document and consider the suggested way forward from above observations:
Proposal 1a: In order to support mutual authentication, we propose the following way forward to use one of the following TLS method:

· Option 1: When Edge service is provided over 5GS, AKMA is used for generating the shared key between EEC and ECS and TLS-PSK protocol is used for mutual authentication

· Option 2: When Edge service is provided over EPS, GBA as specified in TS 33.222 is used for generating the shared key between EEC and ECS and TLS-PSK protocol is used for mutual authentication. 
· Option 3: To use client-server certificate-based TLS authentication for mutual authentication. 

· Option 4: To use certificate-based TLS server authentication + Client (EEC) side authentication using application layer-based mechanism (such as token) generated by the ECSP or a third party.

NOTE: Option 1 or Option 2 or Option 3 is required for Option 4 to obtain the initial token.

Proposal 1b: For the authorization between EEC and ECS, it is suggested to use the static authorization by the ECS for the normative work. If token-based mechanism is concluded, same token could serve the purpose of authorization as well.
Proposal 2: For the authentication between EEC and EES, it is suggested to use to use certificate-based TLS server authentication + Client (EEC) side authentication using application layer-based mechanism (such as token) generated by the ECS or ECSP or a third party.
