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1
Decision/action requested

It is proposed to approve this contribution to update solution#1 in TR 33.847.
2
References

[1]
3GPP TR 33.847 Study on security aspects of enhancement for proximity-based services in the 5G System.
3
Rationale

This pCR is proposes to resolve the following EN from solution#1 in TR 33.847:

Editor's Note: The input parameters to derive the keys are FFS.

Since, the key derivation is left to decide during normative work, it is proposed to change the EN as Note as given below:
NOTE: Input parameter to derive the keys are left for normative work.

Editor's Note: Further details on restricted security context transfer is FFS.
Restricted security transfer should ensure that only ProSe related security context transferred. ProSe related security context here corresponds to the REAR key and REAR Key ID which was included to the security context of the remote UE at step 7.
4
Detailed proposal

*****Start of Change*****
6.1
Solution #1: Solution for key management in 5G Proximity Services relay communication
6.1.1
Introduction
This solution describes how the existing network function Authentication Server Function performs the key management instead of PKMF (ProSe Key Management Function) as done in TS 33.303 [6] in LTE ProSe. This solution addresses key issue #9.

6.1.2
Solution details

In the proposed solution the PCF provisions the UE with necessary policies and parameters to use 5G ProSe services, as part of the UE ProSe Policy information as defined in TS 23.503 [17] clause 4.2.2. PCF provisions the authorization policy and parameters for 5G UE-to-Network Relay Discovery and Communication and the related discovery security materials are provisioned by 5GDDNMF. 
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Figure 6.1.2-1: Procedural call flow for key management in 5G ProSe

Step 1: The remote UE seeking access via UE-to-Network relay, REAR (Remote Access via Relay) sends a UE policy provisioning request to the AMF. The request may include the Remote UE capability i.e., ProSe UE capability, PC5 capability. 

AMF sends Npcf_UEpolicycontrol_update request over Service based interface to discover the corresponding PCF and requests for the required ProSe authorization policy. 

PCF sends back Npcf_UEpolicycontrol_update response with the required ProSe authorization policy. AMF delivers the ProSe related policies to the Remote UE.

The UE-to-Network relay gets authenticated and authorized by the network to support as a relay for ProSe communication. 

Step 2: The Remote UE sends a key request message to the remote AMF, where the message includes the ProSe Remote access indication and 5G-GUTI if already assigned or the SUCI. This solution is based on single hop relay i.e., one UE-to-Network relay between Remote UE and the core network. The proposed solution also works for multiple hop relay communication.

The ProSe Remote access indication is set to 1, which indicates that there is only single hop UE-to-Network relay in between.

If SUCI is included in the Key request, the AMF may forward the Key request to the AUSF instance for primary authentication and AUSF may initiate primary authentication and perform required operations.
If 5G-GUTI is included and AMF succeed to verify UE and retrieve the UE context from 5G-GUTI, AMF may proceed to step 3. Otherwise, AMF may forward the Key request to the AUSF for primary authentication.

Step 3: In order to authorize the UE requesting for keys for remote access, the AMF retrieves the UE details or subscription data from UDM. 

Step 4: The AMF forwards the Key request to the AUSF instance which is capable of authentication, authorization and key derivation for the ProSe UE-to-Network relay communication.

Step 5: The AUSF generates the REAR Key for Remote UE communication via UE-to-Network relay. The REAR key will be used for deriving the ProSe key KNR_ProSe. 

Input to the Key Derivation Function for deriving the REAR key is as follows:

REAR Key = KDF (Latest KAUSF, SUPI of the Remote UE, Relay UE ID bound to SUPI of relay/TempID of relay, other possible parameters)

The generated key is 256 bits long out of which, the 128 bits MSB of the key is the REAR Key and the other 128 bits is the REAR Key ID. The purpose of the REAR Key ID is to identify the REAR key.


NOTE 1: Input parameter to derive the keys are left for normative work.
Step 6-9: AUSF sends the generated REAR key and Relay UE ID/TempID of Relay which is bound to UE-to-Network relays SUPI in the key response message to the Remote AMF. The remote AMF includes the REAR key in the security context of the remote UE. Step 10: Remote UE discovers the relay UE using any of Model A or Model B methods. The discovery message must include the relay UE ID provided by the AUSF.

Step 11: After the discovery of the UE-to-Network relay, the Remote UE sends the Direct communication request to the discovered relay for establishing a secure PC5 unicast link. The message should include Relay Service Code or ServiceID, 5G-GUTI of the Remote UE. 

Step 12: On receiving the Direct Communication request, the UE-to-Network relay sends a key request message to the relay AMF along with the Relay Service Code or ServiceID, 5G-GUTI of the Remote UE received from the remote UE.

Step 13-16: Relay AMF authorizes the relay UE and retrieves the ProSe security context if the key request includes 5G-GUTI. The AMF authorizes the remote UE by checking with the UDM and acquires the REAR key through the security context. A restricted security context (only ProSe related security context) transfer is performed between remote AMF and relay AMF to avoid the reallocation of AMF. ProSe related security context here corresponds to the REAR key and REAR Key ID which was included to the security context of the remote UE at step 7.
NOTE 2: ProSe security context includes, but is not limited to REAR Key and REAR Key ID. Further parameters to be included as ProSe security context are left for normative work.

Step 17-18: If the security context retrieval fails, the relay AMF sends a reject message to the remote AMF with an indication to re-try the key request using SUCI. This request is forwarded to the remote UE. 

Step 19-24: The Remote UE sends a direct communication request to the relay using the SUCI parameter. Relay UE sends the relay key request to the relay AMF sends, relay AMF authorizes the UE and forwards the key request to the AUSF. The AUSF retrieves the Authentication Vectors from the UDM and triggers primary authentication of remote UE.

Step 25-26: The REAR key is generated at the AUSF same as in step 5. The remote UE and relay AMF acquire the REAR key from the key response message received from AUSF. The relay AMF authorizes the remote UE by checking with the UDM.

Step 27-29: The Relay AMF now generates the KNR_ProSe key. The input to the KDF for generating the ProSe key is as follows:

KNR_ProSe = KDF (REAR key, 5G-GUTI, Relay Service Code or ServiceID, KNR_ProSe freshness parameter, other possible parameters). KNR_ProSe freshness parameter can be any nonce or counter or random number. KNR_ProSe is used as a root key. The Relay UE derives PC5 session key Krelay-sess from KNR-ProSe, and confidentiality and integrity keys from Krelay-sess, in a similar way as KNRP-sess is derived from KNRP, and confidentiality and integrity keys from KNRP-sess in TS 33.536[8].
Step 30: The Relay AMF sends the KNR_ProSe and freshness parameter in the key response message to the UE-to-Network relay.

Step 31-32: The UE-to-Network relay stores the received KNR_ProSe and sends the freshness parameter to the Remote UE in the Direct Security Mode command message.

Step 33: The remote UE generates the ProSe key to be used for Remote access via Relay same as defined in step 29. Remote UE sends the Direct Security mode complete message to the UE-to-Network relay. Further communication between Remote UE and Network takes place securely via the UE-to-Network relay.
Editor's Note: The privacy protection of Remote UE is FFS when its 5G-GUTI is used in DCR.
*****End of Change*****
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