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Rationale
The proposed scope can be either handled as SID or as WID, depending on company view. Alternatively, these items can also be included into the SID_eSBA_SEC.
3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 
Study on enhanced Security Aspects of the 5G Service Based Architecture
Acronym: N32_SEC 
Unique identifier: 
{A number to be provided by MCC at the plenary} 
Potential target Release: Rel-18 

1
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	x
	

	No
	x
	x
	x
	
	

	Don't know
	
	
	
	
	


2
Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a …  
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	 


3
Justification

N32 security is used between two PLMNs to negotiate the security protocol (N32-c) and protect sending HTTP-messages (N32-f). The 5G System architecture introduced a Security Edge Protection Proxy (SEPP) as an entity sitting at the perimeter of a PLMN for protecting these control plane messages. SEPPs enforce inter-PLMN security on the N32 interface. TS 33.501 considers deployment scenarios for direct SEPP-SEPP communication and communication via IPX, where N32-f is setup on each hop towards the other SEPP. TS 33.501further describes the roaming case. 

Ongoing discussions within 3GPPP and coming to 3GPP by GSMA are raising topics, which this WID will handle. 
- S3-213806 / 5GMRR Doc 19_11r2 LS to 3GPP SA3 working group on 5GS Roaming Hubbing: TS 33.501 is currently only providing N32 security solution for IPX. In this LS business cases for roaming are mentioned, for which TS 33.501 does not provide explanation so far. A related key issue can be introduced to review if the current security mechanisms over N32 are sufficient to cover roaming hub and operator group roaming hub scenarios. 

- S3-213814 / CT4 LS on using N32 for interconnect security:  investigate if inter-PLMN security as for roaming is sufficient also for interconnect scenarios.
- S3-213877 / 5GMRR22_015 LS to 3GPP SA3 on mutual authentication in roaming scenario. In this LS GSMA asks whether vNRF and hNRF authentication can be clarified, i.e. if mutual authentication is the correct term used in TS 33.501. This depends on the trust relations in inter-PLMN communication and a clarification on the assumed trust is necessary. Details on how to handle this security aspect will be documented, in case the existing mechanisms are not sufficient.

4
Objective

The objective of this the work item "N32_SEC" is to provide security consideration on using N32 security protocols in roaming and interconnect by looking at different deployment scenarios including roaming hub.
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	
	
	
	
	
	


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TS 33.501
	necessary additions covering the aspects as described in the justification part
	TSG#96
	{Free text}


6
Work item Rapporteur(s)
anja.jerichow@nokia.com
7
Work item leadership

SA WG3
8
Aspects that involve other WGs
CT4 for stage 3 work.
9
Supporting Individual Members
	Supporting IM name

	Nokia

	Nokia Shanghai Bell

	

	

	

	

	

	

	

	

	

	

	


