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1
Decision/action requested

KI#4 conclusion
2
References

[1]
3GPP TS 33.875
3
Rationale

Keeping the intention of the EN as Note: Collaboration with CT4 is needed in identifying critical HTTP elements that need not be mediated by an SCP.  
4
Detailed proposal

****** START OF CHANGES

7
Conclusions 
Editor's Note: The purpose of this TR is to make conscious decisions whether 5G SBA security needs to be enhanced to address specific threats and to which price (complexity versus security gain) this is possible. The clause will provide conclusive statements per key issue, i.e. whether and how to move forward with normative work and, if yes, which solutions are endorsed. 
7.X
KI#4: Authorization of SCP to act on behalf of an NF or another SCP
One of the main 5G security features is the usage of OAuth to authorize service requests. In indirect communication scenarios involving SCP, with the current specification text this concept is broken, because an SCP could request a service without the knowledge of the NF Service Consumer (NFc), at least within the validity period of the CCA provided by the NFc to SCP before. 

To reduce the risk of SCP misusing the CCA to request a service without being triggered by the NF Service Consumer, normative work is concluded as described in solution #2. The solution proposes to include SCP identifier (i.e. either SCP Instance and/or Domain info) in the CCA that is generated by the NF Service Consumer. SCP Identifier in the CCA ensures that the CCA is not misused in the transmit, and only the SCP to which the NF Service Consumer sends the CCA request the service to the NRF/NFp. Further, since the CCA is used for authentication and not authorization, the authorization mechanism proposed in the solution only ensures implicit authorization of SCP by the NF Service Consumer. 
****** END OF CHANGES

