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1
Decision/action requested

Endorse to request SAGE to prepare 256-bit algorithms for confidentiality and integrity protection based on ZUC-256, as one of the proposed 256-bit algorithm sets for future consideration by SA3.
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Rationale

In S3-200930, S3-201541 and SAGE (20) 08, SAGE raised a series question on design, security, performance, about ZUC-256. In later SA3 and SAGE joint conference calls, ZUC-256 was also discussed. CATT and ZUC-256 algorithm design team have maintained close communication with SAGE for the past years. In this report, CATT would clarify some information about ZUC-256.
· IV length

The design team has addressed SAGE’s advices. After carefully evaluation by the design team, a draft version of ZUC-256 is recently published [1], with a much natural-looking and very simple, symmetric loading scheme. The constant of ZUC-256 have been replaced by the binary expansion of π including the integer part.
Observation 1: ZUC-256 with 128-bit initial vector (IV) uses the same IV length as the specified 128-bit key algorithms, as well as SNOW-V and AES-256. 

· Security aspects
Since ZUC-256 draft algorithm with 184-bit IV [2] published in April 2018, it has attracted many cryptographers analyzing the design and security. In [2], distinguishing attack of key stream is proposed. However, in [4], the ZUC-256 algorithm design team re-evaluated the complexity of the linear distinguishing attack. The time complexity of the presented linear distinguishing attack is shown to be 2253.93 basic operations when the success probability is close to 1, which is marginal to the 256-bit security. In [5], the authors discussed differential properties of ZUC-256. Authors in [6] gave a similar conclusion as in [3], and no practical attack is found.
Even before ZUC-256 (128-IV draft) is published, the cryptographers from Japan, Switzerland, India and China, analysed a potential design of ZUC-256 (128 bit-IV) [7]. In this paper, the authors also proposed a possible attack to ZUC-256. In order to implement this attack, it is needed to find an assignment to (K, IV) pair that meet certain requirements first. However, this is impossible in 3GPP systems. In addition, the authors demonstrated that “our key-recovery attack naturally works in the weak-key setting”. Besides, even if the attacker has the super ability to control the key, as long as he has no access to internal state, S0, the attack is impossible to be launched.
Observation 2: ZUC-256, either 184-bit IV or 128-bit IV draft, has been evaluated by international cryptographers, and the results showed that no practical attack has been found.
In 2021, a new attack method on SNOW-V is proposed [8]. The SAGE is evaluating the threat with this attack. However, due to the non-linear of ZUC-256 LFSR, this attack does not impact ZUC-256. 
Observation 3: The differentiation of design between ZUC-256 and SNOW-V strengthen the security of 3GPP system.
· Performance aspects
A fast implementation optimization for ZUC-256 on Intel CPU was first given by [9]. Based on this work, in [10], the authors explore the software implementation optimizations of ZUC-256 stream cipher for x86 processors (Xeon Gold 6128) 21Gbps encryption is achieved by parallelly processing multiple PDCP frames. With the help of SAGE, by using GF-NI on Intel Tiger Lake series CPU (i7-1165G7), 40Gbps encryption rate is achieved by researchers in CATT. There are still possible ways to optimize the implementations, to acquire a higher key stream generation. In [11], the authors compared key stream generation rate on RISC-V, where no dedicated instruction is implemented in CPU. This result shows that ZUC-256 is faster than SNOW-V and AES-256 algorithms on platforms without AES-NI.
Observation 4: ZUC-256 could partially use the dedicated instructions on x86 CPU for AES round function to speedup.
In [12][13], hardware implementation optimizations are proposed. The keystream generation throughput for ZUC is 2.08 Gbps at a 65 MHz clock frequency, and ZUC-256 has a main frequency of 209.346 MHz and a throughput of 6.542Gbps on FPGA, respectively.
Observation 5: Hardware implementation would achieve a high keystream rate, that meets the requirement for future use.
4
Actions
It is proposed to endorse to send a LS to SAGE, asking SAGE to take above information into account. 3GPP also kindly ask SAGE to evaluate ZUC-256 with both 184-bit IV and 128-bit IV.
