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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

 [1]
TS 23.304 
3
Rationale

In restricted discovery, comparing to 4G, changes to 5G are:
1. replace Prose Function with 5G DDNMF.

2. Introduce the privacy protection of the SUPI that is sent in the discovery request message. The method to protect SUPI can be either to use the SUCI or the enable the confidentiality protection of PC3a interface as described in S3-214028
3. Introduce the solution#38 in TR 33.847.
4
Detailed proposal

***********The First Forth Change***********
6.1.3.D
Restricted discovery

6.1.3.D.1
General
In addition to clause 6.1.3.4.1 in TS 33.303[X], 5G Prose introduced two new features: 
-
5G ProSe introduces 5G ProSe PC5 security policy to protect the signalling and user plane security of PC5 interface.  In order to achieve the same ProSe service to use the same 5G ProSe security policy for PC5 connection, both Model A and Model B of restricted discovery are enhanced to support 5G ProSe security policy distribution. 

-
The privacy of discovery messages is enhanced by sending SUCI when the UE ID is permanent identifier.

6.1.3.D.2
Security flows
6.1.3.D.2.1
Model A security flows
Security flows defined in clause 6.1.3.4.2.1 of TS 33.303[X] is applicable with the following change:

-
The 5G DDNMF takes the role of "ProSe Function" in the procedure;

-
If the PC3 interface enables the confidential protection, then the A-UE can send the SUPI as described in clause 6.3.1.4 of TS 23.304[Y], otherwise, the A-UE shall calculate SUCI and send the SUCI in step1.

-
If SUCI is received by the A-UE’s 5G DDNMF, the 5G DDNMF of A-UE shall send the SUCI to the UDM using Discovery Authorization procedure as described in step2 in 5.3.3A.2 of TS 23.303[Z]. The UDM shall deconceal the SUCI to gain the SUPI, and send the SUPI back to the 5G DDNMF of A-UE.

-
Before step 4, the 5G DDNMF of the A-UE may get the A-UE’s PC5 signalling security policy and PC5 user plane security policy related to the discovered service from PCF.
-
In step 4, if the 5G DDNMF gets the A-UE’s PC5 security policies from PCF, the PC5 security policies are sent by the 5G DDNMF of A-UE. If the A-UE receives the PC5 security policies, the A-UE stores them, and uses them in the subsequent PC5 unicast establishment procedures as described in clause 6.3.3.

-
If the PC3 interface enables the confidential protection, then the M-UE can send the SUPI as described in clause 6.3.1.4 of TS 23.304[Y], otherwise, the M-UE shall calculate SUCI and send the SUCI in step 5.

-
If SUCI is received by the M-UE’s 5G DDNMF, the 5G DDNMF of M-UE shall send the SUCI to the UDM using Discovery Authorization procedure as described in step 2 in 5.3.3A.2 of TS 23.303[Z]. The UDM shall deconceal the SUCI to gain the SUPI, and send the SUPI back to the 5G DDNMF of M-UE.

-
In step 9, if the 5G DDNMF of A-UE gets the A-UE’s PC5 security policies from PCF, the 5G DDNMF of A-UE sends the PC5 security policies to the 5G DDNMF of M-UE, and then the M-UE’s 5G DDNMF forwards the PC5 security policies to the M-UE in step 10. If the M-UE receives the PC5 security polices, the M-UE stores them, and uses them in the subsequent PC5 unicast establishment procedures as described in clause 6.3.3.6.1.3.
6.1.3.D.2.2
Model B security flows
Security flows defined in clause 6.1.3.4.2.2 of TS 33.303[X] is applicable with the following change:

-
The 5G DDNMF takes the role of "ProSe Function" in the procedure;

-
If the PC3 interface enables the confidential protection, then the Discoveree UE can send the SUPI as described in clause 6.3.1.4 of TS 23.304[Y], otherwise, the Discoveree UE shall calculate SUCI and send the SUCI in step1.

-
If SUCI is received by the Discoveree UE’s 5G DDNMF, the 5G DDNMF of Discoveree UE shall send the SUCI to the UDM using Discovery Authorization procedure as described in step2 in 5.3.3A.2 of TS 23.303[Z]. The UDM shall deconceal the SUCI to gain the SUPI, and send the SUPI back to the 5G DDNMF of Discoveree UE.

-
Before step 4, the 5G DDNMF of the Discoveree UE may get the Discoveree UE’s PC5 signalling security policy and PC5 user plane security policy related to the discovered service from PCF.
-
In step 4, if the 5G DDNMF gets the Discoveree UE’s PC5 security policies from PCF, the PC5 security policies are sent by the 5G DDNMF of Discoveree UE. If the Discoveree UE the security polices, the Discoveree UE stores them, and uses them in the subsequent PC5 unicast establishment procedures as described in clause 6.3.3.

-
If the PC3 interface enables the confidential protection, then the Discoverer UE can send the SUPI as described in clause 6.3.1.4 of TS 23.304[Y], otherwise, the Discoverer UE shall calculate SUCI and send the SUCI in step5.

-
If SUCI is received by the Discoverer UE’s 5G DDNMF, the 5G DDNMF of Discoverer UE shall send the SUCI to the UDM using Discovery Authorization procedure as described in step2 in 5.3.3A.2 of TS 23.303[Z]. The UDM shall deconceal the SUCI to gain the SUPI, and send the SUPI back to the 5G DDNMF of Discoverer UE.
-
In step 9, if the 5G DDNMF of A-UE gets the A-UE’s PC5 security policies from PCF, the 5G DDNMF of Discoveree UE sends the PC5 security policies to the 5G DDNMF of Discoverer UE, and then the Discoverer UE’s 5G DDNMF forwards the PC5 security policies to the Discoverer UE. If the Discoverer UE receives the security polices, the Discoverer UE stores them, and uses them in the subsequent PC5 unicast establishment procedures as described in clause 6.3.3.
6.1.3.D.3
Protection of the discovery messages over the PC5 interface

In addition to the descriptions in clause 6.1.3.4.3 of TS 33.303[X], the 5G ProSe enhance the privacy protection of discovery message, i.e. by calculating the SUCI from SUPI and sending the SUCI to the 5G DDNMF. The 5G DDNFM will get the SUPI from the UDM that de-conceal the SUCI to gain the SUPI.
************The end of Change************
