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1
Decision/action requested

Endorse the proposal
2
Rationale

This contribution discusses a potential Release 18 study for a home triggered primary authentication.
3
Background 
In SA3#104 meeting, the possibility to trigger a primary authentication from the home network was brought up to address several issues such as in S3-212670, and S3-212903. The outcome was an outgoing LS to CT4 to asking for clarification on whether this was already supported in stage 3 specifications. The reply from CT4 can be found in S3-213850.
In reply to our question, the CT4 LS states the following:
[CT4] CT4 defines UDM triggered AMF de-registration procedure which can cause de-registration and re-registration of the UE, so that UDM can insist for re-authentication during re-registration. Though this procedure is not intended for triggering re-authentication, as it results in service impact.
From a security point of view, the security context will be retained following a deregistration procedure, and hence the UE can use the stored security context in subsequent registration attempts. Here again, it is up to the AMF to trigger a primary authentication procedure since this is not decisive for the success of the overall registration. In a roaming scenario, and even though the UDM can trigger indirectly a re-registration procedure, it is still the AMF in the serving network that solely decide whether the primary authentication is needed.
Obeservation: There is no procedure to allow the home network to trigger the re-atuentication procedure.

5
Way forward
While there is a need for such a procedure, there is not much time in the Release 17 timeframe to discuss potential solutions and especially to cover all issues surrounding the support of this new procedure such as (but not limited to):

- 
Which entity in the HN triggers the re-authentication? It is the UDM or the AUSF, or the AF?
- 
Are there any impact on SN to cover roaming scenarios?
-
Is there a risk for race conditions, e.g. when authentication procedures are triggered simultaneously by the SN and the HN?

Proposal: Create a study on Home Network trigerred primary authentication in Rel-18.
