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1
Decision/action requested

Acceptance of an update to the conclusions for KI#16 of TR33.847.
2

Rationale

Solution #32 of TR 33.847 addresses KI#16 since it mitigates privacy issues related to the use of relay service codes and PDU session-related parameters during discovery and connection setup for L3 UE-to-NW relays. The solution describes two primary alternatives:
- ALTERNATIVE 1: In this alternative, each UE-to-Network relay gets provisioned by the PCF with PDU session parameters associated with the supported Relay Service Codes during the initial authorization and provisioning step, in line with SA WG2’s design in TS 23.304.
- ALTERNATIVE 2: In this alternative, UE to Network relays do not get provisioned by the PCF with PDU session parameters associated with the supported Relay Service Codes during the initial authorization and provisioning step. Instead the PDU session parameters are provided by the network only to the single UE-to-Network relay that is selected by the Remote UE and only after the network has verified the Remote UE and the selected Relay UE are authorized to set up a relay connection for the given Relay Service Code, and not to other UE-to-Network relays in vicinity for additional privacy protection in particular during the discovery phase.. This alternative is currently not in line with SA WG2’s design in TS 23.304, and hence would require alignment with SA WG2.

As indicated in the evaluation of Solution #32, ALTERNATIVE 2 does provide better protection than ALTERNATIVE 1 during discovery. This is because in ALTERNATIVE 1, UE-to-Network relays can associate a solicited Relay Service Code with the pre-provisioned PDU session parameters, and hence has access to some privacy specific information of the Remote UE if the UE-to-Network relay supports the respective Relay Service Code. This implies that for the UE-to-Network relays in vicinity of the Remote UE that support the respective Relay Service Code and can decrypt the respective discovery solicitation message the security requirements of key issue#16 can temporarily not be met. SA WG2 may not have taken this into account in their design in TS 23.304.
Although ALTERNATIVE 2 has clear benefits over ALTERNATIVE 1, ALTERNATIVE 2 requires aligning with SA2 first. Given the limited time left for release 17, we propose to proceed with ALTERNATIVE 1 for the normative release 17 work in SA3 as a first step to mitigate the existing privacy issues. We can send a liaison to SA2 to inform them about ALTERNATIVE 2. If they can still manage to change their specification during release 17, we can update the solution accordingly. Apart from a few minor changes, the changes between the procedures for ALTERNATIVE 1 and ALTERNATIVE 2 are minimal (and may also be considered as potential update in future release if SA2 cannot change the release 17 specification in time).
3
Detailed proposal

***
START OF CHANGE
***

7.16
Key Issue #16: Privacy protection of PDU session-related parameters for relaying
With a L2 UE-to-Network relay between the Remote UE and the network, no new security vulnerabilities related to KI #16 is identified, hence no new solution is needed. The existing mechanism in TS 23.501 [15] and TS 33.501 [14]  are capable to meet the security requirements of KI #16. 
With a L3 UE-to-Network relay between the Remote UE and the network, it is concluded that upon setting up the indirect network connection, only the UE-to-Network relay that has been selected by the Remote UE is able to retrieve the privacy sensitive PDU session parameters (i.e. S-NSSAI, DNN) associated with the requested Relay Service Code. To this end, it may use an end-to-end protection scheme of the Relay Service Code between the Remote UE and the 5GC (e.g. as described in steps 2 ALTERNATIVE 1, 3b and 4a of Solution #32), so that the 5GC can ensure that only the selected and authorized UE-to-Network relay will receive the necessary information.

NOTE 1: 
For updating of the Relay Service Code (which can be seen as a long-term identifier) we refer to the conclusion of KI#5.
NOTE 2: 
As shown in Solution #32 ALTERNATIVE 1, the necessary information can be the decrypted Relay Service Code that the UE-to-Network Relay can use to map to the corresponding PDU session parameters according to a pre-configured mapping (see clause 5.1.4.1 of TS 23.304). Given that is not wise to share the privacy sensitive PDU session information with so many devices beforehand, SA3 will try to reach alignment with SA2 during normative phase on whether it could be possible to not pre-provision each UE-to-Network relay with a mapping of Relay Service Codes to PDU session parameters. If alignment on this can be reached with SA2, then the procedures can be updated with a step to let the AMF retrieve the PDU session parameters from the PCF and return these to the selected UE-to-Network relay (e.g. as described in steps 5b and step 6 ALTERNATIVE 2 of solution #32).  

***
END OF CHANGE
***
