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1
Decision/action requested

Acceptance of an update to conclusion of KI#5 of TR33.847.
2

Rationale

This pCR proposes to add conclusions related to KI#5, in order to address the following sub-issues:

· During connection setup with a UE-to-Network relay several privacy sensitive parameters/identities are used, such as Relay Service Code and User Info ID. These need to be protected from eavesdroppers, and also need to be integrity protected. Solutions #32 and #42 describe some mechanisms to achieve that. We note that these solutions are not mutually exclusive, but depend on which parameters are included in the Direct Communication Request message (which may be different e.g. for the different types of authorization procedure as per KI#4 and KI#9), and also depend on whether certain parameters can be exposed to non-selected UE-to-Network relays and other Remote UEs without involving the 5GC or only to the selected UE-to-Network relay as per KI#16.
· Furthermore, some long-term identities that may be used during multiple discovery phases and multiple connection setups with UE-to-Network relays (such as Relay Service Code and User Info ID) need to be updated to make sure these long-term identities cannot be used for long-term tracking e.g. by UEs that share the same DUSK/DUCK, and that they cannot be misused by UEs for which relay authorization has been revoked/expired. This also applies to 5G-GUTI in case it is decided that that identity would be used during the authorization procedure. In particular, this needs to be enabled for Remote UEs that are out-of-coverage (for potentially a long period of time). In case of Layer-3 relays, the mechanisms of solution #32, which allow these identities to be updated without exposing the new values to the UE-to-Network relay, may be used as a basis.
· Furthermore, as mentioned also in solution #32, the layer-2 identifiers used during ongoing communication connection via a UE-to-Network relay need to be regularly updated, and should be different than the latest layer-2 identifier used for discovery messages, in order to prevent long-term tracking and tracing of the UEs involved.
3
Detailed proposal

***
START OF CHANGE
***

7.5
Key Issue #5: Privacy protection over the UE-to-Network Relay
The following text is taken as a conclusion for the UE-to-Network Relay solution (L2, L3 with/without N3IWF):

Path switch is not included in the present document, no normative work is needed to address any privacy issue for the path switch scenario.

Privacy sensitive parameters/identities used in the Direct Communication Request, such as Relay Service Code and User Info ID need to be encrypted to protect them from eavesdroppers, and also need to be integrity protected to prevent manipulation.
NOTE 1: The protection schemes described in solution #42 and step 2 of solution #32, or a combination thereof can be used as a basis for normative work. Which key(s) to use depends on the privacy sensitive parameters/identities that are included in the Direct Communication Request (which may be different e.g. for the different types of authorization procedure as per KI#4 and KI#9), and also depend on whether certain parameters/identities require end-to-end protection and/or whether they can be exposed to non-selected UE-to-Network relays and other Remote UEs without involving the 5GC or only to the selected UE-to-Network relay as per KI#16. Therefore, further details on which key(s) to use for encryption and further details on the key derivation are left for the normative phase.
NOTE 2: The inclusion of SUCI in a Direct Communication Request is not considered privacy sensitive since the Remote UE can calculate a fresh SUCI  as per 6.12.2 of TS 33.501 upon each Direct Communication Request. If the 5G-GUTI is included, then it should be updated by the Remote UE’s AMF upon connection setup via the UE-to-Network Relay. To this end, assuming no security context transfer of the Remote UE takes place, the UE-to-Network relay’s AMF can contact the Remote UE’s AMF, in order to prepare a fresh 5G-GUTI for the Remote UE. The Remote UE’s AMF can encrypt the fresh 5G-GUTI using the latest Kamf for the Remote UE, after which the UE-to-Network relay’s AMF can let the UE-to-Network relay forward the encrypted 5G-GUTI to the Remote UE in the Direct Security Mode Command as an additional parameter. For Layer-2 relays, the normal procedures of TS 23.501, TS 23.502 and TS 33.501 to update the 5G-GUTI can be reused.
Long-term identifiers that may be used during multiple discovery phases and multiple connection setups with UE-to-Network relays (such as Relay Service Code and User Info ID) need to be updated not only for UEs that are in coverage, but also for UEs that are out-of-coverage, in order to make sure these long-term identities cannot be used for long-term tracking e.g. by UEs that share the same DUSK/DUCK, and that they cannot be misused by UEs for which relay authorization has been revoked/expired. For Layer-3 relays, the mechanisms of solution #32 (in particular steps 5a, 7, and 8) can be used as a basis. For Layer-2 relays, the normal procedures of TS 23.501, TS 23.502 and TS 33.501 to update these identifiers can be reused.
The Remote UE and UE-to-Network relay need to regularly update their layer-2 identifiers whilst a Remote UE is connected via a UE-to-Network relay to prevent long term tracking and tracing, by running the Link Identifier Update procedure as defined in TS 33.536. Furthermore, the Remote UE needs to select a different layer-2 ID for the Direct Communication Request from the layer-2 ID that was used in previous model B solicitation messages to prevent an attacker from linking the Remote UE’s information exchanged in the discovery and DCR messages. 
***
END OF CHANGE
***
