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1
Decision/action requested

A of a new Solution based on Solution#14 of TR33.850 for enhanced protection against replay/MitM attacks
2
Rationale

This Tdoc describes a new solution that builds on Solution #14 and includes enhanced protection against replay/MitM attacks. An idea is applied, namely checking the (1) timing of the communication between UEs and gNB.
The first technique, checking the timing, is similar to what is proposed to be done in solutions for KI#2 requiring digital signatures. In some of those solutions, it is proposed to check the timing of the received SI messages at the UE. In this way -- assuming that UEs and gNB are time synchronized -- it is possible for the UE to detect a replay attack.


3
Detailed proposal

The following proposal describes a solution building on Solution #14 with enhanced protection against replay attacks. 
***
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6.X
Solution #X: Shared key based MIB/SIBs protection with enhanced protection against replay/MitM attacks
6.X.1
Introduction

This solution addresses the security requirement of Key Issue #2: Security protection of system information. This solution builds on Solution #14 and provides enhanced protection against replay attacks.
6.X.2
Solution details

The procedure is as in Solution 14 with the following changes:
· In Step 1, the UE and gNB record  the time of the communication. The recorded parameters are denoted T_UE, T_gNB.
NOTE: The timing might be recorded when exchanging a different message or multiple messages. For instance, when exchanging AS security mode command in Step 5.
· In Step 6, the UE includes in the exchanged parameters and time of communication recorded in Step 1, T_UE.

· In Step 7, the gNB checks whether:
· 


· The time difference |T_UE – T_gNB| is big or small compared to Delta. Delta is a predefined time that includes the propagation delay (proportional to the estimated distance between UE and gNB) and UE/gNB processing delays. 
If the difference is much greater than Delta, then the gNB can suspect a replay attack. The gNB can inform the UE and/or CN.
Furthermore, the gNB can monitor whether the measured time differences for multiple UEs are as expected, e.g., based on historical data. For instance, if the gNB detects that all the UEs are within the expected time window, the gNB can assume that no replay attacks occur. For instance, if the gNB detects that all UEs are outside of the expected time window, the gNB might suspect a replay (MitM) attack or that its own clock might not be well synchronized. If the gNB detects that only a part of the UEs is outside of the expected window, and that the fraction of UEs deviates from historical data, the gNB might suspect a replay (MitM) attack.
Editor’s Note: It is FFS the description of the stealthy MitM attacker and whether/how it is possible to deal with it.
6.X.3
Evaluation

This solution fulfils the potential security requirement of the KI #2 when the UE is in the RRC-Connected state.

This solution does not fulfil the potential security requirement of the KI #2 when the UE is in the RRC-Idle or the RRC-Inactive state.
This solution provides additional replay protection by:

a) 
b) Checking that the transmission/reception timing of the system information are within a given time window so that an attacker cannot easily place a MitM between UE and gNB capable of disrupting the communication. This requires UE and gNB to be tightly time synchronized. 
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