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Decision/action requested

KI#4 conclusion
2
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3
Rationale

Keeping the intention of the EN as Note: Collaboration with CT4 is needed in identifying critical HTTP elements that need not be mediated by an SCP.  
4
Detailed proposal

****** START OF CHANGES

7
Conclusions 
Editor's Note: The purpose of this TR is to make conscious decisions whether 5G SBA security needs to be enhanced to address specific threats and to which price (complexity versus security gain) this is possible. The clause will provide conclusive statements per key issue, i.e. whether and how to move forward with normative work and, if yes, which solutions are endorsed. 
7.4
KI#4: Authorization of SCP to act on behalf of an NF or another SCP
7.4.1
Analysis
One of the main 5G security features is the usage of OAuth to authorize service requests. In indirect communication scenarios involving SCP this concept is broken, because an SCP could request a service without the knowledge of the NF Service Consumer (NFc), at least within the validity period of the CCA provided by the NFc to SCP before. 

To reduce the risk of SCP or a MitM misusing the CCA to request a service without being triggered by the NF Service Consumer, the SCP needs to be authorized. 
2 solutions were proposed (solution #2 and #3). 
Solution #3 argues that existing mechanisms are sufficient: a NF sending a request to SCP with its CCA implicitly authorises SCP to process this request. The limit of this solution is that a MitM could take the request and also ask for an access token from NRF. This gap is overcome by solution #2.

Solution #2 proposes to include the SCP identifier (i.e. either SCP Instance and/or Domain info) in the CCA generated by the NF Service Consumer. Thus, only the SCP, which SCP Identifier is included in the CCA from NFc is able to get a response from NRF to its request. This ensures that the CCA is not misused by a MitM and thus achieves an additional level of trust, which however 

comes with a trade-off, i.e. CCA generation and validation need to be updated. Further, if more than one SCP is in the path, also SCP needs to create its own CCA including SCP identifier to keep the chain of trust. This additional impact comes with a higher level of trust in the SCP. I.e. solution #2 assures that it is not a MitM that requests a token. 
Since it is only NRF that can authorize NFc, it needs to trust SCP to have only forwarded the requests received from NFc. Thus, in general only implicit authorization of SCP by the NF Service Consumer is possible with the current solutions proposals, since based on CCA, which is used for authentication and not for authorization. With solution #2, however, the NRF can authenticate NFc and gains in addition trust in the SCP contacting NRF on behalf of NFc, before issuing an authorization token. 
In summary, wether an explicit mean to authorize the SCP is needed has not yet been evaluated. Security enhancement versus complexity added needs to be careful evaluated.
7.4.2
Conclusion 
It is concluded that this key issue needs further elaboration in Rel-18 and therefore the following is added in TS 33.501 as a warning:
"Within the validity time of CCA, the SCP or a man in the middle can send requests not authorized by the NF owning the CCA. CCA validity time need to be chosen very carefully to minimize this possibility."
"Editor’s Note: If the authorization of SCP by NFc is mandatory in all the cases is FFS."
"Editor’s Note: Authorization of SCP by NFc via CCA is currently only possible by implicit authorization and does not prevent attacks within the CCA validity time, an explicit authorization mechanism if needed is FFS."
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