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1
Decision/action requested

SA3 is kindly asked to approve the proposed update to solution #40 in TR 33.847.
2
References

[1]
3GPP TR 33.847 v0.8.0

Study on security aspects of enhancement for proximity based services in the 5G System (5GS)
3
Rationale

This pCR proposes to update solution #40 in TR 33.847 [1] to cover PC5 security policies for ProSe relay services, which could apply both CP-based and UP-based solutions for U2N relay security.
4
Detailed proposal

*************** Start of the Change ****************

6.40
Solution #40: Protection with Security Policies for PC5 Direct Communication

6.40.1
Introduction

This solution addresses key issue #17: Supporting security policy handling for PC5 connection of 5G ProSe services. It aims to meet all the potential requirements in key issue #17 by achieving the following:

-
Configuration of PC5 security policies for protecting ProSe services between the UEs (including the U2N relay UE).

-
Secure provisioning of the configured PC5 security policies from the network to the UE (including the U2N relay UE). 

-
Negotiation between the UEs on the PC5 security policies provisioned separately to them for correct enforcement of ProSe service protection.



6.40.2
Solution details

6.40.2.1
Security policy configuration and provisioning

As per TS 23.304 [16], the following privacy related parameters are provisioned by the PCF to the UE for 5G ProSe Direct Communications over the PC5 reference point:

-
The list of ProSe services (i.e. ProSe Application IDs) with Geographical Area(s) that require privacy support

For ProSe direct communication and CP-based relay communication, this solution proposes that PC5 security policies are also provisioned by the PCF in a similar way, i.e. the following additional parameters need to be configured by the PCF and provisioned from the PCF to the UE:

-
The list of ProSe services (i.e. ProSe Application IDs or ProSe Relay Service Codes (RSC)) with Geographical Area(s) that require security protection, and the PC5 security policies for each of the ProSe services in the list.

For UP-based relay communication, this solution proposes that PC5 security policies are provisioned by the 5G PKMF based on the RSC sent by the remote UE. The 5G PKMF can be pre-configured with the PC5 security policies for all ProSe relay services it supports or obtain from other NFs.
The provisioning of the security policy related parameters from the PCF to the UE can be protected with the existing NAS security established after the UE’s registration.

The provisioning of the security policy related parameters from the 5G PKMF to the UE can be protected with the existing security for PC8 reference point.

For ProSe direct communication, the configuration of PC5 security policies could reuse the mechanism for V2X services defined in TS 33.536 [8]. 
For ProSe relay communication, the security policies for PC5 control plane shall always be set to “REQUIRED”. Security of PC5 user plane depends on the security requirements of the relay service provided by the network, hence PC5 UP security policy could have the options of “REQUIRED”, “PREFERRED” and “NOT NEEDED” for encryption and integrity protection respectively.

6.40.2.2
Security policy negotiation and enforcement
For ProSe direct communication, the negotiation and enforcement of PC5 security policies can reuse the mechanisms in TS 33.536 [8] defined for protecting V2X communication. 
For ProSe relay communication, the security policies for PC5 control plane are always set to “REQUIRED”, hence PC5 CP security is always activated by both remote UE and relay UE. The negotiation and enforcement of PC5 UP security policies can reuse the mechanisms defined in TS 33.536 [8].

6.40.3
Evaluation

This solution addresses all the three potential requirements in key issue #17 by largely reusing the mechanisms defined for V2X service protection in TS 33.536 [8].
The proposal of using PCF to configure and provision PC5 security policies for different ProSe services is aligned with the requriements of policy provisioning for 5G ProSe defined in TS 23.304 [16].
The proposal of using the 5G PKMF to provision PC5 security policies for ProSe relay services provides the flexibility for the UP-based solutions for U2N relay security.

*************** End of the Change ****************
