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1
Decision/action requested

This contribution proposes the conclusion for KI#1.
2
References

[1] TR 33.839 v040

3
Rationale

The requirements of KI#1 is as follows:
5.1.3
Potential Security Requirements

Edge Enabler Server shall be able to provide mutual authentication with Edge Enabler Client over EDGE-1 Interface.

Edge Enabler Server shall be able to determine whether Edge Enabling client is authorized to access Edge Enabling Server’s services.

For the authentication issue, it is proposed to add the token based authentication for EEC as described in solution #17 for the EEC client authentication, in addition to the certificate based TLS server authentication for EES, where the token is generated by the ECS.

Besides the above, it is also proposed to use the AKMA for the authentication.

For the Authorization issue between EEC and EES, it is suggested to use the access token generated by the ECS for the EES service authorization described in the step 2L-2M of solution #3, or the static authorization by the EES for the normative work. This is similar with the authorization mechanism defined in SBA.

For the GPSI verification, it is suggested to use IP translation, which is requested by the SA6 to the SA2 on the edge application architecture aspect. In the end, the SA2 will define the mechanism allowing the AF to have the GPSI received from the 5GC network, and use it for verification, irrelative of the authentication mechanisms. Hence, IP translation is proposed as only one option for simplicity.
The conclusion is proposed as follows.
4
Detailed proposal

It is suggested to approve the following changes.

***************************Start of change ****************************

7.1
Conclusions for Key Issue #1


NOTE :
For authentication between EEC and ECS, additional TLS authentication methods can be used. Details of other TLS authentication methods that uses other than 3GPP subscription credential(s) (e.g., client certificate based TLS authentication) is out of scope of 3GPP. 

For the Authorization issue between EEC and EES, it is suggested to use the access token generated by the ECS for the EES service authorization described in the step 2L-2M of solution #3, or the static authorization by the EES for the normative work.



***************************End of change****************************

