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1
Decision/action requested

This contribution proposes to introduce conclusion for key issue #5 in TR 33.875.
2
References
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3
Rationale

Conclusion on KI #5 is proposed.

According to the reply LS from CT4 in SA3#104-e meeting, CT4 discourages end-to-end protection of HTTP headers and bodies, since it may cause forward compatibility issues [2]:
“CT4 discourages end-to-end protection of HTTP headers and bodies and segregating the parameters based on SCP (or SEPP) modification criteria. There can be multiple SCPs and/or SEPPs involved in the service request/response path where SCP can modify the HTTP headers, and SEPP (or IPX) can modify the HTTP headers and/or HTTP body attributes.

Therefore, if SA3 defined such end-to-end protection on the parameters which cannot be modified by SCPs or SEPPs based on current specification, this would cause forward compatibility issues whenever SCP or SEPP would be allowed to modify the same parameters in later releases.”
Therefore, this contribution proposes to have no normative work for KI #5.
4
Detailed proposal

*************** Start of the 1st change ****************

7
Conclusions 

Editor's Note: The purpose of this TR is to make conscious decisions whether 5G SBA security needs to be enhanced to address specific threats and to which price (complexity versus security gain) this is possible. The clause will provide conclusive statements per key issue, i.e. whether and how to move forward with normative work and, if yes, which solutions are endorsed. 

7.5
KI #5: End-to-end protection of HTTP message for indirect communication
.
The key issue seeked for solutions on how an NF Service Producer can verify that a service request of the NF Service Consumer received via SCP has not been modified. Solution #5 addressed the key issue, but further work would be  needed to identify critical HTTP elements that need not be mediated by an SCP. 
No normative work is concluded for Rel-17. 

*************** End of the 1st change ****************

