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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

 [1]
TS 23.304 
3
Rationale

Propose new content to clause 5.
The first change is about Npc2 interface. Npc2 interface may be an internal interface when the Prose Application Server is in operator’s network, and it could be SBI + N33 interface.

The second change is from the conclusion of KI#10. But clause 5.Y.5 The privacy issue in PC3a interface is a new thing. Because Discovery Request message contains the SUPI, and SUPI has a privacy issue, so it is proposed to enable the confidential protection of the PC3a interface as described in this contribution, or calculate the SUCI, and the discovery request message carries the SUCI as introduced in S3-214077, or both.
The last change is about all other interfaces in 5G Prose architecture.

All three changes covered security aspect of all interfaces in 5G Prose.
4
Detailed proposal

**** 1st CHANGE ****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.304: "Proximity based Services (ProSe) in the 5G System (5GS)".
[xx]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[yy]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[zz]
3GPP TS 33.303: "Proximity-based Services (ProSe); Security aspects".

[xy]
3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)".
[xz]
3GPP TS 33.501: "Security architecture and procedures for 5G system".
**** END OF 1st CHANGES ****

****************The 2nd  change****************
5
Common security 
\
5.1
General
This clause describes the security requirements and procedures that are commonly applied to different modes of ProSe communication, including unicast mode ProSe direct communication and unicast mode ProSe indirect network communication via the U2N relay. 


5.X
Network domain security

5.X.1
General

5G Prose uses several interfaces between network entities, e.g. Npc4 between the 5G DDNMF and the UDM, Npc8 between the 5G DDNMF and the PCF (see TS 23.304 [2]). This subclause describes the security for those interfaces.
************The End of the 2nd  Change************
************The 3rd  Change************
5.X.Y 
Security of Npc2 reference point
5.X.Y.1
General
Npc2 is the reference point between the ProSe Application Server and the 5G DDNMF as specified in clause 4 of TS 23.304 [2]. When the the ProSe Application Server is in a 3rd party’s network, the Npc2 comprises two interfaces, ie. the service-based interface between the 5G DDNMF and the NEF, and the N33 interface between the NEF and the Prose Application Server. When the Prose Application Server is in a MNO’s network, the Npc2 is a purely service-based interface.
5.X. Y.2
Security requirements
When the ProSe Application Server is controlled by a 3rd party, requirements on security aspects of NEF are captured in clause 5.9.2.3 of TS 33.501[X].
5.X. Y.3
Security procedures

When the ProSe Application Server is controlled by a 3rd party, security procedures specified in clause 12 of TS 33.501[X] is applicable.
When the Prose Application Server is controlled by an MNO, security procedures specified in clause 13 of TS 33.501[X] is applicable.
As specified in TS 23.304 [2], the 5G System architecture supports the service based Npc2 interface between 5G DDNMF and ProSe Application Server and optionally supports PC2 interface between 5G DDNMF and ProSe Application Server. The security of PC2 reference point specified in TS 33.303 [xx] shall be reused.
************The End of the 3rd  Change************
************The 4th  Change************
5.Y.Y
Security of UE- 5G DDNMF interface
5.Y.Y.1
General
PC3a is the reference point between the 5G Prose-enabled UE and the 5G DDNMF as specified in clause 4.2.5 of TS 23.304 [2]. 
5.Y.Y.2
Security requirements
3rd parties shall not be allowed to provide configuration data impacting the ProSe-related network operations to the ProSe-enabled UE
The ProSe-enabled UE and the 5G DDNMF shall mutually authenticate each other.

The transmission of the material for 5G Prose discovery between the 5G DDNMF and the ProSe-enabled UE shall be integrity protected. 

The transmission of the material for 5G Prose discovery between the 5G DDNMF and the ProSe-enabled UE shall be confidentiality protected. 

The transmission of the material for 5G Prose discovery between the 5G DDNMF and the ProSe-enabled UE shall be protected from replays. 


5.Y.Y.3
Security procedures for configuration transfer to the UICC
See clause 5.3.3.1 in TS 33.303 [xx].
5.Y.Y.4
Security procedures for PC3a using GBA
For the security procedures for protecting data transfer between the UE and the 5G DDNMF on the PC3a interface the use of either TLS v1.2 or TLS v. 1.3, as described in clause 5.3.3.2 in TS 33.303 [xx] applies with the following modifications:

· The ProSe function is replaced by the 5G DDNMF.

· 
5.Y.Y.5
Security procedures for PC3a using AKMA

Security procedures specified in clause B.1.3.2 of TS 33.535 [Z] is applicable with the additional change:
- The 5G DDNMF takes the role of AF.

5.Y.Y.6 The privacy issue in PC3a interface

PC3a interface will be used to transfer the configuration data that is used to perform 5G Direct 
discovery. According to clause 6.3.1.4 of TS 23.304 [2], the UE Identity is included in the Discovery Request message. Privacy of UE identity is ensured by the confidentiality protection over PC3a interface.
***********The End of the 4th  Change***********
************The 5th  Change************
5.Z.Y
Security of service-based interfaces used in 5G Prose
5.Z.Y.1
Security requirements

The 5G Prose network entities shall be able to authenticate the source of the received data communications.

The transmission of data between 5G Prose network entities shall be integrity protected. 

The transmission of data between 5G Prose network entities shall be confidentiality protected. 

The transmission of data between 5G Prose network entities shall be protected from replays.
5. Z.Y.2
Security procedures
Npc4, Npc6, Npc7 and Npc8 specified in clause 4.2.5 of TS 23.304 [2] are realised by corresponding NF service-based interfaces, therefore security procedures specified in clause 13 of TS 33.501[X].
**********The End of 5th  change***********
************The 6th  Change************
5.Z.Z
Security for UE - 5G PKMF interface
Editor’s Notes: This clause contains the description of the security for UE to PKMF.

5.Z.Z.1
General

The ProSe-enabled UEs have interactions with the 5G PKMF over the PCx interface in the ProSe features described in TS 23.304 [2].

5.Z.Z.2
Security requirements
The 5G PKMF for commercial services and for public safety services, provides the security keys and security material impacting the ProSe-related network operations to the ProSe-enabled UE as discovery of a UE-to-network relay and PC5 communication with a UE-to-network relay. 

The ProSe-enabled UE and the 5G PKMF shall mutually authenticate each other.

The 5G system shall support that the transmission of the security keys and security material between the 5G PKMF and the ProSe-enabled UE shall be integrity protected. 
The 5G system shall support that the transmission of the security keys and security material between the 5G PKMF and the ProSe-enabled UE shall be confidentiality protected. 

The 5G system shall support that the transmission of the security keys and security material between the 5G PKMF and the ProSe-enabled UE shall be protected from replays. 



The 5G system shall support that the transmission of the UE identity on the PCx interface.shall be confidentiality protected. 
5.Z.Z.3
Security procedures for PCx using GBA

For the security procedures for protecting data transfer between the UE and the 5G PKMF on the PCx interface the use of either TLS v1.2 or TLS v. 1.3, as described in clause 5.3.3.2 in TS 33.303 [xx] applies with the following modifications:

· The ProSe function is replaced by the 5G PKMF.
5.Z.Z.4
Security procedures for PCx using AKMA

Security procedures specified in clause B.1.3.2 of TS 33.535 [Z] is applicable with the additional change:

- The PKMF takes the role of AF.

****************The End****************
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