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1
Decision/action requested

SA3 is kindly requested to approve the proposed changes to TR 33.809.
2
References

[1]
TR 33.809
3
Rationale

The following editor’s notes are addressed in this contribution:
Editor’s Note: analysis of ID based solution is FFS.
Editor’s note: it is FFS to analyze alternative approaches that might allow reusing the same signature in multiple SIBs while minimizing the risk window of SIB replaying attacks.
4
Detailed proposal

***
BEGIN OF 1st CHANGE
***
6.27.1.4 Asymmetric key based digital signatures

Asymmetric key or public key based digital signatures are naturally suited for authenticating broadcasting messages because they allow messages to be broadcast from one party and verified by many parties without the need to share the signing key. This is demonstrated by the proposed solutions (e.g., #7, #11, and #20) based on digital signature with certificates. As an alternative approach, the ID based signature scheme is also introduced (e.g., #12). The unique identity is treated as the public key, which does not require the certificate to be send in the broadcast message.


Editor’s Note: analysis of ID based solution is FFS.
However, there are still some gaps in the existing solutions that require further improvement. Particularly, outstanding issues in key management, replay mitigation, and cell selection need to be resolved for an asymmetric key based solution to be both secure and practical. 

This solution fills these gaps and can satisfy the security requirements of KI#2 while also addressing various challenges in the solution deployment. 

We next perform comprehensive analysis of various design options and outline the rationale of our design choices in three main areas including authenticity of system information, replay mitigation, and UE cell selection strategy. 

***
END OF 1st CHANGE
***
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