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1
Decision/action requested

Kindly Request this contribution can be accepted by the group
2
References

N/A
3
Rationale
Based on the skeleton discussed prior to the meeting, this contribution aims to add unicast mode security.
Merger of S3-214112 and S3-214178.
The draft_S3-214006-r2 aims to specify the differernce in U2NW scenarios, and to add policy handling if UE receives security policies from 5G DDNMF during restricted discovery with 5G DDNMF procedures.
4
Detailed proposal

**** 1st change****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.304: "Proximity based Services (ProSe) in the 5G System (5GS)".

[x]
3GPP TS 33.536: "Security aspects of 3GPP support for advanced Vehicle-to-Everything (V2X) services".
**** End of the 1st change****

**** Start of the 2nd change****

6.3
Security for Unicast mode 5G ProSe Direct Communication
6.3.1
General
Editor’s Notes: This clause contains the description of the security for Unicast mode (one-to-one) 5G ProSe Direct Communication.
The unicast mode 5G ProSe Direct communication procedures are described in TS 23.304 [2]. Unicast ProSe Direct Communication is used by two UEs that want to directly exchange traffic or when a 5G ProSe Remote UE attaches to a 5G ProSe UE-to-network relay.
6.3.2
Security requirements
The initiating UE shall establish a different security context for each peer UE during the PC5 unicast establishment if the security is activated. It shall be possible to establish this security context also when either one or both the ProSe UEs are out of coverage.
The mutual authentication between two ProSe-enabled UEs during PC5 unicast shall be supported.

The PC5 unicast link security establishment shall be protected from MitM attacks.

The PC5 unicast signalling shall support confidentiality protection, integrity protection and anti-replay protection.

The PC5 unicast user plane shall support confidentiality protection, integrity protection and anti-replay protection.

The system shall support means of providing the signalling and user plane security policies to UEs for a particular PC5 unicast mode. 
The initiating UE and peer UE shall provide means to mitigate establishing unprotected connection caused by bidding-down attack.
The PCF shall be able to provision the PC5 security policies to the UE per ProSe application, during service authorization and information provisioning procedure as defined in TS 23.304 [2]. 
The activation of PC5 signalling security is based on PC5 CP secuirty policies of the specific 5G ProSe application.

The activation of PC5 user plane security is based on PC5 UP secuirty policies of the specific 5G ProSe application.

6.3.3
Security procedures
The unicast mode security mechanism defined in clause 5.3 of TS 33.536 [x] is reused in 5G ProSe to provide unicast mode 5G ProSe Direct communication security with the following modification: 
-
The security policy for signalling integrity protection on PC5 reference point is set to “REQUIRED” for all 5G ProSe UE-to-Network Relay scenarios.
-
For 5G ProSe UE-to-Network Relay scenarios, the Direct Authentication and Key Establishment procedures use the mechanism in clause 6.4.
-
For 5G ProSe UE-to-Network Relay scenarios, the KNRP, KNRP-sess, NRPEK and NRPIK are replaced by KNR-ProSe, Krelay-sess, Krelay-enc and Krelay-int, respectively.
Security for PC5 connection of ProSe direct communication is established by subsquentially conducting the following steps:

-
negotiate the configured PC5 security policies between the peer UEs.
-
enforce the negotiated PC5 security policies by both the peer UEs. 
The configuration, negotiation and enforcement of the PC5 security policies for ProSe direct communication shall refer to the existing mechanisms in TS 33.536 [x], with the following modification:
-
For 5G ProSe Restricted Discovery with 5G DDNMF scenarios, if the UE receives PC5 security policies from 5G DDNMF, the UE uses the PC5 security policies in PC5 unicast establishment procedures to negotiate the PC5 security.
**** End of changes****

