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1 Decision/action requested 

This contribution proposes a new conclusion in TR 33.857
2 References
3 Rational
Currently, there are 3 alternatives for MSK usage indication on the UE:

Alternative 1: the UE preconfigures an indication per-credential by the manufacturer.

Alternative 2: the UE is indicated by the AUSF.

In the last meeting, the following issues are discussed. 

Table 1. Analysis

	Issues
	Name
	Description
	Analysis

	1
	Impersonation security issue
	The attack is set-up as below:

Victim UE <-> attacker’s 5G network <-> attacker’s WLAN AN <-> legacy AAA.

In this attack, the attacker simply relays the EAP messages between the UE and the AAA. Once EAP auth is successful, the attacker has MSK and thus can derive all 5G keys from MSK and get the victim 5G UE to successfully register to the (spoofed) attacker’s 5G network.
	Serious issue. The attack is based on the following assumptions: 

1.
The credential is from the external LEGACY AAA which connects to the WLAN AP.

2.
The credential is used for both WLAN AP access and 3GPP access.

3.
The attacker shall compromise a genuine WLAN AP which has security protection with AAA.

Thus, 2 alternatives have the same security issue since it is agreed to use the MSK for Kausf derivation.

	2
	AMF impact
	Require all the AMF to be upgraded. 
	Not an issue. Because other R17 SNPN features already require AMF to upgrade, e.g. onboarding, ref. clause 4.2.2.2.4 in TS 23.502. 

Alternative 2 has this issue.

	3
	Dependence between NAS and EAP layer in UE
	There is communication between NAS and EAP layer, if the two layers are implemented in different execution environment, additional definitions to address the dependence is needed.
	Not a new issue. Existing EAP also has this issue, and there is no problem raised yet.
Existing EAP requires NAS layer to act based on the key received from the EAP layer.

Existing EAP method has this issue, but it is not a new problem.

	4
	Provisioning problem
	If the credential used for the authentication with legacy AAA is retrieved via legacy provisioning, e.g. CMPv2 which is not defined in 3GPP, how to configure the MSK indication to the UE.
	Serious issue. There are 2 general scenarios for the vertical to reuse their existing identity management system: 

S1: vertical holds legacy CA and legacy AAA (external entity), the vertical uses the CA for provisioning a certificate A for the UE, and preconfigures certificate B on the AAA. The UE and the AAA use EAP-TLS with Cert A and Cert B for mutual authentication. In this case, UE and AUSF uses MSK.

S2: vertical holds legacy CA and SNPN AUSF (internal entity), the vertical uses the CA for provisioning a certificate A for the UE, and preconfigures certificate B on the AUSF. The UE and the AUSF use EAP-TLS with Cert A and Cert B for mutual authentication. In this case, UE and AUSF uses EMSK.

Thus, alternative 1 cannot work because the manufacturer does not know the usage of the provisioned credential so that it cannot pre-configure the indication.

	5
	Reusing credential problem
	If the same credential (e.g. certificate) on the UE is used for authentication with the credential is located in external AAA or internal AUSF, how does the UE know to derive Kausf using MSK or EMSK
	Serious issue. There is 2 general scenario for the vertical to reuse their existing identity management system:

S3: vertical has two different SNPNs, the two SNPNs use the same PKI. SNPN A is like S1 as depicted above, and SNPN B is like S2 as depicted above. The UE can use the same certificate to access both SNPN A and SNPN B. But in S1 and S2, the UE derives Kausf using different key.

S4: PLMN offers EAP-AKA’ authentication services for SNPN via AAA connecting to the UDM, when the UE accesses the PLMN, the UE derives Kausf using EMSK, when the UE accesses the SNPN, the UE derives Kausf using MSK.

Thus, alternative 1 cannot work because there is just one per-credential indication for the credential. The UE can only access one of the SNPNs.


Observation1: For impersonation attack, it’s common for all the alternatives because MSK is mandatory for Kausf derivation. 

In order to address impersonation attack, we can break assumption 2 (i.e. the credential is used for both WLAN AN access and 3GPP access.) in analysis in table 1. We can suggest that if the credentials stored on the AAA are used for SNPN access, they are only used for 3GPP access.
In the last E-mail discussion, it seems that observation 1 is agreed.
Proposal 1: It is concluded that if the credential holder is located out of SNPN and the MSK is sent out, it is strongly recommended that the credentials are only used for concluded procedure. 
If observation 1 is agreed, according to the analysis above, alternative 2 can address both issue 4 and issue 5, i.e. alternative 2 can work in scenario 1- scenario 4 which alternative 1 cannot work with. So, we propose alternative 2

Proposal 2: Since alternative 2 can address both issue 4 and issue 5, i.e. alternative 2 can work in scenario 1- scenario 4 which alternative 1 cannot work with. It is conclude alternative 2 in key issue #1.
4 Detailed proposal
*************** Start of 1st Change ****************

7.1
Conclusions on KI #1: Credentials owned by an external entity

For SUPI privacy, reuse existing mechanism in Annex I.5 in TS 33.501.

In case that the external entity is 5GS aware (i.e., has the AUSF/UDM and is capable of deriving 5G key hierarchy after a successful primary authentication), it is concluded that the existing 5GS roaming architecture is reused.

In case that the external entity is non-5GS aware (legacy AAA server), the following is concluded:

· The SNPN access with a credential owned by an external entity is performed via an AUSF in the SNPN that selects a NSSAAF to interface with the external entity. 

· When the legacy AAA server supports key deriving EAP method, the enhanced AUSF uses the MSK received from the AAA to derive the necessary 5G keys (e.g., KAUSF, KSEAF).

· 
· If an SNPN uses an external entity that is a legacy AAA server supporting a key generating EAP method, it is strongly recommended that the same credentials that are used for authentication between UE and the 5G SNPN are not used for the authentication between the UE and a non-5G network, assuming that 5G SNPN and non-5G network are in different security domains , since MSKs obtained from the non-5G network could be used to impersonate the 5G SNPN towards the UE. 
· For potential use of legacy AAA by an external entity (AAA-E) that does not support key generating EAP authentication method, EAP-TTLS as specified in RFC 5281 [5] can be described in an informative annex, with TLS tunnel terminating within the SNPN.

Editor’s Note: Further conclusion(s) are FFS.
*************** End of 1st Change ****************
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