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1
Decision/action requested

This contribution proposes to add a conclusion on the key issue #4.1
2
References

[1]
3GPP TR 33.846 v0.13.0
3
Rationale

This contribution proposes to add a conclusion on the key issue #4.1.

Key issue #4.1 relates the re-use of the key stream in the AKA protocol, which allows the attacker to estimate the least significant bits of SQN and leads to the privacy leakage of the subscribers. Generally, we consider that the impact level of severity is not high. 
Considering the trade-off between privacy and network efficiency, a solutions is needed that can solve the problem from the root cause, follows the logic and has little impact on the existing network. 
Thus, we propose that no normaltive work is needed for the key issue #4.1 for now.
4
Detailed proposal

**** START OF CHANGE ****

7.4.1
Conclusion on key issue #4.1: Protection of SQN during AKA re-synchronisations
 
NOTE: If SQN is time-based as in solution #4.6, the attack described in the key issue #4.1 no longer works. 
**** END OF CHANGE ****
