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1
Decision/action requested

It is requested to approve this contribution for a new solution in TR 33.848
2
References

[1]
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3
Rationale

Key Issue 13 states that without a full attestation chain from the 3GPP function level to the hardware level, a 3GPP Network at the application layer is not able to verify the trustworthiness of VNFs or the NFVI. 
Specifically, Key Issue 13 states that possession of a 3GPP level identity / certificate is not in itself a means to prove authenticity of a VNF, unless there is a full attestation chain back to hardware.

The solution tries to fill this gap by outlining how the provisioning of 3GPP level identities and corresponding cryptographic material can be bound to remote attestation.

4
Detailed proposal

It is proposed to add the following changes to TR 33.848:
****Start of 1st Change ****
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****End of 1st Change****

****Start of 2nd Change ****
6.Y Solution Y: Solution Using Attestation for Key Issue 13

This solution addresses Key Issue 13: Attestation at 3GPP Function Level. 
The solution proposes to bind the provisioning of 3GPP identities and corresponding cryptographic material to 3GPP NFs to the process of remote attestation.

6.Y.1
Introduction

3GPP has defined an own security framework on NF level, which is based on the Service Based Architecture. 

A central element of the security is transport layer security based on X.509 certificates. 

If a NF acting as a service consumer requests a service from another NF acting as a service producer, the consumer and producer shall mutually authenticate by means of verifying the consumer’s client certificate and producer's server certificate. Vice versa, the producer authorizes the consumer by means of verifying an OAuth 2.0 token included in the service request.
The consumer requests and receives the OAuth 2.0 token from the NRF. During the token request the NRF authenticates the NF requesting the token. The authentication is based on a X.509 certificates and a corresponding private key, which together are acting as the consumer's OAuth Client Id and Client Secret.
There can also be interactions between NFs with MnF (as defined in TS 28.533) for NF management service.

Besides the above procedures defined in 3GPP, the NFs can also interact with domains defined in other SDOs, e.g., MANO defined in ETSI.

Therefore, there can be multiple approaches, how the concept of remote attestation could be linked to the existing security concept, for instance:
1. Remote Attestation is executed during each interaction between consumer and NRF and between consumer and producer.

2. Remote Attestation is executed during enrolment of client and server certificates to the NFs. Afterwards trust is based on these certificates and their corresponding private keys.
The main idea is requiring the Remote Attestation server to exposure the RA report/result of different layers to the network entities (NRF, NFp, PS, MnF, MANO, OAM, etc.) which will interact with the attested NF, then, on receiving the interaction from the NF, these network entities can invoke the RA report/result and take further actions.

NOTE: The RA server itself can also be distributed in different layers. The network entities can communicate with the RA server directly or via a unified proxy.
The proposed solution takes the PS as an example.
This approach assumes that the NF can protect the private key linked to the certificate from any attack. That is the cryptographic material needs to reside within a trusted execution environment and must not be visible outside of the trusted execution environment at any time, not even during provisioning.

It is up to implementation and specific security requirements, if the NF is using a trusted execution environment based on enclave technologies for handing of the private key and certificate, or if the entire NF is executed in a trusted execution environment.
6.Y.2 Solution Details
The following description provides a high-level overview about a possible solution focussing on the concept and requirements. The individual steps are only indicative. A detailed specification is FFS or up to normative work.
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Figure 6.Y.2-1: Combining provision of 3GPP identities and certificates to the process of remote attestation. In terms of an attestation architecture [12] the Network Function NF is acting as Attester, the Provisioning Server PS as the Relying Party, and the Attestation Server AS as the Verifier.
1.
NF is requesting secure channel from the provisioning server.
Depending on the exact specification of the protocol in this step the NF might also verify the identity of the provisioning server. For instance, if TLS is used as a secure channel, the NF could verify the server certificate of the provisioning server using a preconfigured root certificate.
2.
The provisioning server is replying with a request for evidence. The request includes a nonce, which will be used to ensure the freshness of the evidence provided in the subsequent steps. 
3-
The NF collects claims and prepares the signed evidence, which includes the Nonce

The claims included in the evidence are for further study and might be out of scope of 3GPP. Claims in the evidence might include claims related to the NF Software and to the NF configuration, but also claims related to the Hardware and the Cloud Software stack. If NF is deployed in the form of several components, the evidence might also include claims from the individual components.
Furthermore, the evidence needs to include a claim, which binds the secure channel to the attestation process. For instance, an ephemeral public key, whose corresponding private key is only known to the NF and protected by the NF by means of a trusted execution environment, could be included in the evidence.

4.
The NF sends the evidence to the provisioning server
5.
The provisioning server requests verification of the evidence from the attestation server.
6.
The attestation server appraises the provided evidence using endorsements and refence values. The way, how this appraisal is executed and how the attestation server receives endorsements and reference values might be out of scope of 3GPP.
Note: In case of a negative outcome of the appraisal the attestation server might inform the management system about this incident. The management might take immediate action on this incident including identifying, isolating, and shutting down of the potentially malicious NF. Furthermore, the incident might cause a root cause analysis with the target of closing the security gap, which was causing the incident.
7.
The attestation server returns the result of the appraisal to the provisioning server

8.
Based on the attestation results and other policies the provisioning server decides whether the NF is eligible for provisioning or not.
9.
The establishment of the secure channel is completed. 

Note: The establishment of the secure channel includes usage of the claim related to the channel, which was included in the evidence provided in step 3 from the NF to the provisioning server.
10.
NF and provisioning server use the secure channel to enrol necessary identities and certificates to the NF.
NOTE: The PS may need not forward messages between NF and AS but only invoke the final result directly to AS. The above procedure is just an example which may needs to be tweaked in the normative work.
6.Y.3
Evaluation 




TBD
****End of 2nd Change****
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