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==========Begin of 1st Change==========
Technical Report
3rd Generation Partnership Project;
Technical Specification Group Services and System Aspects;
[bookmark: OLE_LINK3][bookmark: OLE_LINK4]Security Assurance Methodology (SCASSECAM);

for 3GPP network products 
(Release 16)

==========Next of Change(2nd)===========
2 	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2] 	3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".
[3]	void
[4]	3GPP TR 33.821: "Rationale and track of security decisions in Long Term Evolution (LTE) RAN / 3GPP System Architecture Evolution (SAE)".
[5]	3GPP TS 33.102: "3G security; Security architecture". 
[6]	3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".
[7]	GSMA FS.13: "NESAS Overview v.2.0Network Equipment Security Assurance Scheme – Overview", http://www.gsma.com/NESAS_Overview.
https://www.gsma.com/security/resources/fs-13-network-equipment-security-assurance-scheme-overview/
[8]	GSMA FS.14: "Network Equipment Security Assurance Scheme – Security Test Laboratory Accreditation Requirements and ProcesNESAS Security Test Laboratory Accreditation v.2.0s", http://www.gsma.com/NESAS_Test_Lab_Accreditation
https://www.gsma.com/security/resources/fs-14-network-equipment-security-assurance-scheme-security-test-laboratory-accreditation/.
[9]	GSMA FS.15: "NESAS Development and Lifecycle Assessment Methodology v.2.0Network Equipment Security Assurance Scheme – Vendor Development and Product Lifecycle Requirements and Accreditation Process", https://www.gsma.com/security/resources/fs-15-network-equipment-security-assurance-scheme-vendor-development-and-product-lifecycle-requirements-and-accreditation-process/ http://www.gsma.com/NESAS_Product_Lifecycle_Accreditation.
[10]	GSMA FS.16: "NESAS Development and Lifecycle Security Requirements v.2.0Network Equipment Security Assurance Scheme – Dispute Resolution Process", https://www.gsma.com/security/wp-content/uploads/2021/02/FS.16-NESAS-Development-and-Lifecycle-Security-Requirements-v2.0.pdf  http://www.gsma.com/NESAS_Dispute_Resolution.
=========Next of Change(3rd)===========
[bookmark: _Toc509566714]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
AES	Advanced Encryption Standard
BVT	Basic Vulnerability Testing
CC	Common Criteria
COTS	Commercial Off The Shelf
CPA	Commercial Product Assurance
CVE	Common Vulnerabilities and Exposures
CWE	Common Weakness Enumeration
CVSS	Common Vulnerability Scoring System
EVA	Enhanced Vulnerability Analysis
FASMO	Frequent and Serious Misoperation
FIPS	Federal Information Processing Standard
FIRST	Forum for Incident Response and Security Team
FOSS	Free and Open Source Software
GSF	Generic Security Functionality
GSMA	GSM Association
HW	HardWare
IMEI-SV	IMEI-SoftwareVersion
IT	Information Technology
MME NP	MME Network Product
MME NPC	MME Network Product Class
MME	Mobility Management Entity
MNO	Mobile Network Operator
NB	NodeB
NDPP	Network Device Protection Profile
NESAG	Network Equipment Security Assurance Group
NESAS		Network Equipment Assurance Scheme
NPC	Network Product Class
NPCD	Network Product Class Description
OAM	Operations, Administration and Maintenance
OS	Operating System
OSPP	Operating System Protection Profile
PP	Protection Profile
RAM	Random Access Memory
SCAS	SeCurity Assurance Specification
SCT	Security Compliance Testing
SECAM	Security Assurance Methodology
SFR	Security Functional Requirement
SO	Security Objective
SPD	Security Problem Definition
SR	Security Requirement
SSH	Secure Shell
TCG	Trusted Computing Group
USB				Universal Serial Bus
=========Next of Change(4th)===========
[bookmark: _Toc509566716]4.0		Introduction
Security of Network Products should be measurable, comparable, and follow a common standardised baseline. This allows mobile network operators to determine the achieved level of security of network products. 3GPP addresses this by introducing SECAM. SECAM covers:
· creation of security requirements and test specifications – the so-called Security Assurance Specifications (SCAS) – (see Section 4.1) and
· security evaluation of Network Products and evaluation of vendor network product development and network product lifecycle management processes compliance (see Sections 4.2, 4.4, and 4.5). 
SECAM is defined in this document.
For trustworthiness of evaluation results and credibility of the entire initiative, security-relevant parts of the vendor network product development and network product lifecycle management processes and the test laboratories should be accredited (see Section 4.2). Accreditation by an external party demonstrates that the actor has the capabilities, skills, and competence to perform their respective tasks.
The SECAM Accreditation Body – currently only the GSM Association (GSMA) – covers accreditation and its governance and maintenance and by that complements this 3GPP activity. The SECAM Accreditation Body defines requirements and processes for:
-	vendor network product development and network product lifecycle management processes accreditation [9],
-	test laboratory (vendor owned or third party) accreditation [8],
-	dispute resolution [107]
-    vendor development and lifecycle security requirements [10].
The activities of the GSMA are combined in a single scheme, the Network Equipment Security Assurance Scheme (NESAS). It is currently being specified in various documents. They are publicly available on the Internet. An overview is provided in the NESAS Overview document [7].
=========Next of Change(5th)===========
[bookmark: _Toc509566717]4.1	Scope of a SECAM SCAS
A 3GPP Network Product can have vulnerabilities which, if exploited, can damage the MNO and/or end-users. In order to understand the potential attack vectors which could be used, the first thing to do is to identify the targets of the analysis. Each 3GPP Network Product, is basically a device composed of hardware (e.g. chip, processors, RAM, network cards), software (e.g. operating system, drivers, applications, services, protocols), and interfaces (e.g. console interfaces and O&M interfaces) that allow the 3GPP network product to be managed and configured locally and/or remotely. All these features can expose the 3GPP network product to several potential security attacks. If the network product is securely implemented, managed and configured then some of these attacks can be prevented. The above mentioned security attacks can exploit different 3GPP network product features/ capabilities.
The Security Assurance Specification (SCAS) for a given network product class provides a description of the security requirements and associated test cases pertaining to that network product class. It is assumed that the latest version of the 3GPP Security Assurance documents available at the beginning of a particular instance of an evaluation will be used for 3GPP Security Assurance whatever the 3GPP Release compliance of the other 3GPP functions of the product is. Evaluations performed in the past remain valid, however, even when a new version of the 3GPP Security Assurance documents is published.
As pre-requisite for writing a  SCAS, 3GPP defines a complete list of features/capabilities considered to be part of the Network Product Class.
In order to achieve the security assured by a SCAS, the network operator needs to ensure that deployment fulfils the environmental assumptions given in the SCAS. The overall process therefore contains the following steps:
1) 3GPP writes SCAS, which may contain environmental assumptions
2) Accredited security test laboratories (vendors or third party) evaluate network product according to SCAS, but only the single product in a vendor-documented configuration for SECAM testing, without any considerations on the system or network or environment in a specific deployment. Here SECAM stops. 
3) when the evaluated network product is being deployed, the operator goes back to the environmental assumptions from the SCAS and tests whether they are fulfilled. This validation of environmental assumptions can only be performed during deployment and is needed for security, but is not part of SECAM, because SECAM is about product-testing.
NOTE 1:	Some security requirements might be specific to 3GPP features that only exist from a specific 3GPP Release onwards for a given 3GPP Network Product class. The 3GPP SCAS will give clear indication from which Release onwards the test should be applied. The way to give this indication (by grouping Rel-12 specific tests in an annex or by giving indication in the test case as described in clause 5.2.2.1) is outside of the scope of this Technical Report.
NOTE 2:	For features that are standardized in 3GPP specifications, maximum advantage should be taken of existing threat analyses that are available from 3GPP Technical Reports (e.g. TR 33.821 for EPS [4]) or other publications.
=========Next of Change(6th)===========
[bookmark: _Toc509566720]4.4 	Ultimate Output of SECAM Evaluation
The ultimate output of the SECAM evaluation is:
-	an evaluation report demonstrating compliance of t he network product with the 3GPP security assurance specifications;
-	evidence to demonstrate to the test laboratory that the accredited vendor product and development lifecycle processes have been complied with for the network product;
-	 evidence that the actors performing the evaluation tasks are accredited by the SECAM Accreditation Body.Such evidence is not required if there is consent between operator and vendor to not use the accreditation process, see clause 4.3.
The operator examines the evaluation reports and the evidence that the actors performing the evaluation tasks are accredited by the SECAM Accreditation Body.

=========Next of Change(7th)===========
[bookmark: _Toc509566726]4.6.2.2	Example: Complete self-evaluation
Complete self-evaluation of a 3GPP network product (e.g. eNodeB B from vendor Y)
This second example below is similar to the first one except that the vendor conducts all the phases of evaluation.
[image: fig5212]
Figure 4.6.2.2-1: Complete self-evaluation of a 3GPP network product
 (e.g. eNodeB B from vendor Y)
Evaluation results check by the operators and dispute.

[bookmark: _Toc509566754]=========Next of Change(8th)===========
6.5	Dispute resolution
The SECAM Accreditation Body provides a process to resolve conflicts when an accredited operator shows evidence of inconsistencies in:
-	Vendor Development process activities (inconsistencies in analysis of compliance against Security assurance process).
-	Test laboratories (for security compliance testing and Basic Vulnerability Testing) activities (inconsistencies in analysis of compliance against SCAS).
In the event that evaluation findings in the evaluation report are in dispute for a network product (for example: by re-doing the tests an operator finds opposite results to the ones provided by the vendors or third-party laboratories in the evaluation report), this methodology also provides a dispute resolution mechanism. This case is believed to be rare and would arise if one or several of the actors (vendors or third-party laboratories) are cheating in the evaluation or compilation of evaluation results of a 3GPP network product. 
The entity responsible for deciding that a declaration should be revoked, based on the evidences and the details of the dispute procedure, is the SECAM Accreditation Body.
The dispute resolution process is specified in [10][7].
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