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1
Decision/action requested

This contribution proposes to complete conclusion of key issue #3 in TR 33.867.
2
References

3
Rationale

Since some regulation requires that if a controller provide personal data to a 3rd party, the controller shall get user consent, which is very similar with network capability exposure issue. For example, a 3rd AF may use NEF’s API to retrieve user’s privacy information, e.g. GPSI, location. Thus, the contribution proposes to complete conclusion of KI#3.
4
Detailed proposal

*************** Start of 1st Change ****************
8.3
Conclusion for Key Issue #3: Modification or revocation of user consent

The following specific aspects for use case#1 (NWDAF) are concluded for normative work:

-
NWDAF shall subscribe the service for notification of revocation of user consent if the NWDAF processes data subject to user consent, and shall be notified if user consent is changed.

-
If user consent is revoked, the NWDAF shall halt analyzing and collecting of data subject to the user consent. Depending on circumstances/regulations outside the scope of 3GPP, the data may have to be deleted, or quarantined, or temporarily retained.

-
If user consent is revoked, the NWDAF shall notify NF service consumers to halt processing of data subject to the user consent.

NOTE 1:
 This architecture only works when NWDAF and data provider are operated by the same entity. 


The following specific aspects for use case#2 (MEC) are concluded for normative work:
If EES is within the trusted domain utilizing 5GC services without NEF, the EES shall act as the consent enforcing entity. Otherwise, if the EES is not within the trusted domain utilizing 5GC services via NEF, the NEF shall act as as the consent enforcing entity. The enforcing entity (EES or NEF) shall behave as below:
· If the enforcing entity shares data subject to user consent, the enforcing entity shall subscribe the service for notification of revocation of user consent, and shall be notified if user consent is changed.
· If user consent is revoked, the enforcing entity shall notify other consumer network entities to halt processing of data subject to the user consent.
· Depending on circumstances/regulations outside the scope of 3GPP, the data may have to be deleted, or quarantined, or temporarily retained.
NOTE 2:
 This architecture only works when EES or NEF and data provider are operated by the same entity.
*************** End of 1st Change ****************

