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1
Decision/action requested

Conclusions KI#3 in TR 33.850. Key hierarchy in 5MBS.
2
Discussion
Point 2.2 in the call agenda on 21/10/2021 was about the options and choice of the MBS key hierarchy required for the key distribution and update procedures.
Solution 9 in TR 33.850 has analyzed and discussed several alternatives:
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These options are as follows:

· Option 1 consists in performing the update of the MTK by means of unicast messages. Each unicast message is protected with a device unique key, the MUK.
· Option 2 consists in having an MSK. The MSK is common to all devices. The MSK is updated to each UE in the group by means of unicast messages protected with the UE specific MUK, e.g., when a UE leaves or joins the group. The MTK is always updated over the multicast channel protected with the MSK. 

· Option 3 consists in dividing the group into several subgroups, each of them associated to a transport key (TK). The TKs are used to update the MTK over the multicast channel. If a UE is removed or joins, only the affected TK (and therefore, only a fraction of the UEs in the MBS group) needs to be updated by means of unicast messages. Once the TK is updated, the MTK can be updated by means of a multicast message.

· Option 4 consists in dividing the group into several subgroups, each of them associated to a transport key (TK). The TKs are used to update the MSK over the multicast channel.
· In Option 4, if a UE is removed or joins, only the affected TK (and therefore, only a small fraction of the UEs in the MBS group) needs to be updated by means of unicast messages. Once the TK is updated, the MSK is updated by means of a multicast message protected with the TKs. The MSK is then used to update the MTK, also over the multicast channel. 
· In Option 4, in the event of MTK update because of key rotation or policy, only the new updated MTK protected with the current MSK needs to be sent over the multicast channel.
The figure below corresponds to one of the plots in Figure 6.9.2.1-2 and is included here to show the performance difference. Note that the overhead -- measured in the number of transmitted encrypted keys -- is in a logarithmic scale.
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Figure – Option 1 in RED, Option 2 in PURPLE, Option 3 in BLUE, Option 4 in GREEN
The performance analysis in above figure is done assuming a fixed data rate and group size and analyzing two reasons for MTK update: i) a change in the MBS group membership or ii) MTK rotation (due to too long usage). For all parameters, the green curve, Option 4, leads to the lowest signaling overhead. Further details are in Solution #9 in TR 33.850.

Thus, the preferred option is to use Option 4 as the MBS key hierarchy because:

(1) it leads to a considerable performance improvement.  In above example, Option 4 has a key update signaling/CPU overhead ~30 times lower than Option 2. The performance improvement increases with the size of the the MBS group.

(2) managing the TKs and MSK does not introduce a big burden. Option 4 can be specified as detailed in Section 6.9.2.3 in TR 33.850 or can also be fit into Huawei’s proposal “s3-2xyzxy-Update the clause of security mechanisms for MBS traffic transmission”1. In both cases, the MSK can be transported from the MBSTF to the UE protected with the TKs in a similar way as the MTK is transported from MBSTF to the UE protected with the MSK in Huawei’s contribution “s3-2xyzxy-Update the clause of security mechanisms for MBS traffic transmission
. It is required to define unique identifiers, in particular for the TKs, since these keys/identifiers are not defined in TS 33.246. 
The specific changes to be applied in case of Huawei’s contribution “s3-2xyzxy-Update the clause of security mechanisms for MBS traffic transmission1 are described in Tdoc S3-214295 and included below for simplicity.
	X.4.1.1
key distribution in UE joining procedure 

The key distribution procedure is performed in the multicast join procedure defined in clause 7.2.1.3 in TS 23.247 [yy].
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Figure X.4.2-1: key distribution when UE joining multicast session

1.
To join the multicast group, the UE sends a PDU Session Modification Request which additionally contains one or several MBS Session ID(s) and join request. The MBS Session ID(s) indicate the multicast group(s) that UE wants to join.

2.
Based on the received MBS Session ID and join request, the SMF determines this is MBS Session join request. The SMF checks whether the user is authorized to use the required multicast service.

3.
Nmbsmf_ MBSSession_ContextStatusSubscribe request indicates the SMF want to subscribe the MBS session context. SMF interacts with the MB-SMF to retrieve information about the indicated multicast session context information including the security context.

The security context which consists of the MBS session ID, MBS keys and the corresponding key IDs, key lifetime. MBS keys include Transport Keys (TK)s, MBMS Service Key (MSK)s and MBS Traffic Keys (MTK)s. In an MBS session, there can be multiple active TKs, multiple UEs can share the same TK. In an MBS session, there is a single active MSK and a single active MTK. MBS data is securely shared – protected with the MTK -- between the MBSTF and the authorized UEs. The MSKs are used to protect the delivery of MTK when MTK update is needed. The TKs are used to update the MSK when the MSK update is needed. Clause 6.3.2.1 and clause 6.3.3.1 in TS 33.246 [xx] apply to the key ID for MSK and MTK.
A TK identifier consists of the concatenation of MBS session ID, set ID, and set ID version. The set ID identifies the TK within an MBS session ID. The set ID version identifies the TK within a set ID. Every time a new TK is issued in a MBS session ID, a new set ID is issued. Every time a new TK is issued in a set ID, a new set ID version is issued. The set ID is X bytes long. The set version ID is Y bytes long.

Editor’s Note: The lengths X and Y are to be defined during normative phase. For instance, X and Y could be 2 or 4 bytes long.

4.
 If MB-SMF decided to activate ciphering and/or integrity protection for the multicast session, MB-SMF checks whether the MBS keys are available. If needed (eg. the first UE joining the multicast group), MB-SMF requestes MBS keys for the MBS session in step 5-6.

5.
MB-SMF sends key request to MBSF indicating the MBS session ID.

6.
MBSF generates MBS keys for the corresponding MBS session.

7.
After receiving the request and generating MBS keys, MBSF forwards the security context to MBSTF.

8.
MBSTF replies to MBSF with ACK.

9.
MB-SMF responses to SMF through Nmbsmf_ MBSSession_ContextStatusSubscribe response including the security context.

10. SMF delivers the security context to UE via AMF.

11. MBSTF receives the multicast PDUs from the content provider. The traffic are protected using MTKs.

X.4.1.2
Key distribution in key update procedure
The following key update cases apply:
Case 1. MTK update: If key update is decided based on the key lifetime or the local policy, MBSF generates a new MTK and distributes the MTK to the MBSTF. The MTK is delivered from MBSTF to the UE using MIKEY over UDP as specified in clause 6.3.3.2 in TS 33.246 [xx]. The MSK is used to protect the delivery of the active MTK. The UE shall not send an error message to the MBSTF as a result of receiving an MTK message.

Case 2. MTK and MSK update: If MTK and MSK update is decided based on the changes of authorization info, MBSF generates a new MTK and a new MSK. The updated MSK is delivered from MBSTF to the UE using MIKEY over UDP as specified in clause 6.3.3.2 in TS 33.246 [xx] for the MTK update. The active TKs are used to protect the delivery of the MSK. The updated MTK is delivered as described in “1. MTK update”.

Case 3. MSK and MSK and TK update: If MTK and MSK and TK update is decided based on the changes of authorization info, MBSF generates a new MTK, a new MSK and at least a new TK. MB-SMF receives the new TKs from MBSF and triggers session update as defined in clause 7.2.6 in TS 23.247 [yy] in those UEs associated to the updated TKs. TKs and the corresponding key IDs, key lifetime are delivered to UE side. If the procedure to update the key in UE side is finalized, MB-SMF indicates MBSTF to activate the updated TKs via MBSF. The updated MSK and MTK are delivered as described in “2. MTK and MSK update”.

NOTE: If a change in authorization originates in the EPS, then “Case 2. MTK and MSK update” applies to the 5GS. If a change in authorization originates in the 5GS, then “Case 3. MSK and MSK and TK update” applies to the 5GS.


3
Detailed proposal

***
BEGIN OF 1st CHANGE
***

7.3
Conclusions for Key Issue #3

Following conclusions are made on Key Issue #3 " Security protection of key distribution":

· Based on the changes of authorization info or the key lifetime or the local policy, the key generator decides to update the keys used to protect the MBS traffic in a secure way. If a solution requires a shared key to update the key used to protect the MBS traffic, then this shared key also needs to be updated if it has been compromised.
· The techniques described in the communication optimized approaches in Solution #9 are to be used to reduce the signaling overhead during normative phase.
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