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1
Decision/action requested

 This contribution proposes conclusion to Key Issue #1 in TR 33.864.
2
Reference
[1]
3GPP TR 33.864 "Study on the security of Access and Mobility Management Function (AMF) re-allocation".
[2]
3GPP TS 23.502 "Procedures for the 5G System (5GS)".
3
Rationale

In this document, solutions for the Key Issue #1 of TR 33.864 [1] are analysed from the following perspective.
- Isolation scenarios

- Network based vs. UE based
3.1 Isolation Scenarios

The solutions for KI #1 can be categorized into the following four cases. 
1. Isolation Case 1: No redirection of the UE request message
2. Isolation Case 2: Redirection of the UE request message (w/o security context transfer) 
3. Isolation Case 3: Redirection of the UE request message (with protected security context transfer)

4. Isolation Case 4: Redirection of the UE request message (with unprotected security context transfer)
The table below shows which category each solution belongs to.

	Category/Solution #
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12

	Isolation Case 1 
	 
	 
	 
	
	 
	
	
	 
	 
	 
	 
	

	Isolation Case 2 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	

	Isolation Case 3
	
	
	
	
	
	
	
	
	
	
	
	

	Isolation Case 4
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	


Green: 
The solution belongs to the case.

Red:
 
The solution does not belong to the case
The above isolation cases can be analysed from the following two points of view.

3.1.1 Consistency with TS 23.502 [2]
In Clause 4.2.2.2.3 of TS 23.502, it is designed that the NAS message is forwarded to the target AMF via (R)AN. If there is no clear security threats, the solutions conforming to this design philosphy is preferred. Therefore, the isolation case 2, 3, and 4 are preferred.
In addition, the solution #6 and #7 have impact on the primary authentication procedure (i.e., initiation of primary authentication and after the response verification at the AUSF) in order to avoid transferring a security context . The solution #4 achieves the same goal without this issue, so the solution #4 is preferred compared to the solution #6 and #7.
3.1.2 Security level
In the case of isolation case 4, there is a security threat because the unprotected security context can be exposed to unintended entities. 
On the other hand, the amount of trust in Isolation case 2 and 3 does not have big difference. Even if the (protected) security context is transferred via (R)AN in the case of Isolation case 3, this does not increase security threats for the following two reasons. 
(a) The security context is protected in a cryptographic way. Accordingly, an entity that is not accessible to the decryption key (or information required to obtain the decryption key) cannot decrypt the security context unless the corresponding cryptographic system is broken.
(b) Even if the security context is shared between initial and target AMF, its use is only temporary to help the target AMF to establish its own new security context. The purpose the security context provided by the initial AMF is only to protect a new authentication procedure by the target AMF, and the new keys of the target AMF are not known to the initial AMF.
From the argument of 3.1.1 and 3.1.2, the following claim is drawn.
Observation 1. Solutions #1, #3, #4, #9, #10, and #12 are preferred.
3.2 Network based vs. UE based
The solutions for KI #1 could be categorized according to the main impacts on the 5G system as shown in the Table below. 
	Category/Solution #
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12

	Network based 
	 
	 (Pure)
	 
	
	 
	(Pure)
	(Pure)
	 
	(Pure) 
	(Pure) 
	 (Pure)
	(Pure) 

	UE based 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	


Green: 
The solution belongs to the case.

Red:
 
The solution does not belong to the case
If solutions that involve UE changes are adopted, this can casue an issue for legacy UEs that do not support or are not aware of such solution. New behaviour for UEs will be available for Rel-17 and later UEs but not for legacy UEs. Therefore, the pure network based solutions with no impact on the UE are preferred.

Observation 2. Solutions #2, #6, #7, #9, #10, #11 and #12 are preferred.
3.3 Summary
Based on the claim 1 and claim 2, the following conclusion is drawn:
Proposal: Solutions #9, #10 and #12 are preferred.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.864.
**** START OF CHANGES ****
7
Conclusions

For Key Issue #1, solutions #9, #10 and #12 are taken as the basis for normative work.
**** END OF CHANGES ****
