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1
Decision/action requested

It is proposed to approve this pCR to add the evaluation for solution#7 to UC3S study TR 33.867.
2
References

[1] 3GPP TR 33.867: “Study on User Consent for 3GPP services (Release 17)”
3
Rationale

This document proposes to delete the following Editor's notes based on the reason given below:
Editor’s Note: It is FFS if/how consent checking is done within the PLMN
The UDM stores the user consent and the EES can fetch the user consent from the UDM directly based on the request from the EAS.i.e., the EES obtains the user consent from the UDM and then EES exposes the UE location API to the authorized EAS in order to support tracking or checking the valid location of the UE. The EES identifies the user consent stored at the UDM using the Application ID (which is part of subscription data) and based on the consent, the EES decides whether the User’s sensitive information needs to be shared with requesting entities or not. The consent checking is transparent to the UDM. 

Furthermore, to in line with SA2’s conclusion, purpose of the consent is up to the application and as the NEF is a transactional entity and no state information is kept within it, how the NEF know or translate the purpose to API invocations should be left to NEF’s internal logic.
Excerpt from SA2 TS 23.288 is as follows:
	6.2.9
User consent for analytics

Depending on local policy or regulations, to protect the privacy of user data, the data collection and analytics generation for a SUPI or GPSI, Internal or External_Group_Id or "any UE" may be subject to user consent bound to a purpose, such as analytics or model training. The user consent is subscription information stored in the UDM, that includes:

a)
whether the user authorizes the collection and usage of its data for a particular purpose;

b)
the purpose for data collection, e.g., analytics or model training


Therefore, it is proposed to delete the Editor’s Note from solution #7.
4
Detailed proposal

*****Start of Change*****
7.7
Solution #7: Retrieving User's consent for exposure of information to the Edge Applications from UDM

7.7.1
Introduction

This solution addresses the security requirement on user's consent for exposure of information to Edge Applications in key issue #6.1.

For the use case of user consent of Edge applications, the Edge Enabler server is the enforcing entity which retrieves the user consent from the UDM using the subscription ID of the UE or the Application ID. 

7.7.2
Solution details
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Figure 7.7.2-1: User's consent for exposure of information to the Edge Applications

0.  The user consent parameters are stored in UDM as subscription data. 

As TS 23.558 [2] indicates that based on the request from EAS, the EES shares the UE information. The EES provides such information only if the user consent is available at the EES and the EAS is authorised to receive such information from the EES. 

	8.6.2
UE location API

8.6.2.1
General

The EES exposes the UE location API to the EAS in order to support tracking or checking the valid location of the UE. The UE location API exposed by the EES relies on the 3GPP core network capabilities as specified in clause 8.10.3. 

The EAS can request UE location API for one-time reporting to check current UE location and for continuous reporting to track UE's location.

----------Snip---------------

3.
UE Identifier between EAS and the EES is authorized for the UE location API (e.g. appropriate access token is received by EAS based on user's consent).

---------------------------------


If there is no related user consent parameters in UE context, the EES invokes Nudm_SDM_Get Request service to retrieve related user consent parameters from the UDM. Otherwise, steps 1-6 can be skipped.

1. The EES (enforcing entity) sends API invocation to NEF, requesting to obtain user consent for sharing user’s sensitive information. The API invocation includes the Application ID or the subscription ID of the UE. 

2. Based on the local policy, the NEF determines the corresponding UDM for the consent check or consent retrieval. 

3. NEF sends the Nudm_SDM_Get Request message to the UDM. The message includes the API invocation with the Application ID or the subscription ID of the UE. 

4. The UDM retrieves user consent parameters based on the subscription ID of the UE or the application ID. 

5. The UDM sends Nudm_SDM_Get Response message to the NEF. The response message includes the user consent parameters. 

6.  Upon receiving the user consent parameters from the UDM, the NEF forwards the user consent parameters to the requesting EES. 

NOTE: EES has to be operated by the same entity as the data providers. 

7.7.3
Evaluation

TBD
*****End of Change*****
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