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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

[1]
3GPP TS 33.503 "Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)"
3
Rationale

The security requirements for 5G ProSe UE-to-Network Relay Communication needs to be defined.

4
Detailed proposal

It is proposed to update the security requirements for 5G ProSe UE-to-Network Relay Communication in [1].

**** START OF CHANGES ****
6.4
Security for 5G ProSe UE-to-Network Relay Communication
Editor’s Notes: This clause contains the description of the security for 5G ProSe UE-to-Network Relay Communication.
6.4.1
General
The ProSe UE-to-network relays procedures are described in TS 23.304 [xx]. This clause details the security procedures for ProSe UE-to-network relays. 
The functionality in this clause can be supported by both ProSe-enabled UEs for commercial services and public safety.

6.4.2
Security requirements
The requirements in clause 6.x.2 apply for the signalling between the UE and 5G DDNMF.
The requirements in clause 6.y.2 apply for the signalling between the UE and 5G PKMF.
For the discovery, the security requirement in subclause 6.1.2 apply.
The 5G system shall support mutual authentication between Remote UE and UE-to-Network Relay.

The 5G system shall support a secure means to establish a PC5 link between the remote UE and the UE-to-Network relay.

Confidentiality protection, Integrity protection and replay protection shall be supported between the remote UE and the 3GPP network.

The 5G system shall support the authorisation of the UE as a UE-to-Network relay in the UE-to-Network relay scenario.

The 5G system shall support the authorisation of the UE as a Remote UE in the UE-to-Network relay scenario.

The 5G system shall support secure communication between the remote UE and the network via UE-to-Network relays.

**** END OF CHANGES ****
