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1
Decision/action requested

KI#5 EN resolution
2
References

[1]
3GPP TS 33.875
3
Rationale

Keeping the intention of the EN as Note: Collaboration with CT4 is needed in identifying critical HTTP elements that need not be mediated by an SCP.  
4
Detailed proposal

****** START OF CHANGES

5.5

Key issue #5: End-to-end integrity protection of HTTP messages

5.5.1
Key issue details

Currently, in the case of indirect communication with an SCP in the path between an NF Service Consumer and an NF Service Producer, the integrity protection of the HTTP messages is provided by TLS for each hop but not end-to-end between the NF Service Consumer and the NF Service Producer. Since an SCP may need to change the content of an HTTP message, this KI is to investigate how end-to-end integrity protection of HTTP messages can be achieved while at the same time continue to allow the SCP to perform necessary mediation of HTTP messages. 

NOTE: Potential issues with backwards compatibility with existing procedures are to be considered during the study.

5.5.2
Security threats

Critical elements of an HTTP message that are not end-to-end integrity protected could be modified by an attacker. In more detail, a service request in indirect communication could lead to attacks by Man in the Middle, which for instance can intercept the service request and try to modify the content of the message or HTTP (custom) header. This could cause communication failure, lead to DoS attacks.

5.5.3
Potential security requirements

In the case of indirect communication with an SCP in the path between an NF Service Consumer and an NF Service Producer, the 5GS should support end-to-end integrity protection of critical elements of an HTTP message while allowing the SCP to continue to perform necessary HTTP message mediation. 


Note: Collaboration with CT4 is needed in identifying critical HTTP elements that need not be mediated by an SCP.  
The NF Service Producer should be able to verify that critical elements of a service request of the NF Service Consumer received via the SCP have not been modified.

****** END OF CHANGES

