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1
Decision/action requested

This pCR updates Solution #12 in TR 33.864.
2
References

[1]
3GPP TR 33.864 Study on the security of Access and Mobility Management Function (AMF) re-allocation; Rel-17.
[2]
3GPP TS 23.502 Procedures for the 5G System (5GS); Rel-17.

[3]
S3-213035, ‘LS on full registration request in AMF reallocation via RAN’.
[4]
S2-2107860, ‘LS Response on full registration request message to be rerouted via RAN’.
3
Rationale

SA2 LS [4] clarifies that, for Case 7(B) of clause 4.2.2.2.3 TS 23.502, the initial AMF is required to reroute via RAN, the complete registration request to the reallocated target AMF. If the UE has NAS security, ‘the complete registration request can be the registration request received in step 1 of clause 4.2.2.2.2 in TS23.502 which includes the clear and non-clear text IEs’ and if the UE has no NAS security, ‘the complete registration request can be the registration request received in NAS SM complete message’. For case 7(A) the complete resgitration request is transferred as clear text. But it is not concluded if a complete registration request rerouted via RAN for case 7(B) need to be in cleartext or in protected form and it is upto SA3 to analyse and decide how the complete registration request shall be rerouted via RAN for case 7(B). There can be two options to reroute the complete registration request, (Option 1) Rerouting of complete registration request in cleartext similar to case 7(A) or (Option 2) Rerouting of complete registration request in protected form. There can be shortcomings if Option 1 is preferred, because the NAS container IE information is never exposed to the RAN in cleartext so far. If Option 2 is preferred, then the main aspect to be considered is that the reallocated AMF may not have access to the keys used to protect the complete registration request. Therefore, this pCR takes into account both possible options described above and propose to update NOTE 3 to clarify the solution behaviour for rerouting complete registration request via RAN.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.864.
*****Start of Change*****
6.12.2
Solution details

The initial AMF protects the security context or the potentially horizontally derived security context with a reroute security context (i.e., integrity key and an encryption key) generated and provided by the AUSF. Then the initial AMF sends the Registration Request (RR), a protected 5G NAS security context container (which includes the security context along with the keyAmfHDerivationInd indicator if needed and potentially UL/DL NAS COUNTs) and set of clear text information (i.e., target AMF authentication information and other information) to the target AMF via RAN.  
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Figure 6.12.2-1: AMF re-allocation with NAS message and 5G NAS security context re-route via RAN 
Figure 6.12.2-1 shows the solution steps: 

1.
The UE sends a Registration Request message including a SUCI or 5G-GUTI. If the UE has a 5G NAS security context (Registration with 5G-GUTI) it includes a protected NAS container in the Registration Request message.

2.
Steps 2-6b of TS 23.502 [2], clause 4.2.2.2.3 are followed.
3.
The initial AMF based on local policy and subscription information, decides to reroute the RR message to a target AMF via RAN.The initial AMF/SEAF sends a Security context request message to request reroute security context from the AUSF for the purpose of AMF re-allocation by sending a related indication, target AMF information (i.e., AMF set ID or AMF address(es)), SUPI and privacy protected UE ID (i.e., SUCI/5G-GUTI) as received in the registration request.

NOTE 1:
The details of reroute security context generation at the AUSF can be specified in the normative phase.
4.
The AUSF generates the reroute security context (i.e., an integrity key and encryption key) from the AUSF key and using one or more of the inputs provided in Step 3. Further AUSF generates an authentication parameter (NAS_Sec_ID to enable authentication of the target AMF) using hash of the reroute security context, target AMF information and SUPI received in step 3. The AUSF stores the reroute security context, target AMF information, UE ID and authentication parameter along with the SUPI. The authentication parameter NAS_Sec_ID can also be used to identify the reroute security context generated and stored at the AUSF.
5.
The AUSF responds with the reroute security context and an authentication parameter NAS_Sec ID. 

NOTE 2:
The NAS security context generation (e.g., horizontal key derivation) at the initial AMF can follow the method described in Solution 9 and 10 (to be shared in a protected NAS container to the Target AMF via RAN). Similarly Steps 12-16 can be followed similar to Solution 9 and 10.

6 .
The initial AMF optionally performs horizontal Kamf derivation of Kamf-0 to generate a new Kamf-1. This step would ensure that the target AMF has no access to the Kamf-0 key used by the initial AMF. If the Initial AMF performs horizontal Kamf derivation, then the initial AMF resets the corresponding uplink and downlink NAS COUNTs.
7.
The initial AMF encrypts the security context (including Kamf-0 or Kamf-1), the keyAmfHDerivationInd indicator (if performed) and potentially other parameters (e.g., UL/DL NAS COUNTs if horizontal key derivation was performed in Step 6) with the reroute security context (i.e., encryption key) and creates a protected 5G NAS security context container. The initial AMF further applies integrity protection (i.e., using the reoute integrity key) over the encrypted NAS container, complete registration request and other clear text information (i.e., Authentication parameter, Target AMF information, NAS Security Algorithm IDs, routing information (which contains for e.g., address/FQDN/AUSF identification information). The Initial AMF indicates the algorithm information in the Steps 8-9 used for the protection of 5G security context container.     

8.
The initial AMF forwards the complete Registration Request message, the protected 5G NAS security context container, the clear text information (i.e., such as authentication parameter NAS_Sec_ID, routing information, NAS security algorithm IDs, and Target AMF Information) to the RAN.

9.
The RAN forwards the complete Registration Request message, the protected 5G NAS security context container, the clear text information to the target AMF.

10a-c.
The target AMF/SEAF sends a Key request message to the AUSF by providing its own AMF information (AMF Set ID and address), Reroute key indication, the authentication parameter NAS_Sec ID and UE ID (i.e., 5G-GUTI/SUCI as received in the registration request). The AUSF verifies authentication parameter NAS_Sec ID, the AMF information (with the locally stored information) and other information. If the verification is successful, the AUSF returns SUPI and the reroute security context to the target AMF and deletes the locally stored reroute security context and associated information.

11.
 The target AMF verifies the integrity and confidentiality of the protected NAS container.

12.

After decrypting the security context, 


if SUCI is included in the Registration Request, the target AMF skips step 12 (as no additional information about established PDU sessions etc. is stored in the old AMF). 


If a 5G-GUTI is included in the Registration Request and the target AMF has received a 5G NAS security context and potentially a keyAmfHDerivationInd indicator, then: 

-
If there is no connectivity between the target AMF and old AMF (cases 2.a.ii and 2.b.ii in clause 4.3), the target AMF skips step 12 (as any additional information about established PDU sessions etc. stored in the old AMF cannot be retrieved by the target AMF). 

- 
If there is connectivity between the target AMF and the old AMF (cases 2.a.i and 2.b.i in clause 4.3), the target AMF can fetch any additional information about established PDU sessions etc. stored in the old AMF. 

13.
If the target AMF has received the keyAmfHDerivationInd indicator, then the target AMF shall run a NAS SMC procedure with the UE, to take the new Kamf-1 key into use with the UE. 

14.
The target AMF needs to initiate a new primary authentication with the UE to generate a new Kamf-2. The new primary authentication procedure is protected by the Kamf-1. This step would ensure that the initial AMF has no access to the new Kamf-2 key generated between target AMF and the UE. 


The target AMF determines that a NAS re-route via RAN has taken place and the target AMF shall use the Kamf-1 only for the purpose of sending protected NAS Security Mode Command and Authentication Challenge/Request to the UE, and for receiving protected NAS Security Mode Complete and Authentication Response from the UE. 
15-16.
The target AMF needs to run a new NAS SMC procedure with the UE to take the new Kamf-2 into use with the UE. The target AMF needs to include the request to the UE to include the complete Registration Request message in the NAS Security Mode Complete message by setting the flag "request initial NAS flag" in the NAS Security Mode Command message.  The UE includes the complete Registration Request message (sent in step 1) in the NAS Security Mode Complete message to the target AMF. This means that the target AMF can take the Registration Request message received in NAS Security Mode Complete message into use and drop the Registration Request message rerouted via RAN. 

NOTE 3:
If the operators consider to reroute protected NAS security context via RAN and further if operators prefer to use NSSF as a common NF to perform the new security functionality for controlling the reroute security context provisioning, then the features described in this solution for AUSF can be applied to the NSSF with two minor adaptations (i.e., (i) the SUPI of the UE need to be re-routed from the initial AMF to the target AMF via protected NAS container through RAN. (ii) The NSSF need to be preprovisioned with a root key in an implementation specific way to support reroute security context generation.). But the usage of NSSF for reroute security context provisioning will not ensure sufficient home control as designed in the current 5G system while providing serving network security keys. Further according to SA2 LS S2-2107860, if complete registration request (i.e., the one received in step 1 of initial UE message when the UE has NAS security or the one received in NAS Security mode complete message) needs to be rerouted via RAN in clear text and if it has any potential security threats, then based on MNO’s local policy, the complete registration request can also be protected using the reroute security context.
*****End of Change*****
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