

	
3GPP TSG-SA3 Meeting #105-e 	S3-214113
e-meeting, 8 - 19 November 2021
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	33.916
	CR
	8
	rev
	-
	Current version:
	16.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Editorial and corrections

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	S3

	
	

	Work item code:
	SCAS_5G
	
	Date:
	2021-11-1

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	Editorials and corrections for better reading

	
	

	Summary of change:
	Typos, update to references, runaway statement 

	
	

	Consequences if not approved:
	Readers won’t find related specifications

	
	

	Clauses affected:
	2, 3.2, 4.0, 4.1, 4.4, 4.6.2.2, 6.5

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


==========Begin of 1st Change==========
Technical Report
3rd Generation Partnership Project;
Technical Specification Group Services and System Aspects;
[bookmark: OLE_LINK3][bookmark: OLE_LINK4]Security Assurance Methodology (SCASSECAM);

for 3GPP network products 
(Release 16)

==========Next of Change(2nd)===========
2 	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2] 	3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".
[3]	void
[4]	3GPP TR 33.821: "Rationale and track of security decisions in Long Term Evolution (LTE) RAN / 3GPP System Architecture Evolution (SAE)".
[5]	3GPP TS 33.102: "3G security; Security architecture". 
[6]	3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".
[7]	GSMA FS.13: "NESAS Overview v.2.0Network Equipment Security Assurance Scheme – Overview", http://www.gsma.com/NESAS_Overview.
https://www.gsma.com/security/resources/fs-13-network-equipment-security-assurance-scheme-overview/
[8]	GSMA FS.14: "Network Equipment Security Assurance Scheme – Security Test Laboratory Accreditation Requirements and ProcesNESAS Security Test Laboratory Accreditation v.2.0s", http://www.gsma.com/NESAS_Test_Lab_Accreditation
https://www.gsma.com/security/resources/fs-14-network-equipment-security-assurance-scheme-security-test-laboratory-accreditation/.
[9]	GSMA FS.15: "NESAS Development and Lifecycle Assessment Methodology v.2.0Network Equipment Security Assurance Scheme – Vendor Development and Product Lifecycle Requirements and Accreditation Process", https://www.gsma.com/security/resources/fs-15-network-equipment-security-assurance-scheme-vendor-development-and-product-lifecycle-requirements-and-accreditation-process/ http://www.gsma.com/NESAS_Product_Lifecycle_Accreditation.
[10]	GSMA FS.16: "NESAS Development and Lifecycle Security Requirements v.2.0Network Equipment Security Assurance Scheme – Dispute Resolution Process", https://www.gsma.com/security/wp-content/uploads/2021/02/FS.16-NESAS-Development-and-Lifecycle-Security-Requirements-v2.0.pdf  http://www.gsma.com/NESAS_Dispute_Resolution.
=========Next of Change(3rd)===========
[bookmark: _Toc509566714]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
….
NESAG	Network Equipment Security Assurance Group
      NESAS			Network Equipment Assurance Scheme
=========Next of Change(4th)===========
[bookmark: _Toc509566716]4.0		Introduction
…..
The SECAM Accreditation Body – currently only the GSM Association (GSMA) – covers accreditation and its governance and maintenance and by that complements this 3GPP activity. The SECAM Accreditation Body defines requirements and processes for:
-	vendor network product development and network product lifecycle management processes accreditation [9],
-	test laboratory (vendor owned or third party) accreditation [8],
-	dispute resolution [10] [7].
-    vendor development and lifecycle security requirements [10]
=========Next of Change(4th)===========
[bookmark: _Toc509566717]4.1	Scope of a SECAM SCAS
…
As pre-requisite for writing a  SCAS, 3GPP defines a complete list of features/capabilities considered to be part of the Network Product Class
=========Next of Change(5th)===========
[bookmark: _Toc509566720]4.4 	Ultimate Output of SECAM Evaluation
The ultimate output of the SECAM evaluation is:
-	an evaluation report demonstrating compliance of t he network product with the 3GPP security assurance specifications;

=========Next of Change(6th)===========
[bookmark: _Toc509566726]4.6.2.2	Example: Complete self-evaluation
Complete self-evaluation of a 3GPP network product (e.g. eNodeB B from vendor Y)
This second example below is similar to the first one except that the vendor conducts all the phases of evaluation.
[image: fig5212]
Figure 4.6.2.2-1: Complete self-evaluation of a 3GPP network product
 (e.g. eNodeB B from vendor Y)
Evaluation results check by the operators and dispute.

[bookmark: _Toc509566754]=========Next of Change(7th)===========
6.5	Dispute resolution
The SECAM Accreditation Body provides a process to resolve conflicts when an accredited operator shows evidence of inconsistencies in:
-	Vendor Development process activities (inconsistencies in analysis of compliance against Security assurance process).
-	Test laboratories (for security compliance testing and Basic Vulnerability Testing) activities (inconsistencies in analysis of compliance against SCAS).
In the event that evaluation findings in the evaluation report are in dispute for a network product (for example: by re-doing the tests an operator finds opposite results to the ones provided by the vendors or third-party laboratories in the evaluation report), this methodology also provides a dispute resolution mechanism. This case is believed to be rare and would arise if one or several of the actors (vendors or third-party laboratories) are cheating in the evaluation or compilation of evaluation results of a 3GPP network product. 
The entity responsible for deciding that a declaration should be revoked, based on the evidences and the details of the dispute procedure, is the SECAM Accreditation Body.
The dispute resolution process is specified in [10][7].
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