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1
Decision/action requested

This contribution proposes evaluation and system impact to solution #17 in TR 33.857.
2
References

[1]
3GPP TR 33.857 v0.8.0


3
Rationale

This contribution proposes to add evaluation and system impact to solution #17 in TR 33.857 [1]. 
4
Detailed proposal

*** START of CHANGE ***

6.17
Solution #17: Solution to Provisioning of PNI-NPN Credentials

6.17.1
Introduction
This solution aims at addressing Key Issue #2 about provisioning of PNI-NPN credentials.
6.17.2
Solution details
The architectural assumption of this solution is as below. The PNI-NPN provisioning server is connected to NEF if the PNI-NPN provisioning server is outside the operator domain, in order to acquire derived keys using AKMA to protect the communication between the UE and the PNI-NPN provisioning server. Once the secure tunnel is established between the UE and the PNI-NPN provisioning server, the PNI-NPN credentials could be provisioned to the UE from the PNI-NPN provisioning server via the protected tunnel.
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The procedures are as follows:
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The pre-requisite is as what defined in TS 33.535[X], the UE has completes a successful primary authentication and thus results in KAKMA and A-KID generated and stored at AAnF.
1. UE sends the Access Request to the PNI-NPN provisioning server, carrying the generated A-KID.
2. While receving the Acess Request from the UE, the PNI-NPN provisioning server requests the derived keys used for protection the communication between the UE and the provisioning server from AAnF, carrying A-KID and PNI-NPN provisioning server ID.
3. AAnF generates KPNINPN from KAKMA.
4. AAnF sends the generated KPNINPN and its lifetime to PNI-NPN provisioning server.
5. While receiving the KPNINPN, the PNI-NPN provisioning server sneds the access response to the UE and indicates the UE to generate KPNINPN accordingly.
6. UE and the PNI-NPN provisioning server establishes a secure tunnel between them based on KPNINPN, in order to allow PNI-NPN provisioning server sends the PNI-NPn credentials in a secure manner.
6.17.3
System Impact
This solution has no additional system impact. 
6.17.4
Evaluation

This solution fulfils the requirements of key issue #2 on PNI-NPN credential provisioning. This solution requires the UE and the operator of the PNI-NPN to support AKMA.
*** END of CHANGE ***

